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Abstract: Textual passwords are the most common method used for authentication. But textual passwords are
vulnerable to eves dropping, dictionary attacks, social engineering and shoulder surfing. Graphical passwords are
introduced as alternative techniques to textual passwords. Most of the graphical schemes are vulnerable to shoulder
surfing. To address this problem, text can be combined with images or colors to generate session passwords for
authentication. Session passwords can be used only once and every time a new password is generated. In this paper, a
technique is proposed to generate session passwords using colors which are resistant to shoulder surfing. This method
is suitable for Personal Digital Assistants.
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I.
INTRODUCTION
Authentication is the first step in information security in authentication from a set of images as shown in figure 1.
today’s world; there are many techniques for protecting This system is vulnerable to shoulder-surfing.
the passwords. These techniques are vulnerable to
different attacks such as shoulder surfing, eves dropping,
dictionary attack, spyware etc. Graphical passwords have
their own disadvantages. Complicated passwords are
difficult to remember. We are using color password for
which session passwords are created. For every login user
input is different password. The password is generated
using text and color rating which are resistant to various
attacks. It can be used where security is of main purpose
such as net banking, trade transactions, server-side etc.
Authentication technique consists of 3 phases: registration
phase, login phase and verification Phase.
During registration, user rates the colors. During login
phase, the user has to enter the password based on the
interface displayed on the screen. The system
verifies the password entered by comparing with content
of the password generated during registration. In these
schemes First it will be checked that the user is already
registered or not. If yes, then it will go for the step of
login, but if user is not registered then first he will go
through registration and then to the login step. Then at the
time of transaction the color pairs and grid will be shown
and from that the user will enter the session password.
This password will be verified at the verification phase. If
the user wants another session then a new session will be
generated and the grid and color pair will be shown to the
user again.
II.
RELETED WORK
Dhamija and Perrig [1] proposed a graphical
authentication scheme where the user has to identify the
pre-defined images to prove user’s authenticity. In this
system, the user selects a certain number of images from a
set of random pictures during registration. Later, during
login the user has to identify the pre- selected images for
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Figure 1: Random images used by Dhamija and Perrig
Pass face [2] is a technique where the user sees a grid of
nine faces and selects one face previously chosen by the
user as shown in figure 2.
Here, the user chooses four images of human faces as their
password and the users have to select their pass image
from eight other decoy images. Since there are four user
selected images it is done for four times.
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Figure 4: Signature technique by Syukri
Figure 2: Example of Pass faces

Blonder [5] designed a graphical password scheme where
the user must click on the approximate areas of preJermyn, et al. [3] proposed a new technique called “Draw- defined locations. Passlogix [6] extended this scheme by
a-Secret” (DAS) as shown in figure 3 where the user is allowing the user to click on various items in correct
required to re-draw the pre-defined picture on a 2D grid. If sequence to prove their authenticity.
the drawing touches the same grids in the same sequence,
then the user is authenticated. This authentication scheme Haichang et al [7] proposed a new shoulder-surfing
is vulnerable to shoulder surfing.
resistant scheme as shown in figure 5 where the user is
required to draw a curve across their password images
orderly rather than clicking on them directly. This
graphical scheme combines DAS and Story schemes to
provide authenticity to the user.

Figure 5: Haichang’s shoulder-surfing technique
Figure 3: DAS technique by Jermyn
Syukri [4] developed a technique where authentication is
done by drawing user signature using a mouse as shown in
figure 4. This technique included two stages, registration
and verification. At the time of registration stage the user
draws his signature with a mouse, after that the system
extracts the signature area. In the verification stage it takes
the user signature as input and does the normalization and
then extracts the parameters of the signature. The
disadvantage of this technique is the forgery of signatures.
Drawing with mouse is not familiar to many people; it is
difficult to draw the signature in the same perimeters at the
time of registration.
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III.
PROPOSED SYSTEM
A.
Rating of Colors at the Time of Registration
During registration, user should rate colors as shown in
figure 4. The User should rate colors from 1 to 8 and he
can remember it as “YRGBOIMP”. Same rating can be
given to different colors.
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Figure 6: Rating of color
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B.
Rating of colors by the user
During the login phase, when the user enters his username
an interface is displayed based on the colors selected by
the user. The login interface consists of grid of size 8×8.
This grid contains digits 1-8 placed randomly in grid cells.
The interface also contains strips of colors as shown in
figure 4. The color grid consists of 4 pairs of colors. Each
pair of color represents the row and the column of the grid.
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Figure 7: Grid of Number
IV.
CONCLUSION
These techniques generate session passwords and are
resistant to dictionary attack, brute force attack and
shoulder-surfing .This technique use grid for session
passwords generation. Ratings should be given to colors,
based on these ratings and the grid displayed during login,
session passwords are generated. However this scheme is
completely new to the users and the proposed
authentication techniques should be verified extensive for
usability and effectiveness. It is not vulnerable to shoulder
surfing, eaves dropping, and brute force attack. More sites,
more passwords, more forgetting, more repeated
credentials increased exposure to hacking and cloning. It is
more securable as compared to the existing system.
FUTURE SCOPE
This technique can be used to develop any windows
application or external authentication to connect the
application to database.
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