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Abstract: Biometrics authentication is utilized as a part of software engineering as a type of ID and access control. It is
additionally used to distinguish people in gatherings that are under observation. Biometric identifiers are the particular,
quantifiable attributes used to name and depict individuals. In this paper we are talking about signature verification.
Signature verification is the process for verification of the signatures for authentication of users. In the process of
signature verification two types of scenario has been used, that are online and offline signature verification. In these
feature the SIFT, G-SURF & SURF approaches have been utilized. These approaches utilize some parameter for
feature extraction using key point. The G-SURF uses the global feature for the image and adds this feature with SURF
feature to select optimum feature. In the purposed work we will compare the performance of this feature for the
extraction of signature verification & evaluate performance for same database.
Keywords: Biometric, SIFT, G-SURF & SURF.
1. INTRODUCTION
1.1 BIOMETRIC: Biometrics alludes to estimations
related to human qualities. Biometrics verification is used
as a piece of programming designing as a sort of ID and
access control. It is moreover used to recognize
individuals in social affairs that are under perception.
Biometric identifiers are the specific, quantifiable ascribes
used to name and delineate people. Biometric identifiers
are oftentimes named physiological versus behavioural
qualities. Physiological qualities are related to the
condition of the body.

privacy etc. Signature verification is the task of validating
a person based on his handwritten signature. There are two
types of signature verification systems [1]
1.2.4.1 On-line Signature Verification System which use
electronic device such as a tablet to capture features like
pressure speed direction etc.
1.2.4.2 Offline Signature Verification System in which
signature is written offline and the system read the image
scan then verifies it with the already stored image of the
signature.

1.2 BIOMETRIC MODALITIES
Face, finger impression, hand geometry, palm print, iris,
voice, mark, Handwritten Signatures, step, and keystroke
elements are samples of usually utilized biometric
characteristics.

1.3 SIGNATURE
Signature is preferred among various biometrics as it is the
widely accepted way for identifying an individual in daily
activities such as automated banking transaction,
electronic fund transfers, and document analysis and
access control. Automated signature verification is a
research field that attempts to create reliable on-line or offline systems, which can verify human signatures. There
are two categories in signature verification based on the
acquisition of the signature: on-line and off-line
verification systems. The on-line verification process is
conducted using pen with information about velocity,
stroke order, acceleration, pen pressure, etc., while the offline process uses a static image of the signature only. The
off-line signature verification problem is more challenging
than the on-line one, because the valuable information
such as the pen’s velocity, pressure and stroke order is not
available.

1.2.1 Face: Static or feature pictures of a face can be
utilized to encourage acknowledgment. Present day
methodologies are just in a roundabout way taking Into
account the area, shape, and spatial connections of facial
points of interest.
1.2.2 Fingerprints: the examples of edges and valleys on
the "grating edge" surfaces of fingers—have been utilized
as a part of legal applications for over a century. Grinding
edges are framed amid fetal improvement, and even
indistinguishable twins don't have the same fingerprints.
1.2.3 Speech: Speech is a blend of both physical and
behavioural biometrics qualities. The highlights of a
singular's voice are taking into account the shape and size
of the members (e.g., vocal tracts, mouth, nasal
depressions, and lips) that are utilized as a part of the
union of the sound.
1.2.4 Signature verification: Signature verification in
addition to being a popular research area in the field of
pattern recognition and image processing also plays a key
role in many applications such as access control, security,
Copyright to IJARCCE

Fig 1: Handwritten Signature
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The mark confirmation is utilized as a well known human
validation technique on the planet and is regarded among
every one of the general population. The mark is an
acknowledged verification of character of the individual in
an exchange tackled his or her benefit. The clients will
probably endorse this sort of electronic validation system.
Another point of interest of the utilization of mark
acknowledgment as a verification technique is that the
greater part of the present day convenient PCs and
individual advanced colleagues use manually written
inputs; subsequently there is no need in creation of chiefly
new gadgets for biometric data gathering. In the meantime
there are a not very many mark acknowledgment
arrangements
that
can
give
adequately
high
acknowledgment rates at a sensible level of effectiveness.
Hence, inquire about on mark check is immeasurably
developing and has a promising future [13].

1.4.4 Enrolment and verification: The extricated
elements are put away in learning base. Human marks are
subject to different components, the mark attributes
change with the enthusiastic or mental state of a man. The
choice limits required for the order are ascertained by
considering the variety of elements among the preparation
set. Determination of limit is application subordinate. For
high security applications like military and so on a high
limit is utilized while with respect to different applications
like managing an account a moderate edge is utilized.
Subsequent to altering a specific edge test tests are
coordinated with the put away formats to check a given as
honest to goodness or falsification.

1.5
SIGNATURE REORGANIZATION
Signature recognition is a behavioral biometric. It can be
operated in two different ways:
1.5.1 Static: In this mode, users write their signature on
paper, digitize it through an optical scanner or a camera,
1.4 METHODOLOGY FOLLOWED FOR
and the biometric system recognizes the signature
SIGNATURE VERIFICATION
Most of the offline signature verification system consists analyzing its shape. This group is also known as ―offof four stages these are image acquisition, preprocessing, line‖.
1.5.2 Dynamic: In this mode, users write their signature in
feature extraction and Enrolment and verification.
a digitizing tablet, which acquires the signature in real
time. Another possibility is the acquisition by means of
Enrolme
nt &
Data
PreFeature
stylus-operated PDAs. Dynamic recognition is also known
Verificat
proces
Extract
Acquisition
as ―on-line‖. Dynamic information usually consists of the
sing
ion
ion
following information.
2. PARAMETERS USED
Fig. 2: Overview of Signature verification System
g data for signature verification are
1.4.1 Data acquisition:
acquired through scanners and cameras so that they are
available in digital format.
1.4.2 Pre-processing: Signature acquired has to be
normalized, resized to proper dimensions, thinned and the
background noise is eliminated. This gives a signature
template which can be used for feature extraction. The
features extracted are stored into the knowledge base.
1.4.3 Feature Extraction: In the component extraction
organize, the framework concentrates properties or
qualities from a given picture and records certain
elements, keeping in mind the end goal to yield requested
subtle elements as perception information. Any
quantifiable amount can constitute a component. On the
other hand, subsequent to a definitive point is to order a
test mark construct solely in light of such elements,
precision of check depends for the most part on the
removed components. Highlight extraction systems can be
extensively grouped into two sorts worldwide element
extraction and neighbourhood highlight extraction.
Worldwide elements delineate mark picture in general like
width, length, edge purposes of mark. These components
are less delicate to mark varieties and clamor in that
capacity it would be suitable for arbitrary phonies yet
won't give a high precision for talented falsifications.
Neighbourhood elements depict a moment zone of mark
and concentrate more data in subtle elements from it,
however its computational time is high yet it is more
precise than the worldwide components.
Copyright to IJARCCE

In order for us to determine the accuracy of any biometric
system, we have to measure the error rates. There are two
key error rates in biometrics, false acceptance rate (FAR)
and false rejection rate (FRR).The FAR is a measurement
of how many impostor users are falsely accepted into the
system as ―genuine‖ users. The FRR is a measurement of
how many genuine users are falsely rejected by the system
as ―impostors‖
FAR (False Acceptance Rate): The False Acceptance
Rate (FAR) is the frequency that a non-authorized person
is accepted as authorized and is calculated as follows
FAR=

N fs
Nf

Nfs = Number of successful fraud attempts against a
person
Nf = Total Number of fraud attempts against a person
The false acceptance rate, or FAR, is the measure of the
likelihood that the biometric security system will
incorrectly accept an access attempt by an unauthorized
user. FAR only provides half the information. When
selecting a biometric solution, we need to find out what
the False Rejection Rate (FRR).
FRR: The False Rejection Rate (FRR) is the frequency
that an authorized signature is rejected and is calculated as
follows:
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Nqr = Number of rejected verification attempts for a
qualified person
Nq = Total Number of verification attempts for a qualified
person

article affirmation or 3D proliferation. It is most of the
way pushed by the SIFT descriptor. The standard variation
of SURF is a couple times speedier than SIFT and ensured
by its makers to be more intense against particular picture
changes than SIFT. SURF is considering totals of 2D Haar
The features of dynamic signature are subject to statistical
wavelet responses and makes a viable usage of vital
fluctuations. Therefore, the recognition systems are
pictures [13].
designed with a built-in acceptance threshold. If it is high
FAR decreases and FRR increases. The false rejection rate, G-Surf Algorithm: In paper ―Off-Line Signature
or FRR, is the measure of the likelihood that the biometric Verification using G-SURF‖ Author ―Srikanta Pal‖
security system will incorrectly reject an access attempt by proposed that G-Surfers are an advanced hustling
an authorized user. So when a biometric solution provider diversion discharged in Europe on January 25, 2002 by
claims to have a very low FAR, it is very important to find Midas Interactive Entertainment. The preoccupation is a
out what is the FRR at this 'low' FAR. Then depending particular to the PlayStation 2 solace. G-Surfers got
upon the application one needs to evaluate whether the generally negative overviews from observers. Expansive
FAR & FRR ratio is acceptable for the application. In a parts of them investigated the music, representations and
practical scenario a low FAR & a high FRR would ensure uneven packaging rate. Stephen Full james of Computer
that any unauthorized person will not be allowed access. It and Videogames issued it a 4.0 out of 10 rating, despite
would also mean that the authorized people will have to calling the outline "truth be told astounding". In the blink
put their finger on the device several times before they are of an eye Gamer formed a mixed overview on the
redirection, feeling that it is similar to wipe out. IGN's
allowed access
Kaiser Hwang was more essential however felt that it is
3. APPROACHES USED
something "you've seen before."Amidst this is a negative
SIFT Algorithm: In paper ―Online Signature Verification study from Game spy, which commented it
Using Temporal Shift Estimated by the Phase of Gabor "unquestionably has a progressing track structure and
Filter‖ Author Jonghyon Yi, proposed that Scale-invariant minute helpfulness, the highlight it needs the most is the
highlight change (or SIFT) is a calculation in PC vision to one it doesn't have - weapons." Hitting at slopes and
distinguish and depict neighborhood includes in pictures. hurting the craftsmanship was in like manner examined
The figuring was circulated by David Lowe in [13].
1999.Applications join article affirmation, robotized
mapping and course, picture sewing, 3D showing,
movement affirmation, highlight taking after, individual
ID of untamed life and match moving. Channel key
purposes of things are at first isolated from a course of
action of reference pictures and set away in a database. A
thing is seen in another picture by only differentiating each
highlight from the new picture to this database and finding
candidate organizing highlights considering Euclidean
division of their highlight vectors. From the full course of
action of matches, subsets of key centers that yield to the
thing and its region, scale, and presentation in the new
picture are recognized to channel out extraordinary
matches [14].

Feature
SURF
G-SURF

FAR (%)
23.25
2.35

FRR (%)
26.75
3.55

Fig 1.1: Comparison Table for FAR & FRR
4. CONCLUSION
Signature verification is the process for verification of the
signatures for authentication of users. In the process of
signature verification two types of scenario has been used,
that are online and offline signature verification. In the
offline signature verification the various approaches has
been utilized for the purpose of feature extraction. These
features have been extracted using distinct technique.
These approaches extract feature on the basis of area of
signature field and the key point description has been used
in these feature vector. In these feature the SIFT, G-SURF
& SURF approaches have been utilized. These approaches
utilize some parameter for feature extraction using key
point. The G-SURF uses the global feature for the image
and adds this feature with SURF feature to select optimum
feature. In the purposed work we will compare the
performance of this feature for the extraction of signature
verification & evaluate performance for same database.

SURF Algorithm: In paper ―Off-Line Signature
Verification using G-SURF‖ Author ―Srikanta Pal‖
proposed that SURF is a discoverer and unrivaled
descriptor purposes of energy for a photo where the photo
is changed into headings, using a framework called multidetermination. Is to make a copy of the first picture with
Pyramidal Gaussian or Laplician Pyramid shape and
secure picture with the same size however with diminished
transmission limit. Subsequently a novel smearing effect
on the first picture, called Scale-Space is expert. This
methodology ensures that the reasons of leisure activity
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