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Abstract: SCADA systems are widely spread in automation, monitoring and control systems for industrial processes.
These systems are used to develop the factories of the future. Currently, the most SCADA systems allow data sharing
only within a local network. With the development of the Internet of Things concept, it was started to be used in the
systems for the factories of the future. One of the most powerful middleware systems used for the Internet of Things is
these based on the DDS middleware systems. In this paper, it is presented the integration of the DDS middleware based
systems within an SCADA system in order to enable the Internet of Things concept.
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I. INTRODUCTION

The Supervisory Control and Data Acquisition (SCADA)
systems [1] are software/hardware systems designed to
acquire information from a specific physical environment
through sensors and to provide a graphic interface to the
human operators. Through these graphic interfaces, the
operators can monitor and can send commands to
actuators, which are installed in the physical environment
[2]. These systems are the most used to monitor industrial
processes or within the smart home. The acquired
information can be transmitted to other systems such as
the Enterprise resource planning (ERP) [3] and
Manufacturing Execution System (MES) [4]. At this time,
SCADA systems are found in all industrial branches.

SCADA systems typically consist of three main
components: Remote Terminal Units (RTU), Master
Terminal Units (MTU), and Human—Machine Interface
(HMI) [1]. The RTUs are devices from the process (PLCs,
field devices or actuators) interconnected via a fieldbus
[5]. MTUs are hardware/software systems that
communicate with RTU and distribute information to the
HMI modules through the local network or the Internet.
Most SCADA systems are middleware-based [6] in sense
that data distribution within a local network or even the
Internet is performed through middleware systems. With
the development of the Internet of Things concept [7], it
has emerged a new generation of SCADA systems that
integrate this concept using middleware systems that allow
data transport throughout the Internet infrastructure.

In the SCADA systems, the most common middleware
systems used to distribute data are based on OPC
specifications [8](OPC DA, OPC .NET and OPC UA). DA
OPC uses DCOM technology from Microsoft (is platform
dependent), OPC .NET uses WCF technology Microsoft
(is platform dependent), and OPC UA uses SOAP and web
services technologies (OPC UA is platform independent)
[8]. With the development of 10T (Internet of Things)
concept [9], middleware specific to this paradigm can be
used for the development of the SCADA systems in order
to activate 1oT concept.

One of the most popular middleware systems used for loT
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concept is DDS (Data Distribution Services for real time
systems) [10]. These middleware systems were designed
for critical and real time systems and are suitable for
SCADA systems. In this paper, it is proposed an SCADA
solution based on DDS middleware that was designed by
adapting an SCADA solution [11] originally based on
OPC specification.

Further, this paper is structured as follows: Section Il
shortly presents the DDS middleware standard, and
Section Il presents the proposed SCADA solution. The
conclusions are drawn in Section V.

Il. DDS-DATADISTRIBUTION SERVICES FOR
REAL TIME SYSTEMS

DDS is a middleware protocol data centric that was
originally designed for critical systems. He began to be
used for 10T systems because it allows the development of
distributed systems throughout the Internet. DDS is
sustained by the Object Management GROUP [12], and
the last update was performed in April 2015. Since he was
designed for critical systems, it provides a set of QoS
parameters that can be set the communication [13]
depending on the specific environment in which
application work. This can be a major advantage in using
the protocol for monitoring critical industrial processes in
the detriment of OPC specifications. Since the first version
was published in 2003 and currently is more than 10
implementations of the protocol [14], it can be said that is
a mature protocol. DDS works on the producer consumer
paradigm in the sense that to data from one producer can
be connected more data consumers. Therefore, it can be
created peer to peer architecture, architecture that can be
more faults tolerant and scalable towards the client-server
architectures. DDS is organized by domains and topics. A
domain can contain multiple topics of read or write type.
A topic structure is defined by type IDL files that must be
compiled and included in each application. Practically
these IDL files define the communication interface
between the two topics. A significant disadvantage,

compared to OPC specification, is that these
communication interfaces are not standardized.
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Fig. 1. The proposed SCADA architecture based on DDS middleware protocol

IHI.LINTEGRATION OF THE OPENDDS IN A SCADA
SYSTEM

Starting from the architecture presented in [11], it is

intended to adapt it in order to include the DDS

middleware protocol. For the DDS, it was chosen the

OpenDDS implementation [15] because is open source,

and it is developed in C++.

The resulted architecture from the redesign process is
shown in Fig. 1. The architecture is now organized on
three main levels: application, middleware and things.
This paper is focused on the middleware level.

The architecture contains two software applications:
DataServer and HMIClient applications. The DataServer
includes middleware and things levels, and HMIClient
includes the middleware and application level. By
including DDS protocol in the architecture, now it can be
interconnected two or more DataServer without involving
the HMIClient application. This allows the creation of the
more scalable network architectures towards the original
solution presented in the [11].

The HMIClient applications can be interconnected without
being brokered by the DataServer applications.
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The DataServer application was developed in C ++, and
for this reason, the integration of the OpenDDS
middleware was performed much easier. The first step was
the definition of the structure of a topic. In this case, a
topic structure is similar to the structure of an item defined
in the OPC specifications. Such a topic contains a unique
identifier (a string that can identify physical/virtual things
that read/write data), the data type of the value (logic,
string or numeric), value, quality of the value (GOOD or
BAD), and a timestamp associated to the value (date and
time when it was generated the value).

All such information is also provided for an item in the
OPC specifications. It was adopted this solution in order to
integrate the field buses in the same way as the field buses
in the original system. Furthermore, in the application
there is a module which allows the configuration of the
topics that will publish data in a DDS domain and topics
that can subscribe to the topics within the DDS domain.
By introducing this module, it can be controlled what is
published from the information that is acquired on field
buses and what data can be transmitted to the field buses
(information that is retrieved from the topics of the
associated DDS domains). This method can directly
interconnect DataServer applications.
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The HMIClient application is described in detail in [6]. In
the existing application it was introduced an OpenDDS
object that allows the publication of data within a DDS
domain and subscription to data producers within the same
DDS domain. As well as in the DataServer, each
OpenDDS object has a module in order to configure what
data is published and to what topics are subscribed in
order to bring information in the HMIClient application to
be displayed in a graphical manner. Each OpenDDS object
can be assigned to a single DDS domain, and if it is
desired the publication of data in another DDS domain,
then it must be created/instantiated another OpenDDS
object.

Both applications have in the configuration module the
option to set a series of QoS parameters at the domain
level. Each topic within a domain will use the QoS
parameters set for the domain. The window from the
DataServer and HMIClient which allows the setting of the
QoS parameters is shown in Fig. 2.

IV.CONCLUSION

In this paper, it is proposed an architecture for an SCADA
system based on the OpenDDS implementation of the
DDS middleware standard. The architecture is designed
starting from an architecture based on the OPC
specifications. The use of the DDS middleware allows the
distribution of information via the Internet, and because
DDS is a device to device (D2D) middleware, it can
enable the concept of the Internet of Things. An advantage
is the QoS parameters set that are provided by DDS in
order to tune the communication, which may be specific to
the monitored/controlled processes.
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