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Abstract: From many years, people were concerned about the secure transmission of data. Among the various
cryptography techniques, the Adi Shamir's secret sharing scheme based on La-grange's polynomial is considered as the
most secured one. But, it faces the man in middle attack in which an adversary can retrieve the secret even without any
valid share. To over-come this drawback, the token generation mechanism is proposed in which each valid share is
binded with the public information of all the nodes. The proposed system consists of Adi Shamir's secret sharing
scheme based on Lagrange's polynomial along with the concept of Token Generation. Token Generation mechanism
involves binding of shares with their respective shareholders. Due to this the intruder will not be able to retrieve the
secret if he does not have a valid share. Thus, one can conclude that the proposed system provides better security than
the traditional one.
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I. INTRODUCTION
Secure transmission of data plays a very vital role in
today's era. There are various cryptography techniques for
such secure transmission. Among the various algorithms
and concepts, the Adi Shamir's secret sharing scheme, is
the securest one. The Adi Shamir's secret sharing scheme
depends on Lagrange's polynomial for dividing the secret
into number of shares. There are n shareholders, and a
dealer D. The scheme consists of two algorithms:

intruder tries to recover the secret without having a valid
share, the intruder will not be able to retrieve the secret.
The proposed system involves the traditional Adi Shamir's
Secret Sharing Scheme along with the concept of token
generation. The token generation mechanism enhances the
security of the traditional secret sharing scheme.
II. LITERATURE SURVEY

 With knowledge of any‟t‟ or more than„t‟ shares can The content of the paper focuses on the research and
reconstruct the master secret „s‟.
contributions of various sources. These include:
 With knowledge of fewer than„t‟ shares cannot get any
information about the master secret„s‟[1].
[1]The paper describes the basic (t, n) secret sharing
scheme and the attack to which it is prone. The share
People have failed to notice, however, an adversary or generation and share reconstruction concepts are discussed
intruder may obtain the secret without any valid share. in detail. The existing secret sharing scheme faces a
This creates man in middle attack in the existing system. drawback if an adversary is able to retrieve the secret,
In the Man in Middle Attack, an adversary without any even without a valid share. The paper proposed the
valid share may obtain the secret if there are over„t‟ concept of randomized component which binds the shares
participants in the secret reconstruction. Therefore to with their particular shareholders. Due to this, the
overcome this drawback, the concept of token generation adversary is not able to recover the secret as it is not
is proposed. Token generation mechanism involves having a valid share and is not binded with the share.
binding of shares with their respective shareholders.
Because of this, only the authenticated shareholders can [2]The paper discusses the Adi Shamir's secret sharing
obtain the secret whereas, the intruder will not be able to scheme in detail. The paper describes how the shares are
retrieve the secret, without any valid share.
split at the distributor end and how they are reconstructed
at the receiver end. Various cryptographic encryption
A.
Motivation
algorithms are also described in the paper. The concept of
The existing Adi Shamir's Secret Sharing Scheme is prone Lagrange's polynomial and its use in the Adi Shamir's
to the Man in Middle Attack, due to which the security of secret sharing scheme is also discussed in detail.
secret or message transmission is not ensured.
The security of transmission of the secret can be ensured [3]The paper describes the basic concept of group
by the introduction of a token generation mechanism. authentication and secure transmission of secret in a
Token binds the shares with their valid shareholders. group. It includes a review of Shamir's (t, n) Secret
Hence, each shareholder or authenticated node of the Sharing Scheme. The concept of token generation is
discussed in the paper. The paper also describes the share
group has a token attached with it. Due to this, even if an
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generation, token generation, secret reconstruction and The existing system involves the division of secret into a
group authentication in detail along with the concept of number of shares equal to the number of nodes in the
Lagrange's polynomial.
group. Among all the nodes, a fewer i.e. t of them can
recover the secret. But less than t nodes are unable to
TABLE I Literature Survey
recover the secret.

Fig1: Adi Shamir‟s Secret Sharing Scheme

III. PROPOSED SYSTEM
The proposed system is a solution to the Man in the
Middle Attack. Man in the Middle Attack can be resolved
by introducing the concept of token generation into the
existing Secret Sharing Scheme. Due to token generation
for each shareholder, the intruder will not get the token
from the distributor, thus the secret cannot be retrieved by
the intruder.
A. Problem Definition
Secure transmission of data across a network is a necessity
in today's era. Among the various cryptography
mechanisms, the Adi Shamir's Secret Sharing Scheme (SS
Scheme) is the most secured one and hence is widely used.
The Adi Shamir's secret sharing scheme depends on
Lagrange's polynomial for dividing the secret into number
of shares. However, an adversary or intruder may obtain
the secret even without any valid share. This creates Man
in Middle Attack in the existing system. Therefore, to
overcome this drawback, the concept of token generation
is proposed. Token generation mechanism involves
binding of shares with the respective shareholders.
Because of this, the intruder will not be able to retrieve the
secret, without possessing a valid share. The main
objective of the proposed system is to provide a more
secure transmission of data in a network consisting of a
group of nodes. Along with secure transmission of data,
the proposed system also focuses to tackle the Man in the
Middle Attack, so that an intruder will not be able to
retrieve the secret without any valid share.
Copyright to IJARCCE

Fig2: Proposed System Architecture
However, more than t participants can recover the secret.
Due to this, an intruder can attack and intervene as a
participant to reconstruct the secret. Thus, it is prone to the
Man in Middle Attack. To solve such an attack, the
concept of token generation is proposed. All the shares are
attached with the tokens generated by the distributor.
Hence, each share is binded with the shareholder with the
help of token. Thus, an intruder will not receive the token
and hence is unable to reconstruct the secret. The token
binds the share with its shareholder as well as helps in
secret reconstruction. Therefore, the proposed system
provides better security as compared to the traditional
secret sharing scheme.
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At the time of distribution of shares, the secret is again
split in order to regenerate the shares so as to send it to the
Implementation of the proposed system involves the receiver. Along with the shares, the public information,
environment in which the system is implemented and the also called as token is also sent through the User Datagram
overall system development. The overall development of Protocol.
the proposed system requires suitable environment and
proper resources for its successful completion. The TABLE III RESULT FOR DISTRIBUTION OF SHARES
TO SHAREHOLDERS
proposed system is developed for a client-server
communication. At the server, the secret is divided into a
number of shares. These shares are then distributed to the
clients along with the public information. At the client, the
received encrypted string is decrypted and again the shares
are generated. These shares are then combined in order to
reconstruct the secret.
IV. IMPLEMENTATION

A. Flow of system development
The proposed system involves the transmission of secret
or message from a server to multiple valid clients. Fewer
of the clients can sit together in order to reconstruct the
secret. At the server, a random prime number, which is
larger than the secret is chosen and the Lagrange's
polynomial for the secret is formed. The secret is then
divided into number of shares, equal to the number of
shareholders. The shares are then encrypted using the
public information and hence resulting into the tokens.
These tokens are then sent to the multiple clients or
shareholders over a network through UDP. At the client
side, the encrypted token is received. This token is then
decrypted by using Lagrange's polynomial and a random
prime number. The evaluation of the polynomial then
generates the shares. The generated shares are the
combined to reconstruct the secret.
V. RESULTS

At the receiver end, the encrypted message containing the
token and shares is received. This received string is then
used along with a new random prime number to generate
the Lagrange‟s polynomial. The shares are then
regenerated. By combining fewer of the shares (i.e. t
shares), the secret message is reconstructed. The results
for receivers 1 and 2 are shown in the following tables.
TABLE IV RESULT FOR SHAREHOLDER OR
RECEIVER 1

At the distributor end, the secret in the form of number,
string, special character or a combination of these is
converted into a BigInteger. A random prime number is
then chosen which is greater than the secret. The prime
number along with the BigInteger secret is used to form
the Lagrange‟s polynomial. The polynomial is then used to
generate the shares, equal to the number of participants in
the network.
TABLE II RESULT FOR DISTRIBUTOR OR SENDER
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TABLE V RESULT FOR SHAREHOLDER OR
RECEIVER 2
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The proposed system provides better reliability, integrity
and security as compared to the existing system.
VI. CONCLUSION
Secure transmission of data is a necessity in the networks.
The existing secret sharing scheme is prone to the Man in
Middle attack, thus the proposed system is developed to
overcome the drawback. Therefore the proposed system
involving token generation mechanism provides better
reliability, integrity and security than the existing one.
The system can be further extended for the secure
transmission of image, audio and video data through
various image processing techniques.
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