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Abstract: Most of the existing authentication system has certain drawbacks for that reason graphical passwords are
most preferable authentication system where users click on images to authenticate themselves. An important usability
goal of an authentication system is to support users for selecting the better password. User creates memorable password
which is easy to guess by an attacker and strong system assigned passwords are difficult to memorize. So researchers of
modern days gone through different alternative methods and conclude that graphical passwords are most preferable
authentication system. The proposed system combines the existing cued click point technique with the persuasive

feature to influence user choice, encouraging user to select more random click point which is difficult to guess.
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I. INTRODUCTION

Keystroke Dynamics is behavioural biometric used to
measure the typing rhythm of the user particularly for user
authentication, when an individual types on the keyboard.
It is assumed as a robust behavioural biometric. The
functionality of this biometric is to measure the dwell time
and flight time for changing keyboard actions.

The aim of this work is to provide 3 levels in terms of
security for transaction in banking applications. First we
are making use of encryption for sending user id and
password on server from the user’s mobile phone. Once
the user is authenticated he will be shown with a graphical
password screen. Secondly User is shown with sequence
of images with 4x4 blocks; user has to select one block
from each image. If user enters an incorrect click-point
during login, the next image displayed will also be
incorrect.

Legitimate users who see an unrecognized image know
that they made an error with their previous click point.
Conversely, this implicit feedback is not helpful to an
attacker who does not know the expected sequence of
images.

Third, We measure KDA (Keystroke Dynamic-based
Authentication) for each images click. This project
proposes a new graphical-based password KDA system for
touch screen handheld mobile devices. The graphical
password enlarges the password space size and promotes
the KDA utility in touch screen handheld mobile devices.
In addition, this paper explores a pressure feature, which is
easy to use in touch screen handheld mobile devices, and
applies it in the proposed system. This way we would
improve security by using graphical authentication in
mobile banking applications.

The most common approach to address this problem is the
use of authentication mechanisms, e.g., PIN-based and
pattern-based passcodes, which have been integrated into

Copyright to IJARCCE

DOI 10.17148/1IJARCCE.2016.51287

smartphone systems like Android and iOS. Unfortunately,
most smartphone users tend to choose simple and weak
passcodes for the sake of convenience and memorability,
and some recent studies have shown how simple an
attacker can derive the PIN passcodes from the oily
residues left on the screen or the pattern passcodes from
the shoulder surfing attack . An attacker could even infer
the passcodes from the accelerometer and gyroscope
readings. Therefore, it is highly desirable to enhance
smartphone authentication with a passive and transparent
authentication ~ mechanism  without  active  user
involvement, to further detect whether the logged-in user
is the true owner of a smartphone. An ongoing research
project, the Active Authentication and Monitoring
program initialized by DARPA (Defence Advanced
Research Project Agency), aims to develop computational
behavioural traits for validating the identity of the users in
a meaningful and continual manner (without requiring the
deployment of additional hardware sensors), through how
users interact with the computing systems.

Il. LITERATURE SURVEY

In paper [1], This work is the first to evaluate diverse
types of touch-interaction behavior for active
authentication across various application tasks and various
application scenarios in smartphones. Experimental results
show all types of touch operations exhibit considerable
stability and discriminability among users for active
smartphone authentication, and can achieve an EER
around 1.8% in some cases. However, it is still less than
ideal to reach the European standard for commercial
biometric technology (FAR of 0.001% and FRR of 1%
[1]). Thus, further progress is needed before we can
depend solely on touch-interaction behavior as an
authentication mechanism. One way to improve the
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accuracy is to seek better representation of touch-
interaction behavior, which is critical to accurately extract
stable features. This study has shown promising
performance using different types of touch operations for
active smartphone authentication in some routine
computing scenarios, but in more practice we are aware
that such touch-behavior data may be affected by
behavioral variability, in contrast with other physiological
biometric characteristics, such as face or fingerprint
patterns.

Real-world behavioral variability often comes from (1)
hardware-level factors (e.g., smartphone type, touchscreen
type); (2) software-level factors (e.g., operating system,
screen resolution, sensitivity configuration, event sampling
rate, perceptual delays caused by high CPU load); (3)
environmental factors (e.g., distance between monitor and
body, height of the chair, positions of the mouse pad); and
(4) psychological and physiological state of the subject
(e.g., the subject may be fatigued, distracted or distressed).
Thus it is reasonable towonder whether these factors
would change touch-behavior characteristics if the state of
these factors is different at enrollment time than at
authentication time, or even would have some impact on
authentication performance. Given our results, it is hard to
see which factors contribute more to the variability

In this paper [2], propose Safeguard, an efficient,
transparent, and real-time reauthentication scheme for
smartphones using the behavioral biometrics provided by
sliding dynamics and the pressure intensity on touch
screens. Our approach relies on angle and pressure-based
metrics, and makes use of machine learning algorithms.
By comprehensive experiments, we evaluate the system
performance in terms of verification accuracy. The
evaluation results demonstrate that the FAR and FRR are
lower than 0.03% and 0.05%, respectively, in 10 to 20
sliding movements for reauthentication. We also show that
the proposed system can effectively resist adversary
imitation. Moreover, the system overhead in terms of
storage and computation delay is very suitable to current
smartphones. In practice, user’s biometric metrics may
vary with time. It means that the verification accuracy
might degrade from time to time or with passage of time.
To this end, we divide the biometric diversity under
following two cases. 1) The biometric diversity parameters
may vary particularly the threshold level. In resolution, we
design and use a heuristic method to customize the
threshold level for each distinct user. This solution is
further assisted with other security mechanisms such as
predefined security questions. 2) Our classifier should be
able to deal with sudden and temporary changes in the
sliding profile of a valid user. If the user’s sliding pattern
changes suddenly, e.g., due to unexpected accident such as
a sprained finger, the difference in biometric metric can be
too large to be recognized by the verification process.

In this paper [3], presented a novel approach of
continuously validating the identity of a user in real time
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through the use of typing-based behavior biometrics. We
investigated a number of methods to compute the
similarity of two typing sequences. In particular, we
proposed a novel BoMP approach to efficiently compute
the high-order co-occurring phrases that are composed of
words across both the temporal and feature spaces. We
collected a multi-phase, multi-session, and multi-model
(visual, audio, and keystroke timing) database of keyboard
typing by 63 unique subjects. Through extensive
experiments, we demonstrated excellent performance at
operational points most relevant to authentication
applications, as well as explained where and why BoMP
improves upon the prior work. We also demonstrated
superior performance over keystroke dynamics, with a
much shorter probe sequence, which offers far less
authentication delay.

Finally the success of our ultra-real-time demo system
indicates again the promise of this novel biometric
modality. As a novel exploration of TB, our approach
focuses on the behavioral traits that can be observed
through how an individual operates the keyboard. Similar
to the fact that you leave a fingerprint when touching
something with your finger, in behavior biometrics when
you operate something you leave a pattern based on how
your mind processes information, which is called a
“cognitive  fingerprint” by  DARPA’s  Active
Authentication  program.  Just like  conventional
fingerprints, the key challenge with cognitive fingerprints
is whether the pattern is consistent within an individual
and discriminative between individuals. Indeed typing
behavior has demonstrated the potential to meet such
challenge, with carefully designed data collection,
extensive experiments, and a successful real-time demo
system.

In this paper [4], The authors have tested a keystroke
biometrics variant on a group of people with regard to the
possible use of identification and a support for user
authentication. With analysis of only two keystroke
features and with the use of simple classifier the keystroke
dynamics proved to be a promising and effective
biometrics feature for authentication of individuals. It is
necessary to stress that with the use of non-fixed text
(various longer text parts) it is possible to effectively
distinguish a vast majority of users with a relatively short
keystrokes sequence.

Even more interesting is the use of a continuous user
authentication whilst the user is performing normal
interaction with the system, involving longer texts, alike
what the authors experiments showed, a minimum of 200
keystrokes. Short user authentication consisting of several
keystrokes seems to be too short for the practical use. It is
also necessary to stress the advantages of keystroke
dynamics: the possibility of using booming Internet as a
natural transmission medium for the biometrics and no
need for dedicated acquisition devices. That clearly shows
the potential of keystroke biometrics for the authentication
of individuals over the Internet.
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111. MOTIVATION AND PROBLEM STATEMENT

The underlying principle of Biometric-based user
authentication focuses on “who you are” which differs
from conventional user authentication approach that
mainly relies on “what you have” or “what you know.”
Thus, a biometric-based approach is based on the inherent
and unique characteristics of a human user being
authenticated. Biometric-based reauthentication
approaches have been widely studied for PCs [3]-[14].
However, we can find only few such implementations on
smartphones, which are either limited by coarse accuracy
or restrict application scenarios or gestures. Therefore, in
this section, we focus on the state of the art on
smartphones. We first present some smartphone
applications that perform the one-time identification and
reauthentication. We then highlight some applications that
tend to abuse the smartphone resources to observe the
user’s biometric characteristics, which can be used for
various purposes including the attacks.

A. Attacks With User Behaviours on Smartphone:
Existing smartphones are equipped with sensors such as
GPS, microphone, accelerometer, magnetic field, gravity,
temperature, and gyroscope.

B. Behavioral Biometrics-Based Authentication

Smartphone.

1) One-Time Identification: This method enhances the
security of sliding unlock pattern on smartphones by
employing the intensity of pressure on touch screen.

2) Reauthentication: Some other approaches have been
proposed [7]-[11] to exploit users’ gestures as features
for user classification. These approaches cannot
provide highly accurate classification and suffer from
drawbacks.

on

IV. PROPOSED SYSTEM

This research work focus on providing better security
system by analysing the typing behaviour of individuals
using keystroke dynamics.

Password
Knowledge Based Token Based Biometrics
Text Password Graphikassword Tokens Smart Card Keys Chip Tmplants — Finger Print
— Palm Prints
Recognition Recall Based [ Face Recoguiion
Based Technigue Technigue — Voice Recoguition
r— Iris Recognition
Pure Recall Cued Recall —— Retina Recogaition
Based Technique Based Technigue

Fig: Classification of Password Authentication Methods
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Main emphasis of this is to recognize typing behaviour of
the users using FFNN with MLP to achieve more secure
system. Keystroke Dynamics is becoming popular in real
time security systems. The methods developed so far are
less efficient than proposed technique. This paper deals
with typing behaviour of individuals using MLP and it
also validates the features of users using cross validation
in order to give more secure and efficient system than
previous system.

Product features are:

1. Encryption/decryption of data.

2. Graphical Authentication Using Cued Click- Points
(CCP).

3. Measuring of KDA Parameters:

1. Down-Up (DU) time: DU time is the interval between
the same click being pressed and being released.

2. Down-Down (DD) time: DD time is the interval
between the click being pressed and the next click
being pressed.

3. Up-Down (UD) time: UD time is the interval between
the click being released and the next click being
pressed.

4. Up-Up (UU) time: UU time is the interval between the
click being released and the next click being released.

5. Down-Up2 (DU2) time: DU2 time is the interval
between the click being pressed and the next click
being released.

6. Authenticating User based on KDA parameter.

7. Internet Banking application Login, fund transfer and
balance enquiry.

V. SYSTEM ARCHITECTURE

Keystroke dynamics or typing dynamics is the process of
analyzing the way a user types at a terminal by monitoring
the keyboard inputs thousands of times per second, and
attempts to identify them based on habitual rhythm
patterns in the way they type. It is the detailed timing
information when each key was pressed and when it was
released as a person is typing at a computer keyboard. The
behavioral biometric of Keystroke Dynamics is the
manner and rhythm in which an individual types
characters on a keyboard or keypad. The keystroke
rhythms of a user are measured to develop a unique
biometric template of the users typing pattern for future
authentication. Raw measurements available from every
keyboard can be recorded to determine Dwell time (the
time a key pressed) and Flight time (the time between "key
up" and the next "key down"). Key hold time or dwell
time is defined as the time for which each keystroke was
pressed. The keystroke latency is the combination of the
hold and flight times. In other words, the system verifies
how a person types. Keystroke verification techniques can
be categorized as either static or continuous.

Static verification system approaches study keystroke
characteristics at a specific time. Continuous verification,
on the other hand, examines the user’s typing behavior
throughout the interaction time.
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Figl: System Architecture

Time-features can be extracted from keystroke data in
many ways, such as studying keystroke latency, duration
of key hold, pressure of keystroke, frequency of word
errors, and typing rate. However, not all of these methods
are widely used. Keystroke solutions are usually measured
in three ways: dwell time — how long a key is pressed,
flight time — how long it takes to move from one key to
another, and key code. The recorded keystroke timing data
is then processed through a unique neural algorithm,
which determines a primary pattern for future comparison.
Similarly, vibration information may be used to create a
pattern for future use in both identification and
authentication tasks. Data needed to analyze keystroke
dynamics is obtained by keystroke logging.

VI. MATHEMATICAL MODEL

AES Algorithm:

AES is based on a design principle known as a
substitution-permutation network, combination of both
substitution and permutation, and is fast in both software
and hardware."¥ Unlike its predecessor DES, AES does
not use a Feistel network. AES is a variant of Rijndael
which has a fixed block size of 128 bits, and a key size of
128, 192, or 256 bits. By contrast, the Rijndael
specification per se is specified with block and key sizes
that may be any multiple of 32 bits, both with a minimum
of 128 and a maximum of 256 bits.

AES operates on a 4 x 4 column-major order matrix of
bytes, termed the state, although some versions of Rijndael
have a larger block size and have additional columns in
the state. Most AES calculations are done in a special
finite field.

For instance, if there are 16 bytes, b0, bl, b2,......... bl5,
these bytes are represented as this matrix:

bp by bg Do

by bs by by

b bg by bus
by by b bys_
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The key size used for an AES cipher specifies the number
of repetitions of transformation rounds that convert the
input, called the plaintext, into the final output, called the
ciphertext. The number of cycles of repetition are as
follows:

e 10 cycles of repetition for 128-bit keys.

o 12 cycles of repetition for 192-bit keys.

e 14 cycles of repetition for 256-bit keys.

Each round consists of several processing steps, each
containing four similar but different stages, including one
that depends on the encryption key itself. A set of reverse
rounds are applied to transform ciphertext back into the
original plaintext using the same encryption key.

VIl. ALGORITHM

High-level description of the algorithm:

1. Key Expansions:- Round keys are derived from the
cipher key using Rijndael's key schedule. AES requires a
separate 128-bit round key block for each round plus one
more.

2. Initial Round
1. Add Round Key:- Each byte of the state is combined
with a block of the round key using bitwise xor.

3. Rounds

1. Sub Bytes:- A non-linear substitution step where each
byte is replaced with another according to a lookup
table.

2. Shift Rows:- A transposition step where the last three
rows of the state are shifted cyclically a certain number
of steps.

3. Mix Columns:- A mixing operation which operates on
the columns of the state, combining the four bytes in
each column.

4. Add Round Key.

4. Final Round (no Mix Columns)
1. Sub Bytes

2. Shift Rows

3. Add Round Key.

VIIl. FEATURES

[EN

. Keystroke Dynamics Authentication (KDA).
. Graphical Authentication Using CCP.
. Internet banking application on android phone.

w N

IX. CONCLUSION

For Graphical passwords there is a rising interest is that
they are better than the Text based passwords, while the
important argument for graphical passwords are that
people are better at memorizing graphical passwords than
text-based passwords. Also the proposed system removes
the shoulder surfing attack. Also it removes the pattern
formation and hotspot attack since it provides the system
suggestion..
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