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Abstract: The recent developments in Wireless Sensor Networks (WSN) suffer from efficient and secure transmission 

of packets. The common attacks in WSN are dropping/modification of data packets. Security to the data can be 

improved by disconnecting the droppers/modifiers form the network. This paper proposes a method to identify the 

nodes which are droppers and to disconnect them from the network. Simulation results are presented. 
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I. INTRODUCTION 

 

The multi hop communication in the wsn suffer from 

secured end to end transmission of packets. The top layers 

in the wsn consists of internet entry point, routers and 

access points etc. the bottom layer consists of mobile 

network users. As the Wireless Sensor Network (WSN) 

consists of spatially distributed self-dependent sensors it is 

difficult to provide security to the data. Packet dropping 

and modification are common attacks in multi hop wsn 

which can be launched by an adversary to disrupt the 

communication channel. The nodes in the network can be 

compromised with the malicious users. An intruder may 

launch various attacks in the network even if a single node 
gets compromised [1]. Multipath forwarding of packets 

can be used in which packets are forwarded along multiple 

redundant paths to ensure that at least one path cannot 

tolerate packet dropping [2], [3], [4], [5]. The modified 

packets can be filtered and can be en-routed with a certain 

number of hops [6], [7], [8], [9]. Nodes can continuously 

monitor the forwarding behaviour of their neighbours to 

locate and identify packet droppers and modifiers to 

determine if the neighbours are misbehaving, which has 

been proposed in [10], [11], [12], [13], [14], [15]. The 

reputation based mechanism to identify whether a non-
neighbour node is trustable or not is presented in [15], 

[16], [17]. 
  
The sensor nodes are deployed randomly in a two 

dimensional area. These sensors periodically generate 

sensory data and collaborate with each other to forward 

the data towards a sink node, which is located within the 

network. A bad node can be any node within the network 

which will drop or modify the data in the packets to 

degrade the performance of the network. To identify these 
bad nodes it is required for each node to continuously 

monitor the forwarding behaviour of its neighbours to 

determine if they are behaving. The misbehaving of a node 

can be measured by using reputation mechanism to 

identify whether a non-neighbour node is trustable or not. 

The existing work shows that the modified packets are not 

filtered and the nodes remain same. These modified 

packets are used as evidence to infer packet modifiers.  

 

 
 

This paper proposes a technique to drop the nodes which 

are identified as bad nodes and the network is restructured 

to construct a poly tree. The newly constructed poly tree 

consists of trustable nodes. 

 

II. POLY TREE CONSTRICTION METHOD 

(PTCM) TO IMPROVE QOS IN WSN  
 

Poly Tree Constriction Method to improve QoS in WSN, 

to identify the bad nodes which ae misbehaving in the 

network, the sensor nodes forms a polytree by removing 

the cycles within the network.  Routing path is established 

from this poly tree. The data is forwarded through this 

path to the sink. Each packet sender/forwarder adds a 

small extra bit to each packets and encrypts the packet and 

forward it towards the sink. After each round the sink 

nodes runs a node categorization algorithm to identify bad 
nodes based on the reputation. All the sensor nodes form a 

poly tree which contains no cycles and routing path is 

established towards a sink node. The sink node is aware of 

the poly tree and shares a unique key with each node. 

When a node wants to transmit a packet to the sink node it 

adds the key shared with the sink node and forwards it to 

its parent node towards sink. The intermediate node adds 

an extra bits and encrypts the packet and forwards it 

towards sink node. If the intermediate node is a bad node 

it may drop or modify the packet  
 

Advantages of PTCM: 
The data is transmitted through multiple redundant paths 

to ensure that at least one route delivers the packets 

successfully to the sink. As the Poly tree does not contain 

any cycles and consists of trustable nodes the data will be 

delivered successfully at the sink which increase the 

quality of the network. 

As the bad nodes are deleted and the network is 

reconstructed after each round, the data has to travel less 

which increase the throughput of the network. Designed 

such that the sink can obtain very useful information from 

the marks. Specifically, based on the packet marks, the 
sink can figure out the dropping ratio associated with 

every node.   
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III. RESULTS & DISCUSSIONS  
 

The objective is to propose a simple method to catch both 

packet droppers and modifiers. The following performance 

metrics are used to identify bad nodes in the network 
 

Throughput: amount of received by a sink node from 
source within a given time. 
 

End to End delay: the average time interval between the 
generation of packets at source and the successful delivery 

of the packet at the destination node 
 

Packet Delivery Ratio (PDR): PDF is defined as the ratio 

between number of packets delivered by source and 

number of received by the sink node. 
 

 
 

Fig 1. Simulation results for 35 nodes 
 

In this paper the results are obtained from NS2, the 

analysis is carried out for the network with the 35 nodes 

WSN, with a transmission range of 150m. Figure 1 shows 
the simulation setup for 35 nodes. 

 
Fig. 2. Tree Routing of nodes 

 

Figure 2 gives the network is generated with tree routing 

structure for the 35 nodes where node 0 is considered as 

the base station.  
 

 
Fig. 3. Packet Droppers and Modifier Detection 

Figure 3 shows the packet droppers and modifiers which 

are identified by calculating the PDR at each node and are 

considered as bad nodes 
 

 
 

Fig 4. Packet Delivery Ratio 
 

In figure 4 the time interval to PDR is considered as 2 

seconds and nodes are considered with an interval of 10.  

The PDR is increasing with the time interval as the bad 

nodes are eliminated. 
 

 
 

Fig 5. Throughput 
 

The time interval to calculate throughput is considered as 

for 100 seconds and nodes are considered with an interval 
of 5 which is shown in figure 5. The throughput remains 

constant when the bad nodes are eliminated. 
 

 
 

Fig 6. Average End to End Delay 
 

Figure 6 shows time interval to calculate average end to 

end delay which is calculated for every s 50 seconds and 

nodes are considered with an interval of 5.     

 

IV. CONCLUSION 
 

This paper proposes a Poly Tree Construction method by 

deleting cycles in the graph and to provide security as well 
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improve the QoS by deleting the misbehaving nodes. A 

routing path is established at the end of each round after 

deleting the bad nodes 
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