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Abstract: Encryption is used to secure data before it is sent to cloud storage. It is done by data owner in order to
protect data from misuse. However, there are issues when the encrypted data needs to accessed or searched for. The
traditional search operation is not suitable for searching encrypted cloud data. Many researchers contributed towards
providing search mechanisms on encrypted and outsourced cloud data. Xia et al. focused on secure multi-keyword
ranked search on the encrypted and outsourced data to public cloud. They supported search operations and data
dynamics as well. In this paper we proposed a methodology for performing flexible multi-keyword based optimized
search scheme for encrypted cloud storage with user revocation feature. Users who are no longer supported by the
system are revoked in order to ensure that the system remains secure. A model is built in order to have dynamic queries
possible. Towards this end TF/IDF measure is used for flexible search operations on outsourced cloud data. We built a
prototype application that shows multi-keyword ranked search with user revocation feature. The results revealed that
the proposed system is flexible, secure and supporting optimized search over encrypted cloud data.
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I. INTRODUCTION

Cloud computing has become a reality and organizations are outsourcing their data to cloud for having different
services. When data is outsourced it may be subjected to theft or any attack. Therefore the owners of the data are
supposed to encrypt data before outsourcing it. This approach can protect data from attacks. However, the search
operations become difficult as the data is encrypted and stored. Therefore it is essential to have mechanism for having
multi-keyword ranked search. The conceptual overview of the approach is shown in Figure 1.
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Figure 1: Overview of Scenario

The outsourced data is encrypted and stored in cloud servers. The data is indexed and the encrypted files are saved in
cloud. The users can make search request and gain ranked results. In this paper we proposed a multi-keyword ranked
search fine grained approach for efficient query processing. Many schemes came into existence as found in literature.
When cloud data is outsourced, it is encrypted before sending to cloud for security reasons. Many researchers
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contributed towards performing search on encrypted outsourced data into cloud as explored in [1]-[25] where different
techniques are found. The remainder of the paper is structured as follows. Section Il provides review of literature.
Section 111 presents the proposed system in detail. Section IV presents experimental results while section V concludes
the paper and provides recommendations for future work.

Il. RELATED WORKS

Encryption schemes with search capability are very important in the context of cloud computing where data is
outsourced to cloud. When data is encrypted, it is converted into un-understandable format. This format is used to store
in cloud storage. Searchable encryption schemes are explored in [1] and [2]. There are many techniques that make use
of symmetric cryptography. They are explored in [3], [5], [6], and [8]. The first searchable encryption with symmetric
keys is found in [3]. The search time is found to be linear based on the size of data collection. Goh [4] explored
definition and research on the SSE which was based on the concept known as Bloom Filter. Their scheme achieved
O(n) in terms of performance. The cardinality of data collection is denoted by n. There are two schemes found in [6].
They are known as SSE-1 and SSE-2 for providing optimal search time performance. The former is able to withstand
CKAZ1 attacks known as chosen-keyword attack. The latter is better to withstand other kinds of chosen attacks known
as CKA2.

All these researches focused on the single-keyword Boolean search. After this many researchers as explored in [7], [8],
[9], and [10] focused on similarity search with single keyword. A Boolean search with multiple keywords with ranked
search capabilities is found in [22], [23], [24], and [25]. This kind of keywords provides flexible search mechanisms to
have resultant documents. There are other search mechanisms known as conjunctive keyword search schemes explored
in [15], [12], and [13]. These schemes returned the documents that contained all keywords. In this paper we explored
flexible and optimized multi-keyword search with user revocability.

I1l. PROPOSED METHODOLOGY

Here is our methodology which provides mechanisms for encryption and decryption of docs for secure outsourcing. It
also provides details of data user, data owner and their respective activities. Data owner and data user are the two roles
involved in the system. The former is the owner of data who is responsible to encrypt and protect data from
unauthorized access while the latter takes permissions or decryption keys from the data owner in order to gain access to
legitimate data. Data owner provides decryption keys to data users. There might be multiple data users to whom
permissions are granted in order to have top-k multi-keyword ranked query results.

Decryption Keys

Encrypted Documents Top - k Search
% - - %
Data Owner Data User
Decrypted Documents | Search Results
"

User Revocation
Figure 2: Proposed methodology for optimized search on encrypted cloud data

As shown in Figure 2, it is evident that the cloud server is used by users of two roles. They are data owner and data

user. Data owner performs encryption on the files to be outsourced to cloud. Once files are encrypted, they are sent to
cloud. The data owner can access the files and perform operations on them as well. The data owner needs to give access
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rights to data users. Then data users can gain access to required data using search operations. Generally top-k ranked
search is performed by data users. Internally the proposed system makes use of TF/RDF for every file in order to have
search operations faster. When any user is no longer associated with data owner for any reason, that user is revoked by
taking away permissions given.

IV.IMPLEMENTATION
We built a prototype application using Microsoft .NET platform. The proposed system supports multi-keyword ranked

search on encrypted cloud data. The application has functionalities that are associated with two roles namely cloud
service provider and user. The activities of both the users are shown in Figure 3.
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Figure 3: Shows Activities of Two Roles

As shown in Figure 3, the user can have registration, authentication, uploading data and making multi-keyword ranked
search. The cloud service provider can have access to system functionalities such as key generation; viewing user
details viewing file details, and performing encryption and decryption.

V. EXPERIMENTAL RESULTS
We built the prototype application using Microsoft .NET platform. The technologies used are ASP.NET for designing
and implementing web based application, C# for coding functionality, ADO.NET for interacting with relational

databases and SQL Server for storing data permanently and help in data manipulations. The functionalities of the
system are divided into two roles for which users exist. The two roles include administrator and user.
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Number of keywords in the dictionary (<103) | BDMRS | EDMRS
1 0.3 0.2
2 0.4 0.3
3 0.5 0.4
4 0.6 0.5
5 0.8 0.7
6 1 0.9
7 1.3 1.1

Table 1: Performance comparison of schemes

As shown in Table 1, it is evident that the two schemes are tested for finding the time taken for trapdoor generation and
presented with different number of keywords in the dictionary.

B EDMRS

m BDMRS

Time of trapdoor generation(s)

1 2 3 4 5 6 7

Number of keywords in the dictionary(x103)

Figure 4. Number of Keywords in Dictionary vs. Time Taken for Trapdoor Generation

As shown in Figure 4, it is evident that the two schemes are tested for finding the time taken for trapdoor generation
and presented with different number of keywords in the dictionary.

Number of EDMRS EDMRS EDMRS BD | ED
Documents in the with 16 with 8 with 4 Sun-1 | MR | MR
Collection threads threads threads stlevel | § S
1 9 9 10 25 25 26
2 14 15 18 30 30 31
3 16 20 24 33 35 36
4 18 20 23 29 35 36
5 20 25 30 29 50 51
6 22 25 50 27 60 61
7 25 30 40 25 65 66
8 25 30 40 23 70 71
Table 2: Performance comparison based on number of threads
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As shown in Table 2, the two schemes are tested with different number of threads and number of keywords in the
dictionary.

__ 300
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?:E' ® EDMRS
S 200
§ 150 ® BDMRS
S 100 B Sun-1st level
(]
E 50 B EDMRS with 4 threads
0  EDMRS with 8 threads
1 2 3 4 5 6 7 8 .
B EDMRS with 16 threads
# of documents in the collection(x102)

Figure 5: Performance comparison with number of documents in the collection

As shown in Figure 5, the two schemes are tested with different number of threads and number of keywords in the
dictionary.
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Table 3: Number of Keywords in the Dictionary vs. Performance of Schemes

As shown in Table 3, it is evident that the two schemes showed different performance when number of keywords in the
dictionary is increased gradually for time taken to delete documents.
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Figure 6: Number of documents vs. time of deletion
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As shown in Table 6, it is evident that the two schemes showed different performance when number of keywords in the
dictionary is increased gradually.

Number of documents in the collection | BDMRS | EDMRS
1 4.5 5

2 5 5.2

3 5.5 6.1

4 5.5 6.1

5 5.5 6.2

6 5.9 6.8

7 5.9 6.8

8 6 6.8

Table 4: Number of Keywords in the Dictionary vs. the Performance of Both Schemes

As shown in Table 4, it is evident that the time of deletion of a document varies for the two schemes when the number
of keywords in the dictionary is changed.

m EDMRS
B BDMRS

Time of deletion for a
document(s)

1 2 3 4 5 6 7 8

# of documents in the collection(x102)

Figure 7: Number of documents vs. time for deletion

As shown in Table 7, it is evident that the time of deletion of a document varies for the two schemes when the number
of documents in the collection is changed.

VI. CONCLUSONS AND FUTURE WORK

Cloud storage is widely used in the real world. When data is outsourced, there is security concern among data owners.
In this paper we studied the problem of security of outsourced data. We proposed a methodology that is used to have
secure outsourced data besides providing access to data to data users. There are two roles involved in the proposed
system. They are known as data owner and data users. Data owner performs operations like securing data and
outsourcing it. He can also access data and manipulate it as and when needed. In the same fashion data user can
perform search operations on the data with flexibility using multi-keyword. Optimized search results come to the data
users. The search process is carried out on the encrypted outsourced data. Two schemes are implemented to have search
operations on the encrypted cloud data. We proposed a methodology to achieve this. We implemented a prototype
application in order to show the effectiveness of the proposed methodology. The results revealed that the proposed
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system is useful and can be used to perform top-k search with optimized ranked results. This research can be extended
further with an alternative solution and compare with existing solutions.
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