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Abstract: Information security is one of the most exigent problems in today’s technological world. In order to secure
the transmission of secret data over the public network (INTERNET) various schemes have been presented to the last
decennium. Stenography combined with cryptography, can be one of the best choices for solving this problem. This
paper advance a new steganographic method based on the gray-level modification for true color images using image

reciprocity, secret key and cryptography.
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1. INTRODUCTION

Today’s stenography systems are used to multimedia
objects like image,audio,video,etc.,as Cover media
because people often transmit digital images over email or
share them through other internet communication
application. It is different from protecting the actual
content of a message.

In simple words it would be like that, hiding information
into other information’s. Stenography hiding information
and cryptography protecting information are totally
different from one to another. Due to invisibility or hidden
factor is it difficult to recover information without known
procedure in stenography. Depending on the type of the
cover object there are many suitable steganography
techniques which are followed in order to obtain security.

STEGNOGRAPHY

Taking the cover object as image in stenography’s known
as image steganography. Generally, in this technique pixel
intensities are used to hide information.

NETWORK STEGANOGRAPHY

When taking cover object as network protocol, such as
TCP, UDP, ICMP, IP ETC., Where protocol is used as
carrier, is known as network protocol steganography can
be achieved in unused header bits of TCP/IP fields.

VIDEO STEGANOGRAPHY

Video steganography is a technique to hide any kind of
files or information into digital video format. Video is
used as carrier for hidden information. Generally Discrete
Cosine Transform (DCT) alters values.

1. LITERATURE REVIEW

The existing method is a new robust approach to map
secret data to one of the three channels of the RGB image.
The proposed method uses the idea of transposition,
bitxoring, bits shuffling, secret key, and cryptography two
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designs and advance steganogrphic system [13]. Multiple
security level:

1) All the three channels of the input carrier image
are transposed before they can be used to map secret data
in order to receive the attacker. The secret key and secret
data is encrypted using multiple encryption algorithms that
are applied on it one after another. Secret data is mapped
to blue channel of the carrier image using gray-level
modification method (GLM).

2) The proposed method uses to different modules
named as encryption modules

3) mapping diagrammatic representation of the
proposed frame work.

Secret key and secret data module:

1) Select the secret data and a suitable secret key for
encryption.
2) Convert the secret key into one-dimensional (1-

D) array of bits.

3) Apply the bitxor operation on these bits with
logical 1.
4) Shuffle these encrypted bits such that the bits

with even and odd indices are interchanged.

5) If secret key bit=1
Then perform bitxor operation of secret message bit with
logical 1.

Else

Do not perform bitxor operation.

End if

6) Repeat step 4 until all secret data bits are encrypt
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I11. ENCRYPTION MODULE

This module is responsible to encrypt both the secret key
and secret data .the final output of this, module is
encrypted form hide information into the image.

Embended algorithm
Input: Cover colour image, secret key, and secret data
Output: Stego image
1) Select the color cover image and divide it into red,
green, and blue channels
2) Apply image transpose on all the three channels of the
input image
3) Encrypt the secret key and secret data according to the
encryption module
4) If the first bit of secret data=1

Then convert all pixel values of blue channel to odd by
adding 1

Else

Convert all pixel values of blue channel to even by adding
1
Map the secret data of step 4 based on secret key bits
(SKB) such that
5) if SKB=0 && pixel value=even OR SKB=1 && pixel
value=odd

Then leave the pixel unchanged
Else if SKB=0 && pixel value=odd
subtract 1 from pixel value 7

Else if SKB=1 && pixel value=even
Then add 1 to pixel value

6. Repeat step 5 until all secret bits are mapped with the
gray-levels of carrier image
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7. Take the transpose of all three planes and combine them
to make the stego image

Extraction Algorithm

Input: Steno image, secret key

Output: Secret data

1) Select the color stego image and divide it into red,
green, and blue channels

2) Apply image transpose on all the three channels of the
stego image

3) Extract LSB of the blue channel

4) Repeat step 3 until all secret bits are successfully
extracted

5) Decrypt these bits by applying the reverse method of
encryption module to get the origina text

IV. RESULTS AND ANALYSIS

This section presents the experimental results based on
various image quality assessment metrics for performance
evaluation. The proposed method is compared with the
Karim et al. method [40] and are implemented using
MATLAB R2013a. The evaluation is done using multiple
experiments from different perspectives on different
standard color images of varying dimensions.

For example, one experiment is to embed a text file of
eight kilobyte (8KB) in different standard color images of
dimension (256x256) like Lena, baboon, peppers, army,
airplane, building, and house. Another experiment is to
embed in table 1.

The PSNR values for the proposed algorithm are greater
than the Karim' et al. [40] algorithm which shows high
quality of stego images. Similarly, the MSE values of the
proposed algorithm are small as compared to the Karim et
al [40] method. Furthermore, the RMSE scores of
proposed method are smaller than the Karim et al. [40]
method. This means that the proposed algorithm provides
promising results in terms of PSNR, confirming its better
performance.

The comparison graph of the proposed method and the
Karim et al. [40] method is shown in Figure 2.

The graph is drawn on the basis of fifteen different smooth
and edgy images. The PSNR values are shown on the y-
axis and image names on the x-axis. The graph clearly
shows that there is up and down in the values of PSNR of
the Karim et al. [40] method but the values of PSNR in the
proposed method are almost the same and do not vary
significantly. This verifies that the proposed method
performs well for all types of images(edgy and smooth) as
compared to the Karim et al [40] method.

Table 2 shows the comparison of both methods using
PSNR with variable amount of cipher that is embedded in
the standard colour image (baboon) of the same dimension
(256%256).
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Fig. 2 Comparative Analysis of both methods using PSNR by HVS

Table 2 clearly shows that the proposed method gives
more PSNR score as compared to the Karim et al. [40]
method. Similarly, the comparative analysis graph of both
the methods with variable amount of cipher embedded in a
standard colour image of the same dimension is shown in
Figure 3. The graph is drawn on the basis of PSNR values
of Table 2.

-
o

on
o
\

wu
o

e
o

wa
o

Karim et.al [40]
Proposed Method

_
o o

Peak Signal-to Noise Ratio (dB)

=)

2 4 6 8
Size of embedded data in KBs

Fig. 3 Comparative analysis using PSNR with variable amount of
embedded cipher

The comparative graph of the proposed algorithm as
compared to the Karim et al. [40] algorithm clearly shows
its better results in terms of PSNR which validate the
effectiveness of the proposed method. The method but the
PSNR score of the proposed algorithm is increasing as the
image size is increased. Similarly, the comparative graph
of both methods using PSNR with variable dimensions,
same image and same amount of cipher embedded is also
shown in Figure 3 which vividly describes the
effectiveness of the proposed technique.
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The similarity between two images can be measured by
using the correlation function. NCC is a statistical error
metric that has been used to measure the similarity
between two digital images in this research work. Table 3
shows NCC for both the algorithms. If the NCC value is
unity, both images become identical to each other. The
value of NCC in Table 3 close to unity shows that both
the images are similar and differences are small.

Table 3 clearly shows that the NCC values for the
proposed algorithm in all cases are greater than the Karim
et al. [40] algorithm. This shows that the proposed
algorithm provide better results in terms of NCC also and
verifies its effectiveness.

V. CONCLUSION

In this paper, a new method is proposed to map secret data
to the gray-levels of the carrier image by utilising the
concepts of transposition, bitxoring, bits shuffling, secret
key, and cryptography with high imperceptibility and
security. An average PSNR of 58dB, RMSE with 0.6673,
and NCC with 0.9917 is achieved using the proposed
method which are better than the existing method in the
literature ~ with  PSNR=40, RMSE=0.8115, and
NCC=0.981. The proposed method improved the security
as well as the quality of stego images and provided
promising results in terms of high PSNR, NCC, and less
histogram changeability as compared to existing methods.
The distinguishing properties of the proposed algorithm
include transposition, bitxoring, and bits shuffling, adding
multiple security levels to the proposed method. These
different security levels create multiple barriers in the way
of an attacker. Therefore, it is difficult for a malicious user
to extract the actual secret data.
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TABLE I. COMPARISON OF METHODS USING PSNR, MSE & RMES WITH DIFFERENT IMAGES
Karimet al., Karimet al., Karimet al.,
S.No. :\T;ﬁ: Method Result Method Result Method Result
PSNR (dB) MSE RMSE
1 Baboon 50.8811 58.0648 0.5121 0.4487 0.7156 0.6698
2 Lena 55.6551 58.0362 0.4682 0.4490 0.6842 0.6700
3 Peppers 17.3893 58.0362 1.4984 0.4490 1.2240 0.6700
4 Building 55.1595 59.3242 0.4724 0.4392 0.6873 0.6627
5 Parrot 41.9414 59.3242 0.6212 0.4392 0.7881 0.6627
6 Army 55.6788 60.3252 0.4680 0.4319 0.6841 0.6571
TABLE Il. COMPARISON OF METHODS USING PSNR WITH VARIABLE AMOUNT OF EMBEDDED CIPHER
Image Cipher size in Cipher size Karimetal., | Proposed
nan?e bytes in bits method method
PSNR (dB) PSNR (dB)
Baboon with dimension 256x256
2 2406 19248 52.0373 65.9333
4 4177 33416 51.6345 60.8388
6 6499 51992 51.1776 59.0243
8 8192 65536 50.8811 58.0648
TABLE Ill. COMPARISON OF BOTH METHODS USING NCC WITH DIFFERENT IMAGES
SNo. | Image Name Karim et al., Method | Proposed Method
NCC
1 Baboon 0.9998 0.9999
2 Lena 0.9999 0.9999
3 Peppers 0.7859 0.9093
4 Building 0.9999 0.9999
5 Parrot 0.9991 0.9995
6 Army 0.9999 0.9999
7 Office 0.9998 0.9999
8 F16jet 0.9997 0.9998
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