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Abstract: A relay network is a broad class of network topology commonly used in networks, where the source and
destination are interconnected by means of some nodes. In such a network the source and destination cannot
communicate to each other directly because the distance between the source and destination is greater than the
transmission range of both of them, hence the need for intermediate node(s) to relay. The problem of detecting
malicious relay nodes in single source, multi-relay networks has been studied in the literature for different relaying
strategies. Relay nodes in apply network coding while those in and follow the decode-and-forward protocol. The
authors consider a peer-to-peer (P2P) network in which peers receive and forward a linear combination of the
exogenous data packets.
To check the integrity of the received packets, a signature vector is generated at the source node and broadcasted to all
nodes where it is used to check the integrity of the received packets. In and several information theoretic algorithms for
mitigating falsified data injection effects are proposed. The network model used in these works is composed of a single
source, multiple intermediate nodes which apply network coding. We consider a multiple access relay network where
multiple sources send independent data to a single destination through multiple relays, which may inject falsified data
into the network. To detect the malicious relays and discard (erase) data from them, tracing bits are embedded in the
information data at each source node.
Keywords –Multiple Access Relay Network, Tradeoff Between Reliability And Security, Falsified Data Injection
Attack
I. INTRODUCTION
A. COOPERATIVE RELAYING
The cooperative relaying approach has a great potential to
provide substantial benefits in terms of reliability
(diversity gain) and rate (bandwidth or spectral efficiency)
following a wireless relay network composed of single
source, single relay, and single destination. In this
network, the transmission occurs in two phases. In the first
phase, the source sends its message to the destination.
Because of the broadcast nature of the wireless channel,
the relay hears the first phase transmission. In the second
phase, the relay assists the source by forwarding the
received signal to the destination. In order to decode the
source‟s message, the destination combines the signals
received from the source and the relay.

Figure 1.1 Single source, single relay and single
destination
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1.2 MULTIPLE ACCESS RELAY NETWORKS
Multiple access relay network. In multiple-access relay
network (MARN), multiple sources communicate with a
single destination in the presence of relay nodes. Examples
of such networks include hybrid LAN/WAN networks and
sensor and ad hoc networks where cooperation between
sources is either undesirable or notpossible, but one can
use intermediate relay nodes to aid communication
between the sources and the destination.

Figure 1.2 N Source, R Relay and one Destination
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1.3 SECURITY ISSUES IN MARN

II LITERATURE SURVEY
2.1 Distributed Cooperative Transmission with
In multiple access relay networks, relay nodes may Unreliable and Untrustworthy Relay Channels
combine the symbols received from different sources to
generate parity symbols (packets) and send them to the Cooperative transmission is an emerging wireless
destination. Then, the destination may use the network communication technique that improves wireless channel
generated parity symbols (packets) to enhance the capacity through multiuser cooperation in the physical
reliability of decoding. While this technology is promising layer. It is expected to have a profound impact on network
in improving communication quality, it also presents a performance and design. However, cooperative
new challenge at the physical layer due to the dependency transmission can be vulnerable to selfish behaviors and
of the cooperation. That is, reliance on implicit trust malicious attacks, especially in its current design. In this
relationship among participating nodes makes it more paper, we investigate two fundamental questions Does
vulnerable to falsified data injection. Although this might cooperative transmission provides new opportunities to
also occur in a traditional system without cooperative malicious parties to undermine the network performance?
communication, its effect is far more serious with Are there new ways to defend wireless networks through
cooperative communication. If a false packet is injected physical layer cooperation? Particularly, we study the
into the buffer of a node, the output of the node will security vulnerabilities of the traditional cooperative
become polluted, and this may soon propagate to the entire transmission schemes and show the performance
degradation resulting from the misbehaviors of relay
network.
nodes.
1.4 GENERAL PROJECT DETAILS
Then, we design a trust-assisted cooperative scheme that
Consider exploiting the information on the presence of can detect attacks and has self-healing capability. The
attack in enhancing the reliability of decoding by erasing proposed scheme performs much better than the traditional
(discarding) the data received from adversarial nodes and schemes when there are malicious/selfish nodes or severe
correcting the erasures. The motivation is that erasures can channel estimation errors. Finally, we investigate the
be corrected twice as many as errors. However, the advantage of cooperative transmission in terms of
information on the presence of attack may not be perfect defending against jamming attacks. A reduction in link
in practice. The false alarm results in an erasure of correct outage probability is achieved.
bit, while the miss detection may result in an error in place The majority of work on cooperative transmission focuses
of an erasure. Since the probability of false alarm and that on communication efficiency, including capacity analysis,
of miss detection depend on the amount of tracing bits and protocol design, power control, relay selection, and cross
the errors-and-erasures correction capability depends on layer optimization. In those studies, all network nodes are
the amount of parity bits, we expect there exists an optimal assumed to be trustworthy. Security threats are rarely
allocation of the redundancy between tracing bits and taken into consideration.
well known that malicious nodes can enter many
parity bits that minimizes the probability of decoding error 
wireless
networks due to imperfectness of access control
at the destination. Here, the tracing bits are to identify the
or
through
node compromising attack. In cooperative
malicious relay nodes and erase the data received from
transmission,
the malicious nodes have chances to serve as
them, while the parity bits are to the correct errors caused
relays
(i.e.,
the
nodes help the source node by forwarding
by channel and noise.
For a given redundancy, more parity bits (more reliability) messages). Instead of forwarding correct information,
implies less tracing bits (less security), and vice versa. malicious relays can send arbitrary information to the
That is, there exists a tradeoff between reliability and destination.
Cooperative transmission can also suffer from selfish
security. Once the malicious relay nodes are identified, 
behavior.
When the wireless nodes do not belong to the
some security measures such as en-route filtering and/or
same
authority,
some nodes can refuse to cooperate with
containment may be applied to limit the spread of false
others,
that
is,
not
working as relay nodes, for the purpose
data. We investigate the optimal allocation of a given
of
saving
their
own
resources.
amount of redundancy (tradeoff) between tracing bits and
In cooperative transmission, channel information is
parity bits and the resulting performance gain in terms of 
the probability of decoding error and the throughput. To often required to perform signal combination and relay
overcome the drawbacks, we enhance the proposed system selection at the destination. The malicious relays can
to achieve more scalability. If any sources update any file provide false channel state information, hoping that the
location, it needs to update the location information which destination. The security vulnerabilities of traditional
maintain in the relay system thus overcome the false cooperative transmission significantly damage the
routing. If any source goes offline i.e. disconnect from the performance. Presence of implementation overhead.
relay systems thus is must indicate offline mode in the
2.2 Joint Network-Channel Coding in the Multiplerelay node if so it must not consider for routing. By
Access Relay Channel: Beyond Two Sources
implementing these steps as our enhancement with the
proposed system, we overcome the drawbacks and get the The combination of log-likelihood ratio (LLR)
high scalability as well as certain information about the quantization and network coding was previously shown to
source mode status and files location.
be a promising compress and forward strategy for the
Copyright to IJARCCE
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multiple access relay channel with two sources. In this
paper, we generalize this approach to the case of more
than two sources. Our proposed relay scheme consists of a
scalar LLR quantizer for each source followed by a
network coding (NC) step that suitably combines the
quantizer outputs. We use the information bottleneck
method to design the quantizers and the NC function. At
the destination, an iterative message-passing decoder is
used to jointly decode all source messages.
The proposed relay scheme consists of a scalar LLR
quantizer for each source followed by a network coding
(NC) step that suitably combines the quantizer outputs.
We use the information bottleneck method to design the
quantizers and the NC function. At the destination, an
iterative message-passing decoder is used to jointly decode
all source messages. Numerical simulations demonstrate
the effectiveness of the proposed transmission strategy and
its suitability for asymmetric source-relay channel
conditions. Proposed a scalable CF-based transmission
scheme for the MARC with more than two sources. This
scheme performs optimal LLR quantization and NC based
on the IBM at the relay. We have shown that the system
performance can be improved substantially by adding
more sources. The proposed scheme also achieves
excellent performance for asymmetric source-relay
channel conditions. We have furthermore analyzed the
convergence behavior of the iterative joint networkchannel decoder for which we proposed to use a serial
message-passing schedule. Finally, simulation results
confirm that the proposed scheme simultaneously achieves
a diversity order of two for all sources in quasi-static
fading channels. The proposed schedule clearly
outperforms in the iterative joint network-channel decoder.
2.3 Cooperative Diversity in the Presence of a
Misbehaving Relay: Performance Analysis
Cooperative wireless communications offers a new
dimension of diversity by emulating transmit antenna
diversity to provide reliable communications. In
cooperative diversity, single-antenna radios behave as
relays between a source and destination, and the
performance improvements are due to cooperation of the
source and the relay. However, a misbehaving relay can
degrade the envisaged performance improvements
severely. In practice, there are no mechanisms to ensure
adherence of the relay to cooperation strategy. Due to this
dependency on relay‟s behavior cooperative diversity
presents a new security challenge at the physical layer. In
this paper, we investigate performance of cooperative
diversity in the presence of a semi-malicious relay which
does not conform to rules of cooperation at all time.
Due to lack of a mechanism to enforce cooperation,
cooperative diversity presents a new security challenge at
the physical layer. Thus, cooperative communication
systems introduce a new form of vulnerability at the
physical layer. As this vulnerability is inherent to the
system, it presents formidable challenges to the
performance improvement envisaged by cooperative
wireless communication systems. However, a misbehaving
Copyright to IJARCCE

relay can degrade the envisaged performance
improvements severely. In practice, there are no
mechanisms to ensure adherence of the relay to
cooperation strategy. Due to this dependency on relay‟s
behavior cooperative diversity presents a new security
challenge at the physical layer. In this paper, we
investigate performance of cooperative diversity in the
presence of a semi-malicious relay which does not
conform to rules of cooperation at all time. The relay
behavior is characterized by a probabilistic cooperation
model which exploits the uncertainty in the wireless
channel. Based on this model, we obtain the performance
degradation in cooperative diversity both by analysis and
simulation. In this paper we identify the inherent
vulnerability of cooperative diversity in the presence of
misbehaving relays. This vulnerability arises due to a lack
of mechanism to ensure relay‟s adherence to the rules of
cooperation. To determine the performance penalty in the
absence of such mechanism, we consider a semi-malicious
relay which behaves in a probabilistic manner. However,
in a practical setting, relays might exhibit malicious or
selfish behavior. A supporting mechanism is also required
to enforce cooperation.
2.4 Signatures for Content Distribution with Network
Coding
Recent research has shown that network coding can be
used in content distribution systems to improve the speed
of downloads and the robustness of the systems. However,
such systems are very vulnerable to attacks by malicious
nodes, and we need to have a signature scheme that allows
nodes to check the validity of a packet without decoding.
In this paper, we propose such a signature scheme for
network coding. Our scheme makes use of the linearity
property of the packets in a coded system, and allows
nodes to check the integrity of the packets received easily.
We show that the proposed scheme is secure, and its
overhead is negligible for large files. The server breaks the
file to be distributed into small blocks, and whenever a
peer requests a file, the server sends a random linear
combination of all the blocks. As in BitTorrent, a peer acts
as a server to the blocks it has obtained. However, in a
linear coding scheme, any output from a peer node is also
a random linear combination of all the blocks it has
already received. A peer node can reconstruct the whole
file when it has received enough degrees of freedom to
decode all the blocks. This scheme is completely
distributed, and eliminates the need for a scheduler, as any
block transmitted contains partial information of all the
blocks that the sender possesses. It has been shown both
mathematically and through live trials that the random
linear coding scheme significantly reduces the
downloading time and improves the robustness of the
system.
Security problem is a main obstacle in the implementation
of content distribution networks using random linear
network coding. To tackle this problem, instead of trying
to fit an existing signature scheme to network coding
based systems, in this paper, we proposed a new signature
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scheme that is made specifically for such systems. We
introduced a signature vector for each file distributed, and
the signature can be used to easily check the integrity of
all the packets received for this file. The computation
complexity of this solution is quite high and the overhead
for the scheme is not negligible for large files.
2.5 A Stochastic Model for Misbehaving Relays in
Cooperative Diversity
Existing cooperative diversity protocols are designed with
the inherent assumption that users exhibit cooperative
behavior all the time. However, in a practical cooperative
wireless system users may misbehave in malicious or
selfish manner. Thus existing cooperative diversity
protocols are inherently vulnerable to misbehaving users
as they lack a mechanism to detect the presence of such
users. In this paper we examine the physical layer
consequences of a malicious user which exhibits
cooperative behavior in a stochastic manner. We assume
that the malicious user exploits the inherent uncertainty of
the wireless channel to hide its malicious behavior. We
consider a malicious user which exhibits cooperative and
malicious behaviors according to first order Markov chain.
Based on the stochastic relay model, we characterize the
performance penalty incurred due to the absence of a
mechanism to detect malicious relays in cooperative DF.
We show both analytically and by simulation the severe
degradation in bit error rate (BER) and diversity
performance.
Characterize the inherent vulnerability of cooperative
diversity in the presence of a misbehaving relay. This
vulnerability arises as a result of the assumption that relays
conform to the cooperation strategy at all times. However,
in practice there are no mechanisms to ensure that a relay
adheres to the rules of cooperation. To characterize the
performance penalty due to the lack of such mechanism,
we consider a relay which mimics the underlying Markov
property of slow fading channels. Analytically that a
malicious relay significantly degrades the cooperative
diversity gain and lack in parameters to trust the relays.

MAP approach in detecting the misbehaving relay that
injects false data or adds channel errors into the network
encoder in multi-access relay networks. The proposed
scheme does not require sending extra bits at the source,
such as hash function or message authentication check
bits, hence there is no transmission overhead. In addition,
it makes an instantaneous decision about whether a relay
node is behaving properly without a long term
observation. The side information regarding the presence
of forwarding misbehavior is exploited at the probability
of bit error, taking into account the lossy nature of wireless
links. We found that the proposed decoder and the MAP
decoder with the aid of the MAP detection are effective in
mitigating the forwarding misbehaviors in multiple access
networks with network coding.
CONCLUSION
In this proposed work
characterize the inherent
vulnerability of cooperative diversity in the presence of a
misbehaving relay. This vulnerability arises as a result of
the assumption that relays conform to the cooperation
strategy at all times. However, in practice there are no
mechanisms to ensure that a relay adheres to the rules of
cooperation. To characterize the performance penalty due
to the lack of such mechanism to ensure relay‟s adherence
to the rules of cooperation. Found that there exists an
optimal allocation of redundancy between tracing bits and
parity bits that minimizes the probability of decoding error
or maximizing the throughput. When the total amount of
redundancy (sum of tracing bits and parity bits) is fixed,
more redundancy should be allocated to the tracing bits for
higher probability of being malicious and less on the
tracing bits for lower SNR.
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