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Abstract: People use social networks to get in touch with other people, and create and share content that includes
personal information, images, and videos. The service providers have access to the content provided by their users and
have the right to process collected data and distribute them to third parties. A very common service provided in social
networks is to generate recommendations for finding new friends, groups, and events using collaborative filtering
techniques. The data required or the collaborative filtering algorithm is collected from various resources including
users‘ profiles and behaviors. Online shopping services increase the likelihood of a purchase by providing personalized
suggestions to their customers. To find services and products suitable to a particular customer, the service provider
processes collected user data like user preferences and click logs. In all of the above services and in many others,
recommender systems based on collaborative filtering techniques that collect and process personal user data constitute
an essential part of the service. On one hand, people benefit from online services. On the other hand, direct access to
private data by the service provider has potential privacy risks for the users since the data can be processed for other
purposes, transferred to third parties without user consent, or even stolen. Recent studies show that the privacy
considerations in online services seem to be one of the most important factors that threaten the healthy growth of ebusiness. Therefore, it is important to protect the privacy of the users of online services for the benefit of both
individuals and business. Recommender systems have become an important tool for personalization of online services.
Generating recommendations in online services depends on privacy-sensitive data collected from the users. Traditional
data protection mechanisms focus on access control and secure transmission, which provide security only against
malicious third parties, but not the service provider. This creates a serious privacy risk for the users. This paper aims to
protect the private data against the service provider while preserving the functionality of the system. We used GAE
Datastore for the processing of private data to generate private recommendations by introducing semi-trusted third
party and using data packing.
Keywords: GAE Datastore, Privacy, Recommender Systems, Data Packing, Collaborative Filtering, Private
Recommendations
I.
INTRODUCTION
In the last decade, we have experienced phenomenal
progress in information and communication technologies.
Cheaper, more powerful, less power consuming devices
and high bandwidth communication lines enabled us to
create a new virtual world in which people mimic
activities from their daily lives without the limitations
imposed by the physical world. As a result, online
applications have become very popular for millions of
people. Personalization is a common approach to further
improve online services and attract more users. Instead of
making general suggestions for the users of the system, the
system can suggest personalized services targeting only a
particular user based on his preferences. [19] Since the
personalization of the services offers high proﬁts to the
service providers and poses interesting research
challenges, research for generating recommendations, also
known as collaborative ﬁltering, attracts attention both
from academia and industry. The techniques to generate
recommendations for users strongly rely on information
gathered from the user. This information can be provided
by the user himself as in proﬁles or the service provider
can observe users‘ actions, such as click logs. On one
hand, more user information helps the system to improve
the accuracy of the recommendations. On the other hand,
the information on the users creates a severe privacy risk
Copyright to IJARCCE

since there is no solid guarantee for the service provider
not to misuse the users‘ data. It is often seen that whenever
a user enters the system, the service provider claims the
ownership of the information provided by the user and
authorizes itself to distribute the data to third parties for its
own beneﬁts. The need for privacy protection for online
services, particularly those using collaborative filtering
techniques, triggered research efforts in the past years.
Among many different approaches, two main directions,
which are based on data perturbation and cryptography,
have been investigated primarily in literature. Previous
studies suggest hiding the personal data statistically, which
has been proven to be an insecure approach. These studies
present a recommender system that is built on distributed
aggregation of user profiles, which suffers from the tradeoff between privacy and accuracy. Related work mainly
proposed a method using differential privacy, which has a
similar trade-off between accuracy and privacy. They
present an agent system where trusted software and secure
environment are required. It means privacy-preserving
collaborative forecasting and benchmarking to increase the
reliability of local forecasts and data correlations using
cryptographic techniques. This study also presented
cryptographic protocols to generate recommendations,
which suffer from a heavy computational and
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communication overhead. Few more studies also propose
protocols based on cryptographic techniques, which are
computationally more efficient than their counterparts.
However, in their proposals the users are actively involved
in the computations, which makes the overall construction
more vulnerable to time-outs and latencies in the users‘
connections. Moreover, the computations that a single user
Table. 2. Is Cloud Secure?
has to perform involve encryptions and decryptions in the
order of thousands, which makes the system expensive to D. Google Cloud Platform
run for the users.
1) Google App Engine:
Google App Engine is an online platform to host your web
II.
LITERATURE SURVEY
applications. It is what is popularly called a cloud
A. Cloud Computing
Computing Platform. Google App Engine lets us run web
Cloud computing is defined as:
applications on Google's infrastructure. App Engine
―Clouds are a large pool of easily usable and accessible
applications are easy to build, easy to maintain, and easy
virtualized resources (such as hardware, development
to scale as our traffic and data storage needs grow. With
platforms and/or services). These resources can be
App Engine, there are no servers to maintain: We just
dynamically reconfigured to adjust to a variable load
upload our application, and it's ready to serve our users.
(scale), allowing also for an optimum resource utilization.
We can serve our app from our own domain name (such
This pool of resources is typically exploited by a pay-peras http://www.example.com/) using Google Apps. Or, we
use model in which guarantees are offered by the
can serve our app using a free name on
Infrastructure Provider by means of customized SLA‖
the appspot.com domain. We can share our application
- Vaquero, L., L. Rodero-Merino, et al. (2008)
with the world, or limit access to members of our
B. IBM Research on Homomorphic Encryption
organization.
Homomophic Encryption is defined as:
―Homomorphic encryption is a very desirable goal. Google App Engine supports apps written in several
Suppose you want to add two numbers that are stored in an programming languages. With App Engine's Java runtime
encrypted file. Traditionally the only way to do it was to environment, we can build our app using standard Java
decrypt the file, add the two numbers and then re-encrypt technologies, including the JVM, Java servlets, and the
the file. Of course, to do the addition you had to have Java programming language - or any other language using
access to the entire contents. [1], [2] This also meant that a JVM-based interpreter or compiler, such as JavaScript or
other people could access it while it was stored as plain Ruby. App Engine also features a Python runtime
text. There are lots of situations where it would be good if environment, which includes a fast Python interpreter and
the data could be stored in encrypted form, say in the the Python standard library. App Engine also features
cloud, and still operated on without having to decrypt a PHP runtime, with native support for Google Cloud SQL
and Google Cloud Storage that works just like using a
it. This is the goal of fully homomorphic encryption‖.
local mySQL instance and doing local file writes. Finally,
- Craig Gentry. (2009)
App Engine provides a Go runtime environment that runs
C. Microsoft Research on Homomorphic Encryption
Since cloud is evolving, it necessitates new form of natively compiled Go code. These runtime environments
interactions and input/output technologies. Microsoft is are built to ensure that our application runs quickly,
working on two different projects ―Inside the Cloud‖ and securely, and without interference from other apps on the
―Cloud Faster‖. In the first project, Microsoft is system.
With App Engine, we only pay for what we use. There are
researching on Cloud Mouse, which is an interactive
device for cloud computing, can be used as a secure key no set-up costs and no recurring fees. The resources our
and users would be able interact with data in the cloud as application uses, such as storage and bandwidth, are
if they were in the cloud. The latter project is collaboration measured by the gigabyte, and billed at competitive rates.
between Bing and Windows Core Operating System We control the maximum amounts of resources our app
Network team where the team is working on building new can consume, so it always stays within our budget.
suite of protocols and architecture which reduces the 2) Data store:
latency inside data centres and thus increases the speed of Storing data in a scalable web application can be tricky. A
user could be interacting with any of dozens of web
applications in the cloud (Microsoft, 2010).
servers at a given time, and the user's next request could
go to a different web server than the previous request. All
web servers need to be interacting with data that is also
spread out across dozens of machines, possibly in different
locations around the world. With Google App Engine, we
don't have to worry about any of that. App Engine's
infrastructure takes care of all of the distribution,
replication, and load balancing of data behind a simple
API—and we get a powerful query engine and
transactions as well.
Table. 1. Concerns Surrounding Cloud Adoption
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App Engine's data repository, the High Replication
Datastore (HRD), uses the Paxos algorithm to replicate
data across multiple datacenters. Data is written to the
Datastore in objects known as entities. Each entity has
a key that uniquely identifies it. An entity can optionally
designate another entity as its parent; the first entity is
a child of the parent entity. The entities in the Datastore
thus form a hierarchically structured space similar to the
directory structure of a file system. An entity's parent,
parent's parent, and so on recursively, are its ancestors; its
children, children's children, and so on, are
its descendants.
An entity without a parent is a root entity. The Datastore is
extremely resilient in the face of catastrophic failure, but
its consistency guarantees may differ from what we are
familiar with. Entities descended from a common ancestor
are said to belong to the same entity group; the common
ancestor's key is the group's parent key, which serves to
identify the entire group. Queries over a single entity
group, called ancestor queries, refer to the parent key
instead of a specific entity's key. Entity groups are a unit
of both consistency and transactionality: whereas queries
over multiple entity groups may return stale, eventually
consistent results, those limited to a single entity group
always return up-to-date, strongly consistent results.
3) BigTable:
BigTable is
a compressed,
high
performance,
and proprietary data storage system built on Google File
System, Chubby Lock Service, SSTable (log-structured
storage
like LevelDB)
and
a
few
other Google technologies. It is not distributed outside
Google, although Google offers access to it as part of
its Google App Engine. Bigtable is a distributed storage
system for managing structured data that is designed to
scale to a very large size: petabytes of data across
thousands of commodity servers. Many projects at Google
store data in Bigtable, including web indexing, Google
Earth, and Google Finance. These applications place very
different demands on Bigtable, both in terms of data size
(from URLs to web pages to satellite imagery) and latency
requirements (from backend bulk processing to real-time
data serving). Despite these varied demands, Bigtable has
successfully provided a flexible, high-performance
solution for all of these Google products.
E. Recommender System
Recommender System as defined as:
―There is an extensive class of Web applications that
involve predicting userresponses to options. Such a facility
is called a recommendation system.‖[6]
1) Collaborative filtering:
Collaborative Filtering (CF) is commonly used in the ECommerce realm for producing recommendation for
various products. CF is based on the assumption that
people with similar tastes prefer the same items. In order
to generate a recommendation, CF initially creates a
neighborhood of users with the highest similarity to the
user whose preferences are to be predicted. Then, it
generates a prediction by calculating a normalized and
weighted average of the ratings of the users in the
neighborhood. [7], [17] In CF, user profile is a featureCopyright to IJARCCE

vector containing information about user preferences with
respect to a set of item the user rated. For quite some time
CF has been applied in E-Commerce and direct
recommendations of various kinds. Personalized
information delivery in general and purchase
recommendations (that applies collaborative filtering) in
particular can increase the likelihood of a customer
making a purchase, compared to non-personalized
approaches. However, personalization brings with it the
issue of privacy. Privacy is an important challenge facing
the growth of Internet and the acceptance of various
transaction models supported by Internet.
2) Privacy Enhanced Recommender System:
Recommender systems are widely used in online
applications since they enable personalized service to the
users. The underlying collaborative filtering techniques
work on user‘s data which are mostly privacy sensitive
and can be misused by the service provider. [19] To
protect the privacy of the users, encrypt the privacy
sensitive data and generate recommendations by
processing them under encryption. With this approach, the
service provider learns no information on any user‘s
preferences or the recommendations made. The method is
based on homomorphic encryption schemes and secure
multiparty computation (MPC) techniques.
III.
DRAWBACKS OF EXISTING STRATEGIES
Recommender systems based on collaborative filtering
techniques that collect and process personal user data
constitute an essential part of the service. On one hand,
people benefit from online services. On the other hand,
direct access to private data by the service provider has
potential privacy risks for the users since the data can be
processed for other purposes, transferred to third parties
without user consent, or even stolen. Recent studies show
that the privacy considerations in online services seem to
be one of the most important factors that threaten the
healthy growth of e-business. Therefore, it is important to
protect the privacy of the users of online services for the
benefit of both individuals and business. The need for
privacy protection for online services, particularly those
using collaborative filtering techniques, triggered research
efforts in the past years.
Among many different approaches, two main directions,
which are based on data perturbation and cryptography,
have been investigated primarily in literature. Also
propose protocols based on cryptographic techniques,
which are computationally more efficient than their
counterparts. However, in their proposals the users are
actively involved in the computations, which makes the
overall construction more vulnerable to time-outs and
latencies in the users‘ connections. Moreover, the
computations that a single user has to perform involve
encryptions and decryptions in the order of thousands,
which makes the system expensive to run for the users.
Traditional data protection mechanisms focus on access
control and secure transmission, which provide security
only against malicious third parties, but not the service
provider. This creates a serious privacy risk for the users.
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IV.

WORKING OF THE PROPOSED
APPLICATION
The Proposed Application works on the following lines:
1. User must have valid credentials to access the
web application.
2. Whenever user makes a purchase through the
application, system records the transaction
summary and restricts the service providers from
viewing the data.
3. By using GAE Datastore, user private data is
encrypted and placed into cloud technology
which prevents service provider from viewing the
data.
The application is designed intelligently enough to
generate some private recommendations to the user based
on his/her previous transactions.
V.
ADVANTAGES OF PROPOSED SYSTEM
Traditional data protection mechanisms focus on access
control and secure transmission, which provide security
only against malicious third parties, but not the service
provider. This creates a serious privacy risk for the users.
This Application is to protect the private data against the
service provider while preserving the functionality of the
system. We propose encrypting private data and
processing them under encryption to generate
recommendations. By introducing a semi-trusted third
party and using data packing, we construct a highly
efficient system that does not require the active
participation of the user.
VI.

Fig. 2. Google App Engine Datastore Viewer

Fig. 3. Books Details in Google Datastrore

SYSTEM ARCHITECTURE
Fig. 4. Registered Users in Google Datastore

Fig. 1. System Architecture
VII.
CLOUD SECURITY IMPLEMENTATION
The application is developed using Google App Engine
SDK with JAVA language. Eclipse 3.6(java EE) IDE,
Google Datastore is used for storing data. App Engine
server is to handle client requests and the developed
application is tested using different browsers such as
FireFox, Internet Explorer, Google Chrome and Safari
under Mac OS X and Windows platforms.

Fig. 5. Transaction Summary in Google Datastore (1)

A. Admin Console
Login to 'Admin Console' to verify the entity present in the
Fig. 6. Transaction Summary in Google Datastore (2)
data store, Admin console can be opened on development The transaction summary of user is maintained separately
machine using http://localhost:8888/_ah/admin Click
in Google Datastore.
on Data Store Viewer --> Select Item from Entity Kind list
VIII. FINDINGS
and click List Entities to view the product created.
The initial analysis on Homomorphic Encryption helped to
understand various ways of exploiting it and become
Copyright to IJARCCE
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aware of the current research works on security in Cloud
Computing and Recommender System.

cannot be viewed by the Google Cloud Service
Provider.
We didn‘t consider the performance testing of this project
Recommender systems have become an important tool for as we expect the system would degrade in performance in
personalization
of
online
services.
Generating case the user has huge volume of transaction history and it
recommendations in online services depends on privacy- is out of scope of the project.
sensitive data collected from the users. Traditional data
protection mechanisms focus on access control and secure
XI.
CONCLUSION
transmission, which provide security only against Google Cloud Platform security is based on GAE
malicious third parties, but not the service provider. This Datastore, App Engine's data repository, the High
creates a serious privacy risk for the users.
Replication Datastore (HRD), uses the Paxos algorithm to
replicate data across multiple datacenters. Data is written
GAE Datastore is implemented for security in cloud
to the Datastore in objects known as entities. Each entity
computing which provides security to the users private
has a key that uniquely identifies it. Where each user has
data against the Google Cloud Service Provider, Google
unique security policy to retrieve and store data.
App Engine service simplified the implementation of GAE
Recommender systems are widely used in online
Datastore and generating private recommendations to
applications since they enable personalized service to the
users and we can protect the private data against the
users. The underlying collaborative filtering techniques
Service Provider.
work on user‘s data which are mostly privacy sensitive
and can be misused by the service provider.
IX.
DISCUSSIONS
Direct access to private data by the service provider has To protect the privacy of the users, encrypt the privacy
potential privacy risks for the users since the data can be sensitive data and generate recommendations by
processed for other purposes, transferred to third parties processing them under encryption. With this approach, the
without user consent, or even stolen. Recent studies show service provider learns no information on any user‘s
that the privacy considerations in online services seem to preferences or the recommendations made. The method is
be one of the most important factors that threaten the based on homomorphic encryption scheme.
healthy growth of e-business. Therefore, it is important to
XII.
SCOPE FOR FUTURE WORK
protect the privacy of the users of online services for the
benefit of both individuals and business. Recommender 1. Practical implementation of Homomophic Encryption
systems have become an important tool for personalization 2. Processing them under encrypted private data to
generate private recommendations
of online services. Generating recommendations in online
implementation
of
Homomorphic
services depends on privacy-sensitive data collected from 3. Practical
Encryption will provide complete security in the
the users.
Cloud Computing
Traditional data protection mechanisms focus on access 4. Generating more efficient recommendations by using
control and secure transmission, which provide security
Collaborative filtering
only against malicious third parties, but not the service 5. Hybrid Cloud Computing
provider. This creates a serious privacy risk for the users.
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