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Abstract: Anonymzing wireless sensor networks allow users to access services from the server. In the network there 

can be a solitude threat of which users can view the content of the other users. Users can even modify copy or perhaps 

delete the information. To enable trusted sensor nodes to provide the aggregate location information of monitored 

persons for our system. Each aggregate location is in a form of a monitored area A along with the number of monitored 

persons residing in A, where A contains at least k persons. The resource-aware algorithm aims to minimize interaction 

and computational cost. To utilize the aggregate location information to provide location monitoring services, we use a 

spatial histogram approach that estimates the allocation of the monitored persons based on the assemble aggregate 

location information. Then the predictable distribution is used to allow location monitoring services through answering 

range queries. We evaluate our system through simulated experiments. The results show that our system provides high 
quality location monitoring services for system users and pledge the location privacy of the monitored persons. 
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I. INTRODUCATION 
Wireless sensor networks (WSN main purpose of the 

WSN is to supervise some physical phenomena (e.g., 

temperature, barometric pressure, light) inside an area of 

exploitation. Nodes are outfitted with radio transceiver, 

processing unit, battery and sensor(s). Nodes are inhibited 

in processing power and energy, whereas the base stations 

are not rigorously energy resources[1].The base station 

perform as gateways between the WSN and other 

networks such as Internet etc. The WSN is used in various 

applications like military, health and commercial. WSNs 

are becoming one of the building blocks of constant 
computing. They provide simple and despicable procedure 

for monitoring in the precise area. But WSN technology is 

an inappropriate use can appreciably breach privacy of 

humans. WSNs are frequently deployed to collect 

sensitive information. WSN can be used to monitor the 

movements of transfer in a city. Such a network can be 

used to verify position of people or vehicles. The sensor 

nodes such networks are deployed over a geographic area 

by aerial dispersion or other means. Each sensor node can 

only sense events within a very limited distance, called the 

sensing range. In addition, sensor nodes normally have 

moderately limited broadcast and reception capabilities so 
that sensing data have to be relayed via a multihop path to 

a far-away base station (BS), which is a data collection 

centre with adequately powerful processing capabilities 

and assets. With identity sensors, the system can pinpoint 

the exact location of each monitored person[5][3]. 

Regrettably, monitoring personal locations with a 

potentially un-trusted system poses privacy intimidation to 

the monitored individuals, because an opponent could  

 
abuse the location in succession gathered by the system to 

infer personal sensitive information. For the location 

monitoring system using identity sensors, the sensor nodes 

report the exact position in turn of the monitored persons 

to the server; thus using identity sensors instantly poses a 

major privacy breach. Even though the counting sensors 

by nature provide aggregate location information, they 

would also pose privacy breaches[9]. 
 

 
Fig1:Privacy Preserving protections in WSNs 

 
II. MOTIVATION 

The advance in wireless sensor techniques has resulted in 

many new applications for military and/or civilian 

purposes. Many cases of these applications rely on the in 

sequence of personal locations, for example, inspection 

and location systems. These location-dependent systems 

are comprehend by using either identity sensors or 
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counting sensors. Photoelectric sensors  and thermal 

sensors are arrange place to report the number of persons 

located in their sensing areas to a server. Regrettably, 
monitoring personal locations with a potentially entrusted 

system poses solitude threats to the monitored individuals, 

because an rival could violence the location information 

gathered by the system to conjecture personal sensitive 

information[8]. For the location monitoring system using 

identity sensors, the sensor nodes details the exact location 

information of the monitored persons to the server; thus 

using identity sensors instantly poses a major privacy 

contravention [3][5]. 

 

III.  RELATED WORK 
A.  K-ANONYMITY PRINCIPLE 

While anonymity is define as “being unknown “or “of 

unknown authorship”, information privacy researchers 

construe it in a stronger sense. “anonymity is the state of 

being not identifiable within a set of subjects, the 

anonymity set”. we consider a subject as k-anonymous 

with respect to position information, if and only if the 

position information presented is indistinguishable from 

the position information of at least k 1 other subjects. 

Privacy preservation we have generally found that as long 

as location information is aggregated over a group of 

individuals, publish does not violate privacy[2][13]. k-
anonymity provides a suitable way of simplify. This 

concept is user is k anonymous if and only if it is 

unfeasible to tell apart simplify at least k users in its be 

familiar with information . The key step in making 

position information in anonymous is to simplification. 

The K-anonymity principle is :a query is considered 

personal, if the possibility of identifying the querying user 

does not exceed 1/K, where K is a user-specified 

anonymity obligation. K anonymity condition is “each 

leave go of data must be such that every combination of 

values of quasi-identifiers can be imprecisely matched to 
at least k-1 individuals[4][6]” Anonymity level is set by 

supervisor of a system to provide security for mobile users 

in a conviction zone. The moving objects are shown by 

green color. What basically happens in a system is a user 

is asking some query concerning any user in a zone to a 

server. Server passes this query to a sensor nodes present 

in trusted zone. Then sensor node from one area will swap 

message with the other and report an aggregate location to 

the server and then server will send the answer to the 

user[8][10]. 

 
B. LOCATION ANONYMIZATION ALGORITHM 

It recommend resource-aware anonymization algorithms 

in wireless sensor networks .In this algorithm concept of k 

anonymity solitude requirement is used. The resource-

aware Algorithm aims to minimize interaction and 

computational cost,  the accuracy of the aggregate 

locations by minimizing their monitored areas [10][11]. 
 

1) THE RESOURCE-AWARE ALGORITHM: 

It designate that the sensor nodes can communicate 

directly with each other. This algorithm consists of three 

steps; transmit step, shrouded area step, cloaked area step. 
Algorithm outlines the resource-aware location 

anonymization algorithm [4][10]. 

a) THE TRANSMIT STEP: 

It is to guarantee that each sensor node knows an sufficient 

number of objects to calculate a shrouded area. To reduce 
communication cost, this step relies on a heuristic that a 

sensor node only forwards its received messages to its 

neighbors when some of them have not yet found an 

enough number of objects. In this step, after each node m 

initializes an vacant list Peer List, m sends a with its 

identity m.ID, sensing area m.Area, and the number of 

objects located in its sensing area m.count, to its 

neighbors. When m receives a message from a peer p, m 

stores the message in its PeerList. Whenever m finds an 

plenty number of objects, m sends a notification message 

to its neighbors. If m has not received the notification 
message, some neighbor has not found an plenty number 

of objects, therefore m forwards the received message to 

its neighbors[12][13]. 
 

b)THE SHROUDED AREA STEP: 

It is that each node blurs its sensing area into a shrouded 

area that includes at least k-objects to satisfy the k-
anonymity Solitude requirement. To minimize 

computational cost, this step uses a ravenous approach to 

find a shrouded area based on the information stored in 

Peer List. For each node initializes in its Peer List. It 

includes at least k objects and has an area as small as 

possible. Finally, m determines the shrouded area that is a 

minimum bounding rectangle (MBR) that covers the 

sensing area of the nodes, and the total number of objects. 

An MBR is a rectangle with the least area that completely 

contains all desired regions. 
 

c)THE VALIDATION STEP: 

It is to keep away from  reporting aggregate locations with 

a  relationship to server. Each node preserve a list to hoard 

the aggregate. 
 

IV.  SYSTEM MODEL 

System Architecture consists of user, server and trusted 

zone. There are sensor nodes and mobile users in a trusted 

zone .Anonymity level is set by administrator of a system 

to provide safety for mobile users in a trusted zone. The 

moving objects are shown by green color. What basically 

happens in a system is a user is asking some query 

regarding any user in a zone to a server. Server passes this 

query to a sensor nodes present in confidence zone. Then 

sensor node from one area will exchange message with the 
other and report an aggregate location to the server and 

then server will send the answer to the user[1][7].  

 
Fig 2: Architecture of system 
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A. SENSOR NODE:  

There are a variety of sensor nodes present in a trusted 

zone. The job of Sensor nodes is to compute moving 
objects in its own area. Sensor nodes are unknown in 

nature. Sensor nodes communicate with the other sensor 

nodes to form a peer list by broadcasting a message. After 

a peer list sensor nodes forms a cloaked area in which 

there should be k no of objects present. The shroud area is 

the imprecise area which can’t b seen by other sensor 

nodes. That cloaked area is the final aggregate location 

which is provided to a user through a server.  
 

B. SERVER : 

 Server can be called as central node as every sensor node 

is associated to it. Server keeps information about all 

sensor nodes. Server can be called as communication 

medium between user and trusted zone i.e. sensor nodes. 

User first sends a query to a server and then server go 

beyond it to sensor nodes.  
 

C. TRUSTED ZONE: 

Trusted zone consist of several nodes as talk about earlier. 

This zone is called as trusted because the anonymous 

sensor nodes are present in it. Anonymous nature of sensor 

nodes helps hiding from other senor nodes. 

 

V.  CONCLUSION 

In our system, sensor nodes execute our location 

anonymization algorithms to give k-anonymous aggregate 

locations, in which each aggregate position is a cloaked 

area A with the number of observe objects, N, located in 
A, where N ≥ k, for the system. The resource-aware 

algorithm aims to minimize interaction and computational 

cost. To provide location monitoring services based on the 

aggregate location information. The results show that our 

system provides high quality location monitoring services. 
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