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Abstract: Today, as the numbers of vehicles are increasing, it results in more traffic congestion and crashes and thus 

being one of the major issues in developing countries which are to be effectively addressed by improving the current 

transportation systems, by considering the needs which are necessary of reducing the road traffic congestion and 

improving road safety. Transport security System is an advanced application which provides web enabled services for 

transport and traffic system, which results in a safer, coordinated traffic network system. This system can be used very 

efficiently in network and traffic analysis, which is a spontaneous creation of wireless network of vehicles for 

exchanging information about on road traffic, for improved traffic and transport management and to enable various 

users to be sufficiently informed about the road and make safer and smarter decisions on road by using transport 

networks. As the technology has to be used widely, there is a high need for a low cost traffic analysis technology with 

high security and QoS. To go for any further developments, a thorough analysis on the available technologies are 

essential to get a closer view on the current scenario. Proposed system is using android application to send data to 

server. Server will analyze incoming data for any attacks. Attacks like Brute Force, GPS Spoofing, DDOS attack and 

message tempering will be detected using this proposed system. 
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I. INTRODUCTION 

 

There are several methods are available for secure transportation, Even though these methods make road transportation 

system better, they are not sufficient to improve the road traffic system to a greater extend or it is unsatisfactory for the 

current technological world. Today there are many types of hacking takes place to disturb road traffic, due to these 

types of attacks users will get wrong information about road traffic, Location and speed of traffic. This proposed 

system is used to detect and avoid attacks from transport network and provide real traffic analysis to the user at all the 

time. 

 Basically this proposed system is used to detect traffic analysis on road, system uses android application for user 

which send real time data to Server. 

 Vehicle to Server communication using Android application. In this mode, a vehicle can receive, transmit or 

exchange valuable traffic information such as traffic conditions and road accidents with other vehicles. 

 Main work is related to Network attacks, System is able to detect and analyze network attacks. 

 Proposed system is able to detect following attacks: 

 

a) Detect GPS spoofing 

b) Detect and prevent Brute Force attack 

c) Detect Message tempering by performing analysis on message sent by user 

d) Detect DDOS attack and prevent it. 

 

II. LITERATURE SURVEY 

 

This paper [1] provides a summary of the recent state of the art of VANETs, it presents the communication architecture 

of VANETs and outlines the privacy and security challenges needs to be overcome to make such safety of networks 

usable in practice. It identifies all existing security problems in VANETs and classifies them from a cryptographic 

point of view. It regroups, studies and also compares the various cryptographic schemes that have been separately 

suggested for VANETs, evaluates the efficiency of proposed solutions and explores some future trends that will shape 

the research in cryptographic protocols for intelligent transportation systems. 

VANET is a type of Ad-hoc network in which movements of nodes are limited along roads. To communicate with each 

other and with road side units, nodes are equipped with radio devices in VANET. VANET are widely used for safety 

and comfort applications. Authentication of data is important in this kind of application. So security is one of the 

important factor in VANET. Different kinds of attacks are there in VANET and different technique is also there to 
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detect and prevent this attack. This paper we will identified attacker using watchdog and apply Bayesian filter to 

avoid/reduce false positive of node, recognized by watchdog [2]. 

Intelligent Transport System (ITS) is an advanced application. It provides web enabled services for traffic and transport 

system, which results in a safer, coordinated traffic network system. ITS is very nicely used in VANET (Vehicular Ad-

hoc Network), which is a spontaneous creation of wireless network of vehicles for exchanging information between 

them, for improved traffic and transport management and to enable various users to be sufficiently informed about the 

road and make safer and smarter decisions on road by using transport networks. As the technology has to be used 

widely, there is a high need for a low cost VANET technologies with high security and QoS. To go for any further 

developments, a thorough analysis on the available technology is essential to get a closer view on the current scenarios. 

Therefore the result of this study can open doors for a better technologies for future VANETs. This paper considers a 

few existing technologies such as Vehicular Cloud, CROWN and VANET-Cloud and a comparison on these is carried 

out [3]. 

Vehicular ad hoc networks (VANETs), a subset of Mobile Ad hoc Networks (MANETs), refer to a set of smart 

vehicles used on the road. These vehicles provide communication services among one another or with Road Side 

Infrastructure (RSU) based on wireless Local Area Network (LAN) technologies. The main benefits of VANETs are 

that they enhance road safety and vehicle security while protecting drivers’ privacy from attacks perpetrated by 

adversaries. Security is one of the most critical issues related to VANETs since the information transmitted is 

distributed in an open access environment. VANETs face many challenges. This paper presents a survey of the security 

issues and the challenges they generate. The various categories of applications in VANETs are introduced, as well as 

some security requirements, threats and certain architectures are proposed to solve the security problem. Finally, global 

security architecture for VANETs is proposed [4]. 

Vehicular Ad hoc Networks (VANETs) have emerged recently as one of the most attractive topics for researchers and 

automotive industries due to their tremendous potential to improve traffic safety, efficiency and other added services. 

However, VANETs are themselves vulnerable against attacks that can directly lead to the corruption of networks and 

then possibly provoke big losses of time, money, and even lives. This paper presents a survey of VANETs attacks and 

solutions in carefully considering other similar works as well as updating new attacks and categorizing them into 

different classes[5]. 

This paper [6] discusses malicious false data injection attacks on the wide area measurement and monitoring system in 

smart grids. First, methods of constructing sparse stealth attacks are developed for two typical scenarios:  

1) random attacks in which arbitrary measurements can be compromised; and 2) targeted attacks in which specified 

state variables are modified. It is already demonstrated that stealth attacks can always exist if the number of 

compromised measurements exceeds a certain value. In this paper, it is found that random undetectable attacks can be 

accomplished by modifying only a much smaller number of measurements than this value. It is well known that 

protecting the system from malicious attacks can be achieved by making a certain subset of measurements immune to 

attacks. An efficient greedy search algorithm is then proposed to quickly find this subset of measurements to be 

protected to defend against stealth attacks. It is shown that this greedy algorithm has almost the same performance as 

the brute-force method, but without the combinatorial complexity. Third, a robust attack detection method is discussed. 

The detection method is designed based on the robust principal component analysis problem by introducing element-

wise constraints. This method is shown to be able to identify the real measurements, as well as attacks even when only 

partial observations are collected. The simulations are conducted based on IEEE test systems. 
 

Cloud computing is a network access model that aims to transparently and ubiquitously share a large number of 

computing resources. These are leased by a service provider to digital customers, usually through the Internet. Due to 

the increasing number of traffic accidents and dissatisfaction of road users in vehicular networks, the major focus of 

current solutions provided by intelligent transportation systems is on improving road safety and ensuring passenger 

comfort. Cloud computing technologies have the potential to improve road safety and travelling experience in ITSs by 

providing flexible solutions (i.e., alternative routes, synchronization of traffic lights, etc.) needed by various road safety 

actors such as police, and disaster and emergency services. In order to improve traffic safety and provide computational 

services to road users, a new cloud computing model called VANET-Cloud applied to vehicular ad hoc networks is 

proposed. Various transportation services provided by VANET-Cloud are reviewed, and some future research 

directions are highlighted, including security and privacy, data aggregation, energy efficiency, interoperability, and 

resource management[7]. 

 

III. ARCHITECTURAL DESIGN 

 

In our propose system, user has to register to create an account on the server for traffic analysis. once the user has 

create his/her account on the server, he/she will be able to login to this smart transportation application. while logging 

in the application if the user enters wrong id or password, brute force will be detected and the user will be banned for 

24 hours same like that of ATM system for security purpose. 
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The diagram show the what attacks are taking place and where it is taking place. while logging in the application the 

server will check for brute force, if brute force is detected then the app will send data to the server. this data is the 

location and speed details of the users vehicle. the server will then collect this data, create a model representing the 

traffic status and then the app will send the request for traffic status to the server. now server will check for GPS 

Spoofing and DDOS attack. if any of these attacks are detected then the server will ban the user if not the server will 

send the result of traffic status to the app. when the app receives the traffic status it send message to other nodes, here 

the server the check for message tempering if message tempering is detected then the server will notify it to the user 

else send message to the user.                  

    

IV. CONCLUSION 

 

Proposed system is useful to detect and prevent attacks like Brute force, DDOS, GPS spoofing and message tempering 

etc. Study and compare the various solutions that have been separately proposed for these attacks and evaluate their 

efficiency.  
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