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Abstract: With the progression of digital data exchange in electronic way, network security has become an important
issue. Encryption algorithm plays a major role in the information security systems. The main objective of encryption
algorithms is to protect data and information in order to achieve privacy. Encryption is the process of encoding plain
text into cipher text. Encryption algorithms are mainly divided into two categories which are symmetric and
asymmetric key encryption algorithm. In Symmetric key encryption, both sender and receiver uses the same key
whereas, in asymmetric key encryption, both sender and receiver uses the different keys.DES is a strong block cipher
encryption standard that operates on a 64-bits plain text block and returns a 64-bits cipher text. The DES algorithm
provides security against various attacks in an effective, efficient and essential way by implementing security parameter
counting Confidentiality, Authentication, accountability, and accuracy. In this paper we discussed about various
encryption technique for secure data transmission and also compare different encryption techniques like AES, RSA,
DES and Triple DES on the basis of various parameters, here we also suggested to encrypt text data using DES
algorithm using random key generation to improve strength of encryption algorithm.
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I. INTRODUCTION

With the rapid development of computer technology and progression of internet, the importance and value of data
exchange is escalating. The wide usage of digital media for information conduction through secured and unsecured
channels exposes messages sent through networks to third parties. Therefore to overcome this weakness, many
researchers have come up with competent algorithms to encrypt information from plain text to cipher text.
Cryptography is a key technology for achieving information security in the emerging information society.
Cryptography is the process of transforming plain text or original information into an unreadable form (cipher text) so
that intruders cannot access the information whenever sent over unsafe channels. As it is extremely difficult to recover
the original plaintext without the key. The simplicity or complexity of encryption procedure depends on encryption
algorithm and the key which is used in algorithm to encrypt or decrypt the data [1] [2]. Many encryption algorithms are
widely available and used in information security. The first kind of encryption, called symmetric cryptography
or shared secret cryptography.

In this form of encryption technique, sender uses a secret key, to scramble the data into incomprehensible form. The
person on the other end needs the shared secret key to decrypt the data. It is called symmetric key cryptography because
the same key is used on both ends for both encryption and decryption [3]. Another kind of encryption, called
asymmetric cryptography, also known as public key cryptography, uses public and private keys to encrypt and decrypt
data. Public key can be shared with everyone. The private key is kept secret. Public key can be used to encrypt a
message and the private key is used to decrypt the message. The shared between two parties is actually the secret
information which needs to be transferred over the network. The use of secret key is sometimes known as symmetric
key and that of an asymmetric key is known as public key. In asymmetric transformation the private or secret key is
used to transform the original data into ciphered form, then at the other end the public key is used to convert the data
into decrypted data again.

Some of the Basic terminologies used in cryptography are as follows:

Encryption: The process of encoding plain text (original text) into cipher text (unreadable text) to prevent
unauthorized access is called encryption.
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Decryption: The reverse process of transforming the cipher text messages back to plain text messages is called
decryption.

Plain text: plaintext is normal legible text before being encrypted into cipher text or after being decrypted. It is the
input of an encryption procedure, and the output of a decryption procedure.

Cipher text: Cipher text is the unreadable output of an encryption procedure. It is not understandable until it has been
converted into plain text using a key.

Key: A cryptographic key is a string of bits used by a encryption algorithm to convert plain text into cipher text and
cipher text into plain text. This key ensures secure communication.
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Figure2. Asymmetric key cryptography

Il. LITERATURE SURVEY

In 2013, Dr. Prerna Mahajan & Abhishek Sachdeva implemented three encryption techniques (AES, DES and RSA
algorithms) and compared their performance on the basis of its stimulated time of encryption and decryption. Based on
the text files used and the experimental result they concluded that AES algorithm consumes least encryption time and
RSA consume highest encryption time. They also observed that Decryption of AES algorithm is better than other
algorithms. From the imitation result, they evaluated that AES algorithm is better than DES and RSA algorithm [3].

In 2016, Praveen Kumar B, Rajaanadan N.S had done a survey on the existing works on the Encryption techniques.
All the techniques are useful for real-time Encryption. Each technique is exclusive in its own way and appropriate for
different applications and has its own pro’s and con’s. In this paper they presented the performance valuation of
selected symmetric encryption algorithms [4].

In 2013, Mansoor Ebrahimz, Shujaat Khan, Umer Bin Khalid presents a comprehensive comparative analysis of
symmetric block encryption algorithms on the basis of different parameters such as Architecture, Security, Scalability,
Reliability, Flexibility, Robustness and Limitations that are crucial for secure communication. The main aim was to
examine the performance of the most popular symmetric key algorithms [5].

In 2016, Yashwant Kumar, Rajat Joshi, Tameshwar Mandavi, Simran Bharti, Miss Roshni Rathour presented a
thorough study of the popular encryption and decryption algorithms such as DES, 2DES, 3DES and substitution
technique. In this paper an analysis on the existing work on the encryption and decryption technique has been done.
According to research done it has been found that the DES algorithm is most efficient in term of speed. The security
provided by this algorithm can be improved further, if more than one algorithm is applied to data [6].
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RSA: RSA is a cryptosystem for public-key encryption, and is extensively used for securing sensitive data, particularly
when being sent over an insecure network. RSA was first described in 1977 by Ron Rivest, Adi Shamir and Leonard
Adleman of the Massachusetts Institute of Technology. It is the most broadly used asymmetric algorithm. It uses two
dissimilar but mathematically related keys, one public and one private. The public key can be shared with everyone,
whereas the private key must be kept secret. In RSA cryptography, both the public and the private keys can encrypt a
message and the opposite key is used to decrypt it.[

I1l. EXISTING TECHNIQUES

DES: DES is the typical block cipher algorithm that takes a fixed-length string of plaintext and transform it through a
sequence of complex operations into another cipher text of the same length. The block size of DES is 64 bits. It is
symmetric key encryption algorithm. It uses a key to modify the alteration, so that decryption can only be performed
by those who know the specific key used to encrypt. The key apparently consists of 64 bits however, only 56 of these
are really used by the algorithm. Eight bits are used exclusively for checking parity, and are thereafter discarded. Hence
the useful key length is 56 bits.

Triple DES: 3DES or the Triple Data Encryption Algorithm (TDEA) was developed to address the evident flaws in
DES without designing a entire new cryptosystem. Data Encryption Standard (DES) uses a 56-bit key and is not
adequate to encrypt sensitive data. 3-DES merely extends the key size of DES by applying the algorithm three times in
sequence with three different keys. The collective key size is thus 168 bits (3 times 56). [2].

AES: AES is the innovative encryption standard suggested by NIST to substitute DES in 2001. AES algorithm can
sustain any permutation of data (128 bits) and key length of 128, 192, and 256 bits. The algorithm is referred to as
AES-128, AES-192, or AES-256, depending on the key length. During encryption and decryption course, AES system
goes through 10 rounds for 128-bit keys, 12 rounds for 192-bit keys, and 14 rounds for 256-bit keys in order to bring
final cipher-text or to regain the original plain-text. [2]. Table 1 shows the comparison between existing system the
basis of different parameters:[12][13][14][15][16].

Comparison between RSA, DES, AES and Triple DES
Table 1: Comparison between Existing encryption System

1978 1977 2000 1998
Key Size Less than 1024 bits 56 bits 128, 192, 256 bits 168, 112, 56 bits
Minimum 512 bits 64 bits 128 bits 64 bit
Different Same Same Same
Deciphering ke
Different key used for Same key used for  Same key used for ~ Same key used for
Encryption & Decryption Encryption & Encryption & Encryption &
Decryption Decryption Decryption
1 16 10 orl12 orl4 48 DES equivalent
Asymmetric Symmetric Symmetric Symmetric
Ciphering &
Deciphering Same Different Different Different
algorithm
Not scalable Scalable Not scalable scalable
Encryption & Slower Moderate Faster Slower than DES
Attacks Brute force & Oracle Brute force, Brute forced Meet-In-Middle
attack differential attack attack
cryptanalysis and
linear attack
Least secure Not secure enough Excellently More secure than
secured single DES
Hardware &
Software Not efficient Better in hardware Faster Better in hardware &

Implementation
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1V. PROBLEM DOMAIN

After study of several proposed technique we can come with some problem which are following:

1. Hybrid combination is not used to encrypt data [7].

2. Random key not use in the round of encryption [8].

3. Information loss is very high in encryption and Decryption [9].
4. Proper XORed Function is not used[10][11].

5. In Text Data hiding techniques with bit shuffling cannot be used.

V. ADVANTAGES OF ENCRYPTION SCHEME
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VI. CONCLUSION AND FUTURE WORK

There are so many technique to make an image secure. In general sense today’s digital world where nothing is secure,
the security of images over network is very important. In this survey we define so many techniques of image
encryption. In this paper, we have surveyed different image encryption techniques from different research papers. We
conclude that all techniques are good for data encryption and have their own advantages and disadvantages and they
also gives better security at their level so that no unauthorized access can be done on images, which is in the open
network. Each technique has its own suitability and its own limitations. But still lot more has to be done in this context.
On the basis of above study we provide the following future direction:

1) The Powerful encryption technique like DES and MD5 can improve the security.
2) A large key size can be used to improve the image security and protect form bruit force attack.
3) We can work on Hybrid Encryption using random key generation for more strength in encryption algorithm.
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