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ABSTRACT - Cryptography is a technique which uses mathematics to encrypt and decrypt data. Using cryptography information

can be transmitted through insecure channel so that only the intended recipient can access .the secret key is extracted from the
iris image so that security improves. This key is used to encrypt the data to be sent. Different tests are conducted to check the

randomness of the key.
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I.LINTRODUCTION

Cryptography means secret writing. It forms the basis for
many technological solutions in computer and
communication systems. The original message to be
encrypted is called plaintext and the encrypted message is
called cipher text. In order to get the original data back
decryption is done.

A key is a value which works with cryptographic
algorithm to produce specific cipher text. In different
algorithms different keys can be used. For Advanced
encryption standard key lengths used are 128,256 and 192.
In AES, both encryption and decryption have ten rounds.
Four different transformations are used, one of permutation
and three of substitution. The main problem of
conventional cryptography is that it cannot authenticate
genuine users. Conventional systems are based on the
possession of token or knowledge based. They can be
cracked. ldentification of human iris provides a unique
structure suitable for non invasive biometric assessment.

Software based cryptography uses encryption key which
are long bit strings. They are very hard to memorize such a
long random numbers. Also it can be easily attacked by
brute search or technique. Biometric e.g. fingerprint, iris,
face, voice etc uniquely identifies a person and a secure
method for stream cipher, because Biometric
characteristics are ever living and unstable in nature.
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Biometric cryptography is a method using biometric
features to encrypt original data. This method can improve
the security of the encrypted data .. Biometric key is
generated reliably from genuine iris codes. This key is used
to encrypt the data and is sent through a secure channel. At
the decryption phase same key is used to generate the
original data.

I.LRELATED WORKS

Kai xi and jiankun Hu [20] introduced in his paper about
the problems of traditional cryptography. Symmetric key
cryptography, data encryption standard, advanced
encryption standard etc are also discussed which are
different techniques in cryptography. This paper also
discussed how to integrate biometrics with cryptography.

Abdullah Sharaf Alghamdi, Hanif Ullah, Magsood
Mahmud, Muhammad Khurram Khan [3] stated that image
encryption cannot be used for large amount of data and
high resolution images. In order to overcome the problems
some chaios based cryptosystems are used.

FengHao,RossAnderson,John Daugman[13] presented a
secure way to integrate iris biometric with cryptography.
Biometric key is generated from iris code. Proposed a
feature level fusion network based on fuzzy vault and fuzzy
commitment scheme. Alisher Kholmatov and Berrin
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Yanikoglu[5] presented the benefits of biocryptography.
The online signature of a person is a behavioural biometric.
Online signature is widely accepted as the formal way of
approving documents, bank transactions, etc.minute points
are extracted from signatures and used in fuzzy vault
schemes. Jing Huang etal [15] described about the
segmentation process for iris feature extraction. It uses
canny edge detection method to extract features. Image
acquisition ,feature matching and normalization are other
processes discussed. A. Jagadeesan et.al [7] proposed
methods for extracting features from iris. Iris is unique
even for identical twins. It is the part between pupil and
white colour part.Doughman rubber sheet model is used for
normalization process. 128 bit secret key is used for
encryption and decryption. Advanced encryption standard
is the algorithm used.1t uses 128 bit key and data. It is a
symmetric key cryptography because same key is used at
both the encryption and decryption phase[20].

111.DESIGN METHODOLOGY

Images taken from cassia iris database are used for
feature extraction. From iris image 128 bit secret key is
selected. This key is used to encrypt the data. The
information that is to be sent to the channel is encrypted
using this key. At the decryption phase original data is
retrieved back. Randomness check is conducted for the
key. Working model is shown in fig.1

| MESSAGE WITH KEY |

| AES ENCRYPTION |

| AES DECRYPTION |

| ORIGINAL MESSAGE |

Fig.1 working model

IV KEY GENERATION

Iris feature extraction consists of different steps. They are
image acquisition, processing and converting in to binary
values. processing consists of segmentation and
normalization. Edge maps of the images are generated after
these processes. From the normalized image key is
generated.

A. Segmentation
Segmentation divides the whole image in to different
segments. The main aim of segmentation is to convert the
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image to something which can be easily analyzed. It
consists of estimation boundary and noise removal.

B.Normalization

Normalization changes the range of pixel intensity
values. It is a method of contrast stretching. Dogman’s
Rubber Sheet Model is utilized for the transformation
Process, in which iris image is converted to rectangular
image. It consists of two resolutions namely radial and
angular resolution.

C.128 bit key

Blocks of 128 bits should be generated. From these only
one block of 12 hit is selected as the key. Randomness
checking is done for that.

D .Tests conducted to check the randomness of key
Five tests are conducted to check the randomness. They
are

e The Frequency (Monobit) Test,

e Frequency Test within a Block,

e The Runs Test,

e Tests for the Longest-Run-of-Ones in a Block,
e Non overlapping template match test.

In frequency monobit test proportion of zeros and ones
are checked. It should be equal for the sequence to be
random In frequency test within a block proportion of zeros
and ones is checked within a block. The purpose of runs
test is to determine whether the number of runs of ones
which means checking the occurrence of continuous zeros
or ones of various lengths. The purpose of longest runs of
ones in a block test is to determine whether the occurrence
of continuous zeros or ones of various lengths within a
block. The purpose of Non overlapping template match test
is to detect generators that produce too many occurrences
of a given non-periodic pattern.

V. RESULTS AND DISCUSSION
A. Key generation

Iris image for experiments are taken from cassia iris
data base. The input image is shown in figure 2(a).the
centre of image is calculated for extraction.

It is shown in figure 2(b).after segmentation inner and outer
circle boundary of iris is calculated. These image are
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shown in figure 2(c) and 2(d).the image then undergo radial
edge suppression for extraction.Radially suppressed image
is shown in figure 2(e). The final image is obtained after
normalization in figure 2(f).From this key is generated

Fig. 2 (a) Input image (b) Calculation of centre (c)
Calculation of inner circle (d) Calculation of outer circle
(e) Radially suppressed image (f) Output image

B. Advanced encryption

This 128 bit, extracted from iris image is used as the
key in AES encryption.AES is a symmetric block cipher so
same key is used at both encryption and decryption side.
Encryption consists of transformations like add round key,
shift  rows,subbytes,mix columns, key expansion
etc.Expanded key is used as the key in all the rounds expect
the initial round.

& Jaes_128 enc_decfsys_ck
& [aes_128 enc_decfrst 0

& 4 fses_128 enc_decjoput key | Aag50355%C..
4 [aes_128 enc_decjrput enc | 001122334455%...
& Jaes_128 enc_decoutout enc |25 200680E.
5 Jaes_128_enc_decoutput_dec | 01122334455%...

aeT_ 128_enc_dec/expandkey E846811FBDAC...

+,

+ :aes_lrzs_eoc_dec;‘ewtyi | BESSECAS...
4 O [aes_128_enc_dec/expandkey? $31DCEB16E74.

4 Jaes_128_enc_dec/erpandeey3 | ams%8401...
& [3es_128 enc_declexpandeeyd CFTADLRFS... [
O [aes_128_enc_declexpandeey | 00B4043600... |
+ O fzes_128 enc_declexpandeeyt | TAS 18R 2.

& faes_128 enc_declexpandeey? | De4B1IC243..
T4 Jaes_128_enc_declerpandeeyd |SImFInE.

+ O faes_128 enc_declexpandeeyd | 2FcasaBsAa...
4 f2es_128 enc_decladdouten | masrOs LI

& 4 [2es_128 enc_dec/addouten 2 SEFBC0915302.
44 [aes_128 enc_decjaddouten 3 | EDISEF 130064 .
+ 4 [aes_128 enc_dec/addouten 4 A17510800614...

2 A Baec 1R per decladduiten § | nrR7s3roesr

Fig.3 AES encryption and decryption
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VI.CONCLUSION

Iris based cryptography is implemented in this paper.
Secret key is generated from iris image. Randomness check
is conducted for the key sequence. In AES information is
encrypted and decrypted using the key.
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