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ABSTRACT: Security is one of the most challenging issues in the field of communication networks. Denial-of-service (DoS)
attacks on wireless networks (WNs) can deplete network resources and energy without much effort on the part of an adversary.
Packet dropping attacks are one category of DoS attacks. In a wireless networks packet dropping and modification are more
common attacks that can be launched by an attacker to disrupt communication. Current techniques for detecting such attacks
need to monitor every node in the network. Once they detect malicious nodes that drop packets, a new path has to be found that
does not include them. In this paper, we propose a scheme, which can identify misbehaving forwarders that drop or modify
packets in the wireless networks. DAV protocol is implemented to detect misbehaving node to drop packets. An adaptive
mechanism is developed to encrypt packet from packet modifiers. The goal is to mitigate packet dropper and modifier in wireless
networks.
Keywords- Denial-of-service, Wireless networks, Packet dropping, packet modification.

I. INTRODUCTION

WIRELESS networks rely on the uninterrupted
availability of the wireless medium to interconnect
participating nodes. However, the open nature of this
medium leaves it vulnerable to multiple security threats.
Anyone with a transceiver can eavesdrop on wireless
transmissions, inject spurious messages, or jam legitimate
ones. While eavesdropping and message injection can be
prevented using cryptographic methods, packet drooping and
modifying attacks are much harder to counter. They have
been shown to actualize severe Denial-of-Service (DoS)
attacks against wireless networks. After compromising one or
multiple nodes, an adversary may launch various attacks  to
disrupt the in-network communication. Among these attacks,
two common ones are dropping packets and modifying
packets, i.e., compromised nodes drop or modify the packets
that they are supposed to forward. A compromised node can
launch the following two attacks:

Packet dropping: A compromised node drops all or some of
the packets that is supposed to forward. It may also drop the
data generated by itself for some malicious purpose such as
framing innocent nodes.
Packet modification: A compromised node modifies all or
some of the packets that is supposed to forward. It may also
modify the data it generates to protect itself from being
identified or to accuse other nodes.

To deal with packet droppers, a widely adopted
countermeasure is multipath forwarding, in which each
packet is forwarded along multiple redundant paths and
hence packet dropping in some but not all of these paths can
be tolerated. To deal with packet modifiers, most of existing
countermeasures aim to filter modified messages en-route
within a certain number of hops. These countermeasures can
tolerate or mitigate the packet dropping and modification
attacks, but the intruders are still there and can continue
attacking the network without being caught.

II. EXISTING SYSTEM

Existing schemes to detect packet dropping attacks can
be categorized as three classes: forwarding packets in
multipath, monitoring the neighbor nodes, and
acknowledgment based detection. Multipath forwarding is a
widely adopted countermeasure to mitigate packet droppers,
which is based on delivering redundant packets along
multiple paths. The watchdog method was originally
proposed to mitigate routing misbehavior in mobile ad hoc
networks. It is then adopted to identify packet droppers in
wireless network. When the watchdog mechanism is
deployed, each node monitors its neighborhood
promiscuously to collect the firsthand information on its
neighbor nodes. A variety of reputation systems have been
designed by exchanging each node’s firsthand observations,
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which are further used to quantify node’s reputation. Based
on the monitoring mechanism, the intrusion detection
systems are proposed. The third approach to deal with packet
dropping attack is the multi hop acknowledgment technique.
By obtaining responses from intermediate nodes, alarms, and
detection of selective forwarding attacks can be conducted.
To deal with packet modifiers, most of existing
countermeasures are to filter modified messages within a
certain number of hops so that energy will not be wasted to
transmit modified messages. Ye et al. proposed a
probabilistic nested marking (PNM) scheme. But with the
PNM scheme, modified packets should not be filtered out en
route because they should be used as evidence to infer packet
modifiers. Hence, it cannot be used together with existing
packet filtering schemes.

A. ISSUES INVOLVED IN EXISTING SYSTEM

 High-energy cost.
 Storage overhead
 Bidirectional communication links, it may not be

effective when directional antennas are used

III. PROPOSED SYSTEM

Proposed system dealt to detect packet droppers and
packet modifiers in wireless networks. our basic approach for
misbehavior detection, a  node (sender) which needs to send
data to other node (receiver) via intermediate nodes. Though
our network is wireless intermediate nodes are chosen
dynamically where packets can be transmitted. A trust node
is designed to be a part of communication in network. It
designed the route where packet is transmitted. To detect
misbehaving node in the network, it executes a DAV
protocol to generate a secret value which is added in the
packet. Once an intermediate which receives a packet, it
needs to send packet to other node and it reports to trust with
that secret value. A secret value can be generated for each
intermediate node randomly and it should be allocated by
trust node. To mitigate packet modifiers we introduce a
cryptographic CPT schemes to hide the packet which cannot
modify by an adversary.

B. FEATURES OF PROPOSED SYSTEM

1) Being effective in identifying both packet droppers and
modifiers,
2) Low communication and energy overheads, and
3) being compatible with existing false packet filtering
schemes; that is, it can be deployed together with the false
packet filtering schemes, and therefore it cannot only identify
intruders but also filter modified packets immediately after
the modification is detected.

IV. SYSTEM ARCHITECTURE

The source node sends data packet to the destination
node through the intermediate nodes. The intermediate node
misbehaves by dropping packets and act as packet droppers.
The trust node generates a secret value that attached with
each packet to other nodes. The nodes which received a
packet are sent to other node and verify a secret value with
trust node. The trust node didn’t get ack from nodes, it
detects that node has dropped packets. The trust node plays a
vital role here in detecting the misbehaving node. Destination
node on receiving the data sends the trust node an ack to
intimate the receipt of data. Fig 1 represents system
architecture to detect misbehaving packet droppers.

To mitigate packet modifiers proposed scheme
introduced a mechanism to encrypt packet from node to node
transmission.Fig.2 shows System architecture to prevent
misbehaving packet modifiers.

V. THE ADAPTIVE PROTOCOL

The Dynamic Allocation Value (DAV) protocol is
effective, DoS- resistant protocol in which Packet dropper
can be identified. The key idea of the protocol is a node
which needs to send a packet that executes a protocol in
wireless network.a trust node can choose randomly and it
generates a secret value that can be added with packet.a node
which receives packet that executes DAV protocol and
verifies wuth trust node.

Under the DAV protocol, the nodes and trust node
behave as follows:

DAV PROTOCOL in intermediate nodes:

 Receive packet
 Executes DAV
 Send ack with secret value

DAV PROTOCOL in Trust node:

 Establish route.
 Executes DAV
 Checking misbehaving node
 Backlist node
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Fig.1 System architecture to detect misbehaving packet
droppers.

VI. WORKING OF THE SYSTYEM

C. IDENTIFICATION OF NODES

Identify the nodes which needs to packet
transmission in the network. The nodes in the network do not
have interaction before transmission. Once the connection is
established, nodes contacts and establish communication to
transfer packets.

D. CHOOSING OF TRUST NODE

In wireless network, choose trust node is important
for packet transmission in order to mitigate packet droppers.
Randomly choose trust node by a sender node which needs to
send data to receiving node.

E. PROTOCOL IMPLEMENTATION

A trust will monitor the intermediate node which
avoids packet droppers in wireless network. It generates
secret value to each intermediate with the packet. Once the
packet received by intermediate node, it needs to send the
packet to other intermediate node and should verify the secret
value with trust node.

Fig.2 System architecture to prevent misbehaving packet
modifiers.

F. PROTOCOL IMPLEMENTATION

A trust will monitor the intermediate node which
avoids packet droppers in wireless network. It generates
secret value to each intermediate with the packet. Once the
packet received by intermediate node, it needs to send the
packet to other intermediate node and should verify the secret
value with trust node.

G. DETECTING MISBEHAVING NODE

A secret value will not match with the trust node, it
seems that the corresponding intermediate node suspect to
packet dropper in the wireless network.

H. IMPLEMENTATION OF CPT MECHANISM

To mitigate packet modifiers introduced three
cryptographic schemes: 1.Commitment based
mitigatiom,2.solving cryptographic puzzles and 3.All-Or-
Nothing Transformations.fig 3 shows the implementation of
CPT mechanism

1) COMMITMENT BASED MITIGATION:

Commitment schemes are cryptographic primitives
that allow an entity A, to commit to a value m, to an entity V
while keeping m hidden.
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2) SOLVING CRYPTOGRAPHIC PUZZLE:

The main idea behind such puzzles is to force the
recipient of a puzzle execute a predefined set of computations
before he is able to extract a secret of interest. The time
required for obtaining the solution of a puzzle depends on its
hardness and the computational ability of the solver. In our
context, we use cryptographic puzzles to temporary hide
transmitted packets. A packet m is encrypted with a
randomly selected symmetric key k of a desirable length s.
The key k is blinded using a cryptographic puzzle and sent to
the receiver. For a computationally bounded adversary, the
puzzle carrying k cannot be solved before the transmission of
the encrypted version of m is completed and the puzzle is
received. Hence, the adversary cannot classify m for the
purpose of packet modifiers.

3) ALL-OR-NOTHING-TRANSFORMATIONS:

An AONT serves as a publicly known and
completely invertible preprocessing step to a plaintext before
it is passed to an ordinary block encryption algorithm.

Fig. 3 implementation of CPT mechanism

VII. CONCLUSION AND FUTURE
ENHANCEMENT

We propose a simple yet effective scheme to identify
misbehaving forwarders that drop or modify packets in
wireless networks. Each packet is encrypted and padded so as
to hide the source of the packet. A small number of extra bits
as secret value can be added to detect packet droppers.
Moreover, the nodes encrypt a packets using CPT mechanism
to mitigate from packet modifiers. The proposed is very
generic it does not rely on any routing algorithms. Extensive

analysis, simulations, and implementation have been
conducted and verified the effectiveness of the proposed
scheme.

The further enhancement can be done by providing
more security to provide alarm to each intermediate node
instead of generating secret value randomly. This avoids a
node is being compromised by malicious node being
detected.
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