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Abstract: With the advent of network technology, internet attacks are also versatile. So, the traditional encryption 

algorithms (single data encryption) may not suffice securing the information over network. The alternative is to design 

an algorithm, that addresses the urgent need of security with less computational effort. This paper presents complete 

mathematical model required for designing a cryptographic algorithm that incorporates point curve in Jacobian symbol. 

The encryption process is based on a secured multilevel pseudo random number generator that helps in obscuring key 

generation process. 
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I. INTRODUCTION 

Every commercial application on network requires 

different levels of security, certain application requires 

high security and confidentiality of information over the 

network[1]. To enhance the confidentiality various 

measures have been taken up to improve cryptographic 

algorithm. These measures may not have remarkable 

effect on attacks that compromises security. 
 

Cryptographic algorithm need to be designed with a 

balance on computational power and security. Most of the 

algorithms either symmetric or asymmetric caters to any 

one of these needs. Hence to implement an algorithm that 

takes case of these two factors is tedious or difficult, 

however  certain changes in the existing algorithms like 

inclusion of point curve of Elliptic curve cryptography in 

GoldWasser Micali Algorithm would answer the needs. 
 

A. Elliptic curve cryptography(ECC) 
Elliptic Curve Cryptography is a promising asymmetric 

cryptographic algorithm with an approach to public-key      

cryptography based on the algebraic structure of elliptic 

curves over finite fields [2][3][4]. The primary benefit of 

ECC is that it requires a smaller key size compared to 

other cryptographic algorithms [5]. This reduces storage 

and transmission requirements, which leads to faster 

processing. This is very useful for implementing 

encryption on small devices with limited resources in 

terms of power, CPU and memory [6]. It is also very 

helpful in handling many encrypted sessions for large web 
servers. The strength of an asymmetric encryption 

algorithm such as ECC is found in the complexity of 

computing the inverse of the function used to generate the 

key. Creating the key is straight forward, but finding the 

inputs that were used to create the key is computationally 

infeasible. In ECC, the computationally intense problem is 

called “Elliptic Curve Discrete Logarithm Problem”, and 

involves the difficulty in computing the discrete logarithm 

(exponent) from the result. And there are many hybrid 

cryptographic algorithms which uses ECC cryptosystem as 

a base making it an ideal choice. 

 

B. GoldWasser Micali Cryptosystem 

Goldwasser-Micali cryptosystem is an asymmetric key 

encryption[7] algorithm, which is based on probabilistic 

public-key encryption scheme. It is highly secured 

algorithm as the ciphertext generated will be several times 

larger than the initial plaintext [8]. Since the algorithm 

uses probabilistic encryption technique, a given plaintext 

may produce different ciphertexts each time it is 
encrypted. This has significant advantages, as it prevents 

from recognizing intercepted messages by comparing 

them to a set of known ciphertexts. 

 

II. MULTILEVEL RANDOM NUMBER 

GENERATOR 

The details of the custom designed multilevel random 

number generator are given below. Flow of the generation 

is depicted in Fig 1. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 
 

Fig 1 : Multi level random number generator 
 

A random number obtained from java in built function is 

fed to Park-Miller algorithm as initial seed. The outcome 

of it is given to standard Mersenne-Twister algorithm as 

seed and output of it is given to SHA-2 hash function. 64 

bit random number is taken randomly from the hash string 
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obtained and number is returned to calling function 

[9][10][11]. Refer Figure above for activity diagram of 

this module. 
 

III. MATHEMATICAL MODEL OF HYBRID 

ALGORITHM. 

Let p be a prime number, which is chosen randomly. The 

elliptic curve 𝑌2 = 𝑋3 + 𝐴𝑋2 + 𝐵 is chosen such that, A 

and B should satisfy the condition: 4𝐴3 + 27𝐵2 ≠ 0.This 
is to avoid duplication of roots. Since ECC is based on 

prime fields, curve equation and the conditions changes to 

equation 1 and 2 respectively. 

𝑌2𝑚𝑜𝑑 𝑃 =  𝑋3 + 𝐴𝑋2 + 𝐵 𝑚𝑜𝑑 𝑃             (1) 
 4𝐴3 + 27𝐵2 𝑚𝑜𝑑 𝑃 ≠ 0                               (2) 
By assigning a random value for X, corresponding value 

of Y can be found using the equation 3 in order to get the 

base point: 

𝑌 =  ±  𝑋3 + 𝐴𝑋2 + 𝐵 𝑚𝑜𝑑 𝑃                   (3) 

Let a=𝑋3 + 𝐴𝑋2 + 𝐵. Therefore, 

 𝑌 =  ± 𝑎 𝑚𝑜𝑑 𝑃 

Now `a' is a quadratic residue if  𝑎
𝑃−1

2  ≡ 1  𝑚𝑜𝑑 𝑃 . 

Also, `a' is not a quadratic residue if 𝑎
𝑃−1

2 ≡ −1  𝑚𝑜𝑑 𝑃 .  

Assuming that `a' is a quadratic residue, then  𝑎 𝑚𝑜𝑑 𝑃 is 
calculated as shown below: 

𝑃 − 1 = 2𝑆 .𝑚 
z = any non residue mod p 

𝑐 ≡ 𝑧𝑚 (𝑚𝑜𝑑 𝑃)  

𝑢 ≡ 𝑎𝑚  𝑚𝑜𝑑 𝑃  

𝑣 ≡ 𝑎
𝑚+1

2  (𝑚𝑜𝑑 𝑃) 
 

Note that o(c) is 2𝑠 and o(u) divides 2𝑠−1, as u is a 

quadratic residue. Also, 𝑣2 ≡ 𝑢𝑎 (𝑚𝑜𝑑 𝑃). Each pass 

starts with o(u) dividing 2𝑖  . Either o(u) divides 2𝑖−1, or 

𝑢2𝑖−1
 ≡ 1  𝑚𝑜𝑑 𝑃 . In the latter case u and v can be 

modified as to make o(u) divide 2𝑖−1, while maintaining 

the property 𝑣2 ≡ 𝑢𝑎 (𝑚𝑜𝑑 𝑃).  Finally v is the square 
root of `a mod P' . Hence (X, Y) forms the base point G. 
 

Now the order `n' of point G is found such that n(G)=O by 

performing scalar multiplication. Scalar multiplication 

requires two important operations namely point addition 

and point doubling [2]. 
 

A. Point Addition 

Let P(x1, y1) and Q(x2, y2)  E(K) where P  Q. Then P 
+ Q = (x3, y3), where coordinates x3 and y3 are found 

using equation 4 and 5 respectively. 

𝑥3 =  
𝑦2−𝑦1

𝑥2−𝑥1
 

2

− 𝑥1 − 𝑥2                       (4) 

𝑦3 =  
𝑦2−𝑦1

𝑥2−𝑥1
 

2

− (𝑥1 − 𝑥3) − 𝑦1            (5) 

 

B. Point Doubling 

Let P(x1, y1)  EK(a,b) where P  -P then, 2P=(x3, y3); 

where coordinates x3 and y3 are found using equation 6 

and 7 respectively. 

𝑥3 =  
3𝑥2

1+𝑎

2𝑦1
 

2

− 2𝑥1                              (6) 

𝑦3 =  
3𝑥2

1+𝑎

2𝑦1
 

2

− (𝑥1 − 𝑥3 ) − 𝑦1            (7) 

C. Point Multiplication 

Let P be any point on the elliptic curve(K). Then the 

multiplication operation of the point P is defined as 

repeated addition, i.e. kP = P + P + ......k times. So, a 
random value k <n is chosen as ECC private key and 

perform scalar multiplication with base point in order to 

obtain the ECC Public Key PK, i.e. PK = k * G. 
 

Further, prime numbers p and q which are nearest to the 

coordinates of PK are obtained and are used to find 

jacobian symbols in Goldwasser Micali algorithm. 

 

D. Integration 
The pair (p,q) acts as private key for Goldwasser Micali 

algorithm. Public key is constructed using N = p_q. Then, 

y is found such that Jacobian condition[12] is satisfied 

which is given as, 
𝑦

𝑁
= 1   ie 

𝑦

𝑝
=   

𝑦

𝑞
= 1 

where y is a pseudo square modulo  Zn. Now (n,y) pair is 

the obtained public key. 

 
E. Encryption and Decryption 

Let's assume that, sender A wants to send a message M to 

the receiver B. Through a standard key exchange 

mechanism, A obtains B's public Key i.e. (n, y). Message 

translator converts message M into a binary string as 

𝑚0𝑚1𝑚2 …𝑚𝑖 . . .𝑚𝑛 . If  𝑖𝑡ℎ   bit of the message is 𝑚𝑖 , then 
using a pseudo random number x, corresponding cipher bit 

𝑐𝑖  is computed as, 

𝑐𝑖 =  𝑦. 𝑥2  𝑚𝑜𝑑 𝑛 𝑖𝑓 𝑚𝑖 = 1 

𝑐𝑖 =  𝑥2  𝑚𝑜𝑑 𝑛 𝑖𝑓 𝑚𝑖 = 0 

So 𝑐0𝑐1𝑐2 ……… . . 𝑐𝑖 …… . . 𝑐𝑛  is the generated string of 

cipher bits. 
 

While decrypting, receiver B obtains the cipher from A 

through communication channel. B uses its private key   

(p, q) to decipher the message. For each cipher bit 𝑐𝑖 , 
Legendre symbol [18] is computed as:  

                                 𝑒𝑖 =
𝑐𝑖

𝑝
 

If 𝑒𝑖 = 1, then set 𝑚𝑖 = 0 else set 𝑚𝑖 = 1. Finally, 

𝑚0𝑚1𝑚2 ………𝑚𝑖 ……… .𝑚𝑛  is the decrypted message 

in the form of binary string.  Message translator at receiver 

end converts this binary string into original message. 
 

IV. SYSTEM DESIGN 

In any system, each component that makes complete 

system, contributes to the system with its own function. It 

is important to identify those components in order 

understand those in a better way. The initial design 

process of identifying these components, establishing a 
connection between those and understanding about their 

organization within the system is known as system 

organization. In this section overall system organization is 

described along with brief description of components that 

makes the system. Figure 2 shows the system organization 

which involves certain components that makes entire 

system. Each block represents a module or an entity 

involved with  the system. Each module has its own 

function that is to be performed and is itself comprised of 

smaller tasks. 
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A. Sender and Receiver 

Sender is a person who wants to send a message securely 

to receiver over a communication channel using the hybrid 

cryptosystem. The message which sender wants to send is 

called cipher text. Sender needs to create a file which 

contains the message he wants to send. Then using user 

interface he needs to browse the file to encrypt it. The 

encrypted message will be transferred to the receiver over 

a communication channel. Before delivering the message 
to receiver, the cipher text is converted back to original 

message by decryptor. 
 

 
Fig 2 : System design of Hybrid Algorithm 

 
B. Random Number Generator 

The random number generator [9][10][11][13][14] is 

important component of hybrid algorithm interface. This 

module computes pseudo random numbers and provides it 

to key generation process and ECC parameter generator. 

 

C. ECC Parameter Generator 

This component finds suitable values for the elliptic curve 

parameters [15][16][17]. Elliptic curve has three 

parameters: p, a and b. Parameter p is obtained using 

random number generator. Parameters a and b should be 

generated such that, they should satisfy condition the 
condition: 

 4𝐴3 + 27𝐵2 𝑚𝑜𝑑 𝑃 =0. 
 

D. ECC Point Generator 

This component computes the point P(X,Y) such that, it 

should lie on the ECC curve𝑌2 = 𝑋3 + 𝐴𝑋2 + 𝐵. Since 
ECC is implemented using prime field F(P), the condition: 

𝑌2 mod P =   𝑋3 + 𝐴𝑋 + 𝐵  𝑚𝑜𝑑 𝑃 should be satisfied 
by the generated point [18][19][20]. 

 

E. Key Generator 

This component generates key required by encryptor and 

decryptor [21][22]. Using ECC parameters base point G is 

generated using point generator. Scalar multiplication is 

performed as k(G) which generates ECC public key. The 

points coordinates are converted as nearest primes as (p,q) 

which is used as Goldwaser Micali Algorithms private 

key. From the private key, public key (n,y) is obtained as 
explained in mathematical design in this paper. 

 

F. Encryptor and Decryptor 

Using keys generated by key generator, encryptor will 

encrypt the message using bit-wise encryption technique 

[23][24]. Similarly, using bit-wise decryption technique 

the  original message is retrieved by receiver. 

 

V. CONCLUSION 

Cryptographic algorithms are integral part of the secured 

communication over the internet. The existing well known 
algorithms may not be feasible against security attacks in 

future. Hybrid cryptosystem developed in this project 

provides a shield against brute force attacks and the 

cryptosystem mainly concentrates on increased level of 

security. Key features of ECC algorithm and Goldwasser-

Micali algorithm have been implemented in this project 

successfully. An effective random number generator have 

been developed to strengthen the cryptosystem. The 

developed cryptographic algorithm uses 64-bit key for 

encryption and decryption. The encrypted message is 

semantically secure because of the bit-wise probabilistic 

encryption technique used and hence process of 
deciphering is impossible for the intermediaries. 

Performance analysis shows that the ratio of plaintext size 

to cipher text size is constant. Also, the encryption and 

decryption time are less in comparison with other existing 

standard algorithms under similar specifications. 
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