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ABSTRACT: Cloud computing technology enables data owners to outsource data and relieve from the burden of
maintaining computing resources. This is possible as cloud provides platform independent, location independent,
scalable and low-cost storage services. With virtualization technology, the cloud computing is made affordable.
However, when data owners do not have physical possession of data, they need rely on security of cloud service
providers completely. Integrity of their data is an important concern. Audit services that can ensure data integrity are
essential. Many techniques came into existence in the recent past. Recently Zhu et al. presented Provable Data
Possession (PDP) based interactive protocol for ensuring integrity of outsourced data. Based on this technique, in this
paper we built a prototype application that demonstrates the proof of concept. The proposed application simulates the
cloud environment where the audit service is provided for data integrity. The empirical results reveal that the
application provides secure access to cloud services and provide data integrity.
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I INTRODUCTION

Cloud computing is an emerging technology that enables
people of all walks of life to make use of shared
computing resources in pay per use fashion. It does not
need any capital investment. Instead users [1] of cloud can
simply access the resources as if they are in the local
machine. However, the services are not free. The cloud
computing provides services such as Platform as a Service
(PaaS), Software as a Service (SaaS), Infrastructure as a
Service (1aaS) and Mining as a Service (MaaS). Out of all
these services infrastructure service helps cloud users to
outsource data to cloud server. Cloud service provider
maintains data centers that can help in making the storage
in a scalable fashion. Virtualization is also used in cloud
computing in order to make the cloud services affordable.
As can be seen in Figure 1, the cloud users can interact
with cloud through Internet. They need a PC or any device
which is Internet — aware in order to gain access to cloud
computing paradigm.
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Figure 1 — Cloud computing environment
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When data is out sourced to cloud, the data owners should
relay on cloud service providers as they do not maintain
local copy of data. Since the data is very huge and it is
outsourced for the same reason, it is not feasible to
maintain a local copy. As cloud server is untrusted, it is
essential to have security mechanisms in place to protect
the data. In other words, the data owner is worried about
the integrity of outsourced data. Many techniques came
into existence to protect outsourced data including
Provable Data Possession (PDP). Recently in [2] this has
been improved and interactive PDP with zero knowledge
is built. This scheme is meant for helping data owner to
take the help of third party auditor for audit services. It
does mean that audit services can verify the integrity of
outsourced data so that data owners can feel good as their
data is secure.

In this paper, we implement some of the security
mechanisms proposed in [2] in order to have secure
outsourcing of data. Three parties are involved in the
proposed scheme. They are data owner, cloud server and
third party verifier. Data owner is responsible to store and
retrieve data to/from cloud. He also involves in data
dynamics in secure fashion. The cloud service provider is
responsible to provide storage services and the security
services available. The third party auditor, as the name
implies, performs audit operations in order to ensure that
the data integrity [3] is not lost. Data owner gives
verification information to third party auditor so as to
enable him to verify data integrity. The auditor performs
audit on outsourced data and provides report to cloud data
owner. The remainder of the paper is structured as follows.
Section Il reviews literature on secure outsourcing of data.
Section 11l provides information about proposed system.
Section 1V presents the prototype application. Section V
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presents the experimental results while section VI
concludes the paper besides providing directions for future
work.

1. RELATED WORK

This section provides review of literature on security
provided to outsourced data in cloud computing
environment. For cloud computing scenario, the traditional
cryptographic techniques do not work for ensuring data
integrity. Without having local copy such schemes [4], [5]
and [6] do not work and thus cannot provide a practical
solution. As the communications become expensive, the
traditional approaches can’t be applied to outsourced data
to cloud.

With traditional cryptographic techniques the public
auditability becomes expensive and infeasible. The cloud
service providers and cloud users might take the help of a
TPA as they can avail expert services of TPA. Many
schemes came into existence. They include PDP [7], Proof
of Irretrievability [1], and some of the improved forms of
these two techniques. These techniques are based on the
probabilistic proof techniques. They also work in publicly
verifiable way. Thus public auditability came into
existence.

In [8] and [9] the researchers focused on the public audit
services. These schemes are privacy preserving in nature.
Generally they split the outsourced file into n blocks and
generate verificationo code for each block. All blocks are
kept in equal size with 20 bytes or 160 bits. This kind of
concept was explored well in [10]. There are some issues
with tags generated for security. They include insufficient
auditing. In order to overcome this problem fragment
technique was introduced. Dynamic scalability is one of
the core design principles of cloud computing. It does
mean that users can access data and also perform data
dynamics.

1. PROPOSED SYSTEM

The proposed system involves three parties. They are data
owner, cloud service provider and third party auditor. Data
owner is responsible to store and retrieve data to/from
cloud. He also involves in data dynamics in secure
fashion. The cloud service provider is responsible to
provide storage services and the security services
available. The third party auditor, as the name implies,
performs audit operations in order to ensure that the data
integrity is not lost.

Data owner gives verification information to third party
auditor so as to enable him to verify data integrity. The
auditor performs audit on outsourced data and provides
report to cloud data owner.

For actual scheme for interactive auditing the mechanisms
are taken from [1]. Figure 1 illustrates the schematic
diagram showing three parties involved in outsourcing
data to cloud, retrieving it and providing interactive audit
services.
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Figure 2 — Schematic overview of the parties involved
As shown in Figure 2, the cloud service providers such as
Google, Microsoft, and IBM etc. help in outsourcing data
in the real world. However, in this paper we built a custom
simulator application that demonstrates the parties’
involvement. In the proposed prototype implementation
the three parties are named as client, service provider and
third party verifier. The flow of activities of each party is

presented in Figure 2.
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Figure 3 — Flow of activities of all parties

As can be seen in Figure 3, a client can register himself
and perform operations like file upload, download file,
communication with auditor, getting messages related to
verification from auditor. The server part will perform
operations like storing given data and providing desired
messages from time to time. The third party verifier is
responsible to perform the activities like file verification,
download verification, key request to client and so on.
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V. PROTOTYPE APPLICATION
We built a prototype application using Visual Studio 2012
in a PC with Windows 7 operating system, 4GB RAM,

core 2 dual processor. Microsoft .NET 4.0 is the
framework wused for application development. The
application is built using ASP.NET and C#. The

application demonstrates the operations of all the parties
involved.
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Figure 4 — Registration form
Data owner registers himself in order to have an account
with cloud service provider. This account is used by him
from time to time to outsource data beside other data
dynamics. After registration process, the data owner can
perform various operations.
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Figure 5- Zero knowledge based encryption and

decryption operations
As can be seen in Figure 5, it is evident that there is result
for zero knowledge based encryption and decryption for
select data. There are other operations involved such as
third party verifier taking verification details from client
and making efficient audit services so as to ensure data
integrity.

V. EXPERIMENTAL RESULTS
Experiments are made with files having different size.
Computation and communications costs against given file
size with ratios such as 10%, 20%, 30%, 40% and 50% are
used. As the ratio and file size decreases computational
time and communication cost are reduced.
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Figure 6 - Experiment results under different file size
As shown in the figure 6 the horizontal axis represents size
of files while vertical axis represents computation and
communication costs. The results reveal that the file size
has its influence on computation and communication
costs.
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Figure 7 - Experiment results under different file blocks
As shown in the figure 7 the horizontal axis represents size
of file blocks while vertical axis represents computation
and communication costs. The results reveal that the file
block size has its influence on computation and
communication costs.

VI. CONCLUSIONS AND

RECOMMENDAITONS

In this paper, we study the data integrity of outsourced
data. Data owners outsource their data to cloud. Based on
the security concepts presented in [2], in this paper we
built a prototype application that demonstrates the concept
of secure outsourcing of data. The proposed application
facilitates three parties to have respective operations. They
are data owner, cloud service provider and third party
verifier. Data owner is responsible to store and retrieve
data to/from cloud. He also involves in data dynamics in
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secure fashion. The cloud service provider is responsible
to provide storage services and the security services
available. The third party auditor, as the name implies,
performs audit operations in order to ensure that the data
integrity is not lost. Data owner gives verification
information to third party auditor so as to enable him to
verify data integrity. The auditor performs audit on
outsourced data and provides report to cloud data owner.
The empirical results reveal that the proposed application
simulates the proof of concept. Our future work includes
working security mechanisms with real cloud.
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