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Abstract: Cryptography is the oldest and effective way to provide security to computer networks and data. The very 

first cryptographic techniques were developed over 200 years ago. As technology grows there is an evolution in 

cryptographic techniques. A thorough understanding of cryptography and encryption will help people develop better 

ways to protect valuable information. In present scenario modern cryptographic techniques provides a better way of 

encryption. Algorithms like Symmetric and Asymmetric key, ECC cryptography techniques had tremendous 

advantages over classic techniques [1] but they are also having some drawbacks like security issues, hence did not 

provide full security to the network. The recent technique Quantum Cryptography is a solution to above problem but 

there are some issues regarding practical implantation of this approach. Bimolecular Computation has led to remarkable 

new dimension in secret communication i.e. DNA cryptography[2]. It is a novel field technology that brings forward a 

new hope for unbreakable algorithms. DNA cryptography has much more storage and computing capabilities than the 
traditional cryptographic algorithms. This paper will build a comparison between old cryptographic algorithms and 

their issues and it also provides an overview of different approaches used in DNA Cryptography. 
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I. INTRODUCTION 
Computer Security can be defined as protection yielded to 

an information system in order to achieve the 

desiredobjectives of maintaining the integrity, availability, 

and confidentiality hardware, firmware,software, and 

information(information system resources)[23].There are 

mainly three goals of data security namely as data 

confidently, its integrity and data availability. FIG.1 

shows above three concepts which frequently referred as 

CIAtraid.The above goals of security are fulfilled when 

security engineering meets mathematics, i.e. 

cryptography.It provides us with the tools that underlie 

most modern security protocols. 

II. CRYPTOGRAPHY (BACKGROUND 

WORK) 

Cryptography refers to the science and art of planning 

ciphers. The study of ciphers and cryptanalysis is known 

as Cryptology, where cryptanalysis can be defined as art 

of breaking ciphers. An original message is known as 

plaintext, while the encryptedmessageis called the cipher 

text [6]. The process of converting from plaintext to 

cipher/encrypted text is known as encryption of the data 

and the very reverse process is known as decryption of the 

data.Thereexistmany algorithms of cryptography over 200 
years old.This paper discusses only modern cryptographic 

techniques.Cryptography can be classified (on the basis of 

their encryption process) as Symmetric Key Cryptography 

(SKC) and Public key cryptography also known as 

Asymmetric Key Cryptography (AKC)[1].The latter one 

use different keys for encryption and decryption whereas 

symmetric key cryptography use same key for the 

encryption and decryption[5].A comparison between 

symmetric and asymmetric key cryptographic algorithms 

made. 

 

 
FIG.1.Security requirements triad [23] 

A. Symmetric encryption 

 

 Authentication: It did not provide origin 

authentication. 

 Key Size:Symmetric key size and length is often 

smaller than asymmetric key. 

 Size of cipher text :Usually the same or less than 
that of the plain text . 

 Issue :Key exchange is a major problem (Discrete 

Logarithm Problem). 

 

B. Asymmetric encryption 

 

 Authentication:It provides origin 

authentication.Key Size:Symmetric key size and length is 

often smaller than asymmetric key . 

 Size of cipher text :Cipher text size is greater than 

that of the plain text. 

 Issue :There is no problem in key exchanging. 

After comparing Symmetric and Asymmetric encryption 

,let take a look of the discrete logarithm problem in brief . 
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C. The Discrete Logarithm Problem: 

Let us consider some group G, suppose α, βϵ G. then if we 

solve for an integer y such that αy =β.This is known as the 

discrete logarithm problem [3]. Thediscrete logarithm 

probleminZg is considered difficult if g has at least 150 

digits and g-1 has at least one large prime factor as close 

to g. These criteria for gare safeguards against the known 

attacks on discrete logarithm problem [7].Let consider 

there is sender Alice and on the other end BOB is the 
receiver’s secure transmission of data has to be between 

these users. In finite fields consider a function F 

={1,2,3,4,………….p-1}Alice have to choose a secret key 

X (random) from  F {} and similarly BOB have to choose 

Y (random) secret key from F{} .they will compute[ 

G=(gy)x = gxymod p] and [G= (gx)y = gxy mod p]. 

Now if there is an eavesdropper named kainth, he has to 

computegxy from gxandgyknowing x and y and there he 
will face the Discrete Logarithm Problem in finite fields. 

FIG.2 demonstrates the keyexchange model. So to defeat 

these issue Diffie-Hellman Key exchange algorithmis used 

in cryptography techniques. This allows two parties with 

no prior knowledge of each other to establish a shared 

secret key, which typically cipher.  

DSA and RSA are thesubstitutefor the public key systems 

known as Elliptical Curve Cryptography. 

 

                                                     
ALICE       BOB

 FIG.2.Secret Key echange model [3] 

D. Elliptical Curve Cryptography (ECC) 

ECC is an alternate for public-key that provides an 

analogous level of security and what is more of shorter 

keys than typical public-key algorithms. ECCwas brought 

in 1985 by Victor Miller [20] and Neal Koblitz [13]. ECC 

throughout binary field is of specific concern because the 

operations in binary field a time efficient and more spaced. 
There are unlike forms of ECC techniques that are sorted 

as: 

 The Elliptic Curve Diffie-Hellman key agreement 

scheme (keyexchange approach) suggested by Diffie-

Hellman scheme and it is based upon the public key 

cryptography [8].  

 Elliptic Curve Digital Signature: This scheme 

was based upon the digital signature algorithm and is 

known as Elliptic Curve Digital Signature Algorithm. 

 The Elliptic Curve Integrated Encryption Scheme 

in which encryption and key generation takes place in one 

step.   

ECC is a type of public key cryptosystem in which secret 

key has to be shared because EEC deals with two points(x, 

y) which satisfied the curve equation (y2 = x3 + ax + b), 

and there exists different points on the elliptical curve 
including a point at ∞.General definition for an elliptic 

curve will be the Weierstrass equation applied condition 

that 47 a2 + 27 b2 ≠0.  

Advantages: 

 Key Size: The key size (160 bits) is small 

andmuch more secure than that of RSA with 1024 bits 

key. 

 Robustness (memory and processing time): As 

ECC uses small length key pairs (Public and Private) .So it 

become robust in case of memory requirement and 

processing time as compared to RSA.[14] 

 ECC is better decision for small devices with 

limited computational power and memory chip.. 

 Preferred for mobile devices. 

Issue:ECC is slower just in case of enciphering method 

and signature verification than those of regular 

cryptography. 

One –Time Pad:All cryptographic systems mentioned 

above are at risk of attacks. Thus there's need of secret 
writing technique that can’t be cracked. This new 

technique is thought as one time pad. In cryptography it is 

a secret writing technique that can’t be cracked if used 

properly. A plaintext is matched with random, secret key 

(or pad) every bit or character of the plaintext is encrypted 

by the combination it with the corresponding bit or 

character from the pad using modular addition as shown in 

FIG.3.  [13].Itwas unreal within the early 1900's, and has 

since been evidenced as unbreakable. The unbreakable 

aspect of the one-time pad comes from two assumptions: 

 The key used is completely random 

 The key cannot be used more than once.  

The security of the one-time pad relies on keeping the key 

100% secret. It is implemented by using a modular 

addition (XOR) to combine plaintext elements with key 
elements. The key used for encryption is also used for 

decryption. 
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FIG.3. An example of a one-time pad implementation using modular 
addition. 

E. Quantum Cryptography: 

Quantum Cryptography: Modern Cryptography has certain 

limitations. Public key cryptography involves complex 

calculations which consume more time for encryption and 

decryption. Also these algorithms are applied to substitute 

keys rather than for the encryption of twisting amounts of 

date. RSA and therefore the Diffie-Hellman key schemes 

are usually utilized to distribute symmetric keys among 
remote parties as a results calculations area unit slow. As 

asymmetric encoding is slower than that of symmetric 

encoding, a brand new hybrid approaches a new reward of 

the speed of a shared key system.  PKC systemssecurity 

for the initial exchange of the symmetric key  [11]. There 

comes a new technology into existence known as 

Quantum cryptography. This algorithm is a combination 

of Quantum key distribution (QKC) and one time pad so 

that eavesdropping is not possible in this algorithm.. 

Quantum key distributionreplace the traditional key 

distribution method .For example, Alice will send a 

particular key to Bob. Instead of this Alice and Bob 

initially generate their own, independent random number 

sets which contain more numbers than they need for the 

key material that they will share. Laws of quantum physics 

guarantied of  secure communication. Alice begins by 

sending a message using a photon gun to send a stream of 

photons to Bob which is randomly chosen in one of the 

four polarizations that correspond to vertical, horizontal 
and diagonal in opposing directions.These polarization are 

0, 45, 90 and135 degrees respectively [15][18]. Bob will 

randomly choose a filter and receive the message. Next by 

using out-of-band communication system it measure 

which photon is correct and inform Alice without telling 

correct measurements. Photos which are not measured 

correctly will be discarded and rest of photons converted 

into bits. If any eavesdropper tried to decode the 

information, he did not able to do so unless he knows the 

correct polarization of each particular photon. Hence it 

provides total security to the data [12]. 

Advantages: 

 As photons cannot be duplicated because photons 

will be destroyed once they are measured or tampered, so 

it provides undefeated key security.[15] 

 As encryption key predefines the   length of the 

one-time pad will correspond to the length of the message, 

if transmitted message suffered much deviation than the 

original message receiver section will easily depict that 

there is loss of data. 

 No cloning theory of photons provides better 

security as it is impossible to replace it without notifying 

the other related party [11] and less resources needed to 
maintain it 

Issues  

 In QKD the signal is currently limited to 90 

miles. 

 Quantum signature techniques provide only 

limited function such as verification that’s why its 

practical use is limited to specified situations. 

 QKC works upon quantum bits known as qubits, 

which are either 0 or 1.qubit will discard information 

which is in-between 0 and 1.This is a major issue of QKC 

[1]. 
F. Molecular computation 

It is a collimate computation where data can be stored and 

processed inside objects of molecular size. Bimolecular 

Computation (BMC) is molecular computation which 

employs biotechnology techniques like recombinant DNA 

operations. BMC and therefore Quantum Computation are 

molecular computation. But they dissents each other by 

many parameters, few of them are listed in TABLE.2.  

G. Hamiltonian path problem: 

In graph theory the Hamiltonian path problem and the 

Hamiltonian cycle problem are problems of determining 
whether a Hamiltonian path which is defined as a path in 

an undirected or directed graph that visits each vertex 

exactly once or we can say that Hamiltonian cycle exists 

in a given graph is directed or undirected. There are n! 

different sequences of vertices that might be Hamiltonian 

paths in a given n-vertex graph so a brute force search 

algorithm that tests all possible sequences would be very 

slow. There are several faster approaches. First one is 

Frank Rubin that separates the edges of the graph into 

three different classes. Those must equal in the path, those 

that cannot equal in the path, and undetermined. The other 

one is dynamic programming algorithm of Bellman, Held, 
and Karp can be applied to solve the problem in time O 

(n2 2n).Else there is one more algorithm that provide 

solution to the above problem which is known as DNA 

computing. Given graph the problem asks if there exists a 

path that visits each vertex exactly once. Adelman 

carefully designed one set of DNA sequences to encode 

the vertices of the graph and another set of bridge DNA 

sequences to encode edges between these vertices [21]. 
 

TABLE.2.Comparision between Quantum Computation and Bimolecular 

Computation (BMC)[7] 

Quantum Computation Bimolecular Computation 

(BMC) 

Parameters  

Process Reversible Reversible and Non-

Reversible 

Energy 

Consumption 

1. Dissipate no energy 

or depend on the 

technology used. 

1. Recombinant DNA 

operations (reversible) 

they require arbitrarily 

small energy. 

2. Other recombinant 

DNA operations like 

separation (non-

reversible), and use 

approx.  10
-19

Joules per 

operation. 

Encryption 

Plain Text: 001101 

Secret Key: 101111 

 

Chipper text 

Plain Text (XOR) Secret 

Key 

100010 
Decryption 

Chippered text: 100010 

Secret Key: 101111 

 

Plaintext 

Chippered text (XOR) 

Secret Key 

001101 
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Volume 

Bounds 

Comparatively better 

as the volume is 

no more that the 

number of qubits. 

Increase exponentially 

with the input size 

Processing 

Rate Bounds 

Can be execute at 

microsecond or even 

picosecond rates, but 

may be large as it 

depends upon the size 

of measuring 

apparatus 

Vary within few seconds 

up to 100 min. as it 

depends upon temp. ,pH, 

solution concentration 

e.t.c 

Data Storage In the form of Atoms 

and photons 

In the form of DNA and 

RNA 

Examples QKC RNA 

 

H. DNA Computing: 

Adleman[20]proposed the DNA computing which give 

solution to the Hamiltonian path problem and to the others 

to combinatorial problems using molecular computation. 
DNA stands for Deoxyribo Nucleic Acid. It is also called 

as an information carrier. DNA is composed of two long 

strands of nucleotides, each containing one of four bases 

namely as (adenine (A), guanine (G), cytosine(C), thymine 

(T)) which are deoxyribose sugar and a phosphate group 

[19]. By using brute force method he solved the instance 

of graph containing seven vertices by encoding it into the 

molecular form algorithm and then different 

computational operations were performed with the help of 

some standard enzymes. Lipton[18] extended the work of 

Adleman by solving one more problem (NP-complete) 

called “satisfaction” by using DNA molecules in a test 
tube to encode the graph for 2 bit numbers. 

DNA Analysis and Storage Data:There are different 

techniques to analyze DNA and it is possible to 

manipulate them only due to the important techniques that 

were designed and developed for this purpose. Some of 

them are mentioned here [24]. 

 DNA sequencing: It helps to determine the order 

of nucleotide’s bases in a DNA sequence. Fluorescent tags 

can be used for the nucleotide bases and obtaining a 

fluorescent complementary. 

 DNA recombination:. It is a technique for 
manipulating the genes. In this method certain proteins - 

enzymes are used to cut and paste parts of the DNA 

spiral.It is also named as gene splicing. 

 Hybridization: It is a natural process in DNA 

molecules. Hybridization came into existence when two 

complementary strands of DNA come together to form a 

double-strand. This is a slow at the beginning, the rest of 

the matching process is fast if the strands are all 

complementary. 

 DNA synthesis: It isprocess ofcreation of 

synthetic DNA molecules named oligonucleotides. 
Synthetic Oligonucleotides represent DNA strands 

usually10-100 nucleotides long. 

DNA provides a medium for ultra-compact information 

storage In DNA large amounts of data can be stored in 

compress volume. DNA has much more storage capacity 

than that of conventional electronic, magnetic and optical 

media. Most recombinant DNA techniques are applied at 

concentrations of 5 grams of DNA per liter of water. Then 

a liter of water contains in solution about 1021 DNA 

bases. One liter of water provides an associative memory 

with 1019 to 1020 bytes, which is 107 to 108  tera-bytes, a 
very big amount of data[19].To store the same kind of data 

on hard drives the densest storage medium in use today 

one would need 233 pieces of three TB drives which 

weights a total of one hundred and fifty one  kilos. 

 

III. DNA CRYPTOGRAPHY (RELATED 

WORK) 

An efficient direction of providing data security can be 

termed as DNA based Cryptography. In this plain text will 

be converted to the message which cannot be read by any 

eavesdropper. The encryption and decryption use DNA 
sequencing property of the DNA.DNA cryptography 

enhances the data security effective encryption algorithms 

by using DNA as a medium for large scale computation 

system. Biological properties of DNA sequences are used 

in almost of the cryptographic works.DNA cryptosystem 

use random one time methods These encryption method 

used mapping methods which include [21] (i).substitution 

method where encryption of message sequence is done by 

associated matching with corresponding section of one 

time DNA pad and the other method for encryption is (ii) 

The use of XOR computation and decryption is done by 

the same method, obviously in reverse manner.  
 

TABLE.3. DNA ALGORITHMS BASED ON SYMMETRIC AND 

ASYMMETRIC KEY CRYPTOGRAPHIC APPROACH 
Symmetric key Cryptographic 

Approach 

Asymmetric key Cryptographic 

Approach 

Algorithm :YAEA DNA 

Encryption 

Technology Substitution, one-

time pad. 

Algorithm : Public-key system 

using DNA 

Technology: Molecular 

Algorithm : Secure routing in 

MANETs  

Technology: Central dogma of 

molecular biology, one-time pad. 

Algorithm  : Encryption Scheme 

Using DNA 

Technology  : PCR 

amplification,DNA synthesis 

and DNA digital coding,  

Algorithm: Secret Data Writing 

Using DNA Sequences, 

Technology:one-time pad. 

Algorithm: Asymmetric 

Encryption and Signature with 

DNA 

 

Technology 

:Hybridization,DNA chip 

technology,  

Security and Complexity of DNA 

Based Cipher 

Technology DNA Indexing, one-

time pad 

Digital information storage in DNA: Small scale 

workresults in the difficulty in reading and writing 
faultless and long aDNA sequences. So it has a small 

spectrum of applications. Thisparticular issue led to 

encoding of digital information by using encoding 

schemes like base-2 and ASCII encodings with the help of 

next-generation DNA synthesis and 

sequencingtechniques[5]. These techniques have some 

advantages over the previous DNA storage approaches. 

 Easy understanding of DNA sequences :  Instead 

of two bits per base a  new method which allows us to 

encode of  one bit per base, i.e. A or C for 0, G or T for 

1.It also providesencoding of  messages different ways so 

that sequences can be read or write easily . 
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 Splitting: Splitting of the bit stream into 

addressed data blocks can be done so that we eliminate the 

need for long DNA constructs that are complex to 
assemble at this scale. 

 Vitro approach:By using vitro approach we can 

avoid cloning and stability issues of in vivo approaches. 

By using above new methods we can overcome with the 

issues of previous DNA storage approaches. 

Advantages:  

 DNA-Regeneration: By using this method one 

can generate  binary random sequences of any length using 

DNA structures for public or private databases and the 

number of distinct random sequences is practically 

unlimited.[2] 

 Security: DNA cryptography provides a better 

security to the encrypted data than that of previous 

cryptographic techniques. 

 Storage:It provides security to large amount of 

data, i.e. it can store more information and data than the 

other cryptographic techniques.  

 OTP cryptosystem: OTP system is 

unbreakable.The OTP key doesn’t have to be transmitted 

entirely to the recipient. It can easily generate the key by 

using the same DNA database. 

 Hence it provides an easy key management and 

this remove main drawback of symmetric cryptography: 

difficult key management when the number of users 

grows.  

Issue:DNA cryptography has wide applications and far 

better than traditional cryptographic techniques. But 

beside all of these has it has some issues like 

implementation of this approach is quite difficult than the 

others technique. 

IV. CONCLUSION 

Symmetricand asymmetriccryptographic techniques 

provide more security to data then those of traditional 

cryptographic techniques, but it has certain issues like 

discrete logarithm problem. As technology grew, these 

approaches failed to provide security to the data. To 

overcome this ECC and Quantum Cryptographic came 
into existence. But these approaches also suffer from 

certain limitations as mentioned above in this paper. 

Finally DNA cryptography came into existence in recent 

years. Benefits of this technology are beyond our 

imagination,but this implementation of this technology is 

quite difficult as it requires. Asunderstanding of 

cryptography and encryption will help people develop 

better ways to protect valuable information as technology 

becomes faster and more efficient. 
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