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Abstract: In this paper we proposed an approach which isombination of Steganography technique and
Watermarking. Steganograptschnologies playn important role of security and privaghirough which thesenseof
security for hiding information into another information becemwreinfluential. Watermarkingtechnology is also
very useful due tats importancein detection and prosecution of softwagatesand digitalthievesand also for
copyright protectiorof imagesThe basic idea of thiapproacthis that itwill transfer an image by hiding ihto anotter
image with the help of watermarking technique avel are also using spatial domain LSB technique for security
purpose.
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I. INTRODUCTION
In this paper we proposedh approachin which animage Stego Image
is being transferredand securedby the technique of
steganography and watermarking so as to protect the data Sende g\Rﬁceiver
more easily. A combination of steganography and
watermarking provides us a better security for
transmission. Thigpproachwill limit the distortion which
might occur in an image whileprocessing. Another
advantage of thiapproachis thatwe are embedding a text
watermark in our original image and that text watermark is/'
converted in the form of an image for making our original \ \

image secure

Embedding Extraction

SecretKey Cover Image secret key

Il. STEGANOGRAPHY
Steganography is data hidden witliata. Itis an art and
science of communicating isucha waywhich hides the . , )
existence of communication[1], [6].The main Figure 1.Basic Steganography Scenario
methodologies used in steganography systerthareover These four categories of file format are used in
image, asecretmessagea secret key and an embeddirStegangraphy forhiding purposethe most populahiding
algorithm. Inthe steganograghscenario sender has techmquels image formatecausehiding mformatlomn
select a carrier media for sending message like an in@n image with a secret message can easilposted over
file, audiofile, videoor any texfile [14]. Thecover image the Internet[8]. Thereare many different methods to hide
which is used as a carrier can be image aadio, video information inside an imagdy encoding each bit of
file in which the secret messagenislden;the secret key isinformation and embed the messageainoisy area for
usually used tdransferthe secret message according drawing less attention
the hidden technique othe algorithm. The algorithm
which is used for embedding tlsecret message image _. . lI.DIGITAL WATERMARKING .
is the way we want toembedit in the cover image ancp'g'tal watermarking is a process of embedding

how efficiently th m incaloorithm will hi h |nf0r.m§tti.on.in the digit.al mediandhidesit in ;uch a way
sgcre? mceis;éet ir?tcc?vetr)(iarcrj\igg gorit de the that it is irvisible from itsuserg[13]. We can hide it into a

multimedia object so that watermas&nnotbe detected or

Secret message Secret message

TYPES OF STEGANOGRAPHY: extracted from thabbject B].
1. Text Watermarkingis a very popular technique which
2.Image is used insteganography. Inhis approachwe mainly

) focus on watermarking technique fapplyinga textas a
3. Audio watermarkwhich is converted intan imageand embed it
4.Video to the secret imagafter which weapply a gaussian noise
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to it for security purpose arttienit is ready to transmit it IV.LEAST SIGNIFICANT BIT (LSB)

to the receiver end[16]. There are two types oLeast Significant Bitsubstitutionis the most popdar and
watermark: simple technique for steganograptand is an easy
1. Visible Watermark approach fochanging bitsn imagean[2]. Thereare many
2. Invisible Watermark algorithms availeble for digital watermarking buthe

simplest algorithm is Least Significant Bit insertion
method. Theprimary concept of.SB isto conceafew or
all bitsinside an imagéhatarereplacedwith bits of secret
messag¢a].

1. Visible Watermark: -In visible watermark data is
visible in the image or video, it is usually used as
company logo which means that the information in
company logorepresentghe owner of the medi§l6].

Most of the television channels have thmivn logo which
means informatin on a specified channel is sadind no
one can use their logo without the channel permission.

V.SPATIAL DOMAIN TECHNIQUE
In our proposed methotbgy we are usingSpatial
Domain Techniquebecause itleals with the image pixels
2. Invisible Watermark :- In invisible watermarkingyalues which are manipulated to achievehancemerg],
information is embedded into a digital medidjectin the [17]. Spatial Domain Technique is based on direct
form of image, video, audio and text forndatthat object manipulation of the image pixeland are useful for
is known asinvisible watermark. Its appearance is Samembeddingeach p|Xé of gray level values of an image
asthe original image nobody can identifigat anything is [9]. The degradation of the original image is not easy and
hidden in thaimage[8]. The most important advantage hiding capacity is moree. more information can be stored

“invisible watermark is copyright protection in an image because spatial domain referthe image
EMBEDDING & DETECTING PROCESS oOf Plane itself and are based on direwnipulationof pixels
WATERMARKING in an imagg3].

In embedding watermark in an imageeedsa watermark Spatial domain processdenoted by the expressian
or alogo, a cover object and a secret KEye secret keyis =~~~ T

of two types firsta Symmetric Key in Wwich sendeand g(x,y) = T[f(x,y)]eeeéee(1l

receiver both areéhaving the same key and secoad wheref(x, y) is inputimage,g(x, y) is processed image

Asymmetric Key in which theenders having a differentapng T is a gray level transformation function of the form
key and the receiver is havingdifferent key, wecanuse

any one of the keyfor security purposeand during s=T(r) eeeeee 2
transmissiomobody knows thatrgything is hidden in thatwherer and s denote the gray level of f§ an g(x, y) at

image because it will appear like the origimalage [3]. anypoint(x, y) as shown in the figure below:
The figurebelowshows the embedding process.

Origin ¥
Watermark >
Logo —l
A
Cover Watermarked
Secret
Key x Vv
Figure 2.Watermark Embedding Process &y
The figure below shows the detecting process: Figure4. 3 X 3neighborhoodibout gpoint (x,y) in an
image
Watermarked
Data VI.PROPOSED METHODOLOGY
- The proposed methodologworks on steganography,
watermarking and LSB technique to encrypt secret
R Recovered image ormessage. Followingtepsshow how our
Detection __,  Watermark methodology works
S -~ In the layout of our methodology there are six different
Key parts of modules which are designed and coded in
MATLAB.

The first three modules will work for sender side modules
. . and last three will work for receiver sides modules which
Figure 3.Watermark Detection Process are as follows:

Copyright to IJARCCE DOI 10.17148/IJARCCE.2015.4880 368



ISSN (Online) 2278-1021

ISSN (Print) 2319 5940
International Journal of Advanced Research in Computer and Communication Engineering
IJARCCE
— Vol. 4, Issue 8, August 2015

= — It will appear like this when we select our sedneaige;it
| is a.jpg imageof Bill Gates.

Doy image

Figure5. Layout of Proposed Methodology

A. Sender Side Modules
1. Image Encryption.

2. Image Watermark Embedding. 2. IMAGE WATERMARK EMBEDDING

3. Image Steganograplipata Hiding). Image Watermark Embedding is that modulewhich
comes after image encryption module or after selecting an
input image. In this module evembed watermark into it,
which is aninvisible watermark or a text or we can say
that it is our secret messagewatermark texby selecting
“write watermark text button as showrnn the figure

A.SENDER SIDE above-
1. IMAGE E NCRYPTION

In Image Encryption module firste select an input image
or an original image which we agwing to transmit to the
receiver sideThis inputimagecan be in any format like
.jpeg, .bmp or .png imagesshown in the layoubelow:

[ =E

Figure8.Input image is selected

B. Receiver Side Modules

1. Image Steganograpliipata Extraction).
2. Image Watermark Extraction.

3. ImageDecryption.
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Figure 9Select Write Watermark Text button

As we click on thewrite watermark text button a box
will appearnamed agext to Image conversionin which
we have to write our secret messamewatermark textas
shown in the figurdelow:-

o5l Text ToImage Conversion EI@

delhi

Sego nage Extactinage

Figure6.Select input image

Select input image by clicking oeelect input image
button.

Lockn: [ ) Bueye -] «BE5E-

ALk

Beauty by Nature Images nichi pro img Template

=

Deskiop

=

Lbraties - ———

&. % | ‘/

Textoimage 10); i 1jpg 20P6

Conwvert Text to Image

Fie name: [1@is | o |
Flescitpe: [ ipg. "I, "pom. “pom. “prg) | Cancel

2
Figurer. Select .jpgimage

Figurel0.Text to Image Conversion
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Then click onConvert Text to Image button. It will cover imageb u t t. mthi8 methodology we havaken
convert the text into animage, so no onenspect thea .png imagebecause png imags saferthan any other

existence of any type of messagifter writing secret image format

messag®r watermark textve click onLoad watermark ppr
. . . . pick a jpge file
buttqn Wlth.'[he help 'of this the te>§t which is Conyerted e 7] « @ crm-
into image is loaded into the input image andhat time @ y. T e e B
- - . - oimage JPg JPg .
we apply LSB techniquetit for more security purpose. Recent Places

reading the cover image and secret image that is a R(C De;?
image into 256 gray scale values. After that we genera e
watermark into it, bysettig LSB value of input image by el et

Computer

the MSBvalueof the cover image and also calculating the v

We have changkast 1 bit of the input image by . i

Encoded.jpg exdractedl.png

1 'R

height and weight of both the input image or the cove | wews . ,a:f

image ,so thathe values that are changing can be settl e [ = - =

down according to the size of the images. e = ;Cm,
[ Fol &

"
%
(n
(H

s 10 b1

Figure 11LSB substitutionTechnique

wpiny] (oo

After we get the resultant watermarked imalgen in that
image we apply noise tit, to make more secureve are
applying gaussion noige it.

Figure 14Cover image for hiding

Figure 13.Selecting a cover image for hiding

Now comes the main part that is hiding part

which plays an important role in our methodologythis
part we hide the“resultant watermarkmagée into the
cover image which we have chosen yet and it can be done
by clicking thefi Hi d e B umta tg e fongction of this
button
image or cover image and then open both the message

image or cover imagafter that it will embed some bits of
message image into cover imaghen only the bits that
are embeded in the cover image must shift from LSBs to

MSBs and lastly embed zero bits to the cover image to

Steganog
observer

make it aist ego andageave this

Figure 12.Resultant Watearked image with noise | mage” .

3.IMAGE STEGANOGRAPHY (Data Hiding)

Stego image is that image in steganography in
raphy is a technique to hide information fromwhich we can hide our secret messages or inmatge
to establish invisiblecommunication. Inanother image.e. cover image when both the image are

steganography systemadobnsistsof a cover image whichcombine together or hide into one another with the help of

“hide image” is that

f

helps the secret message to hide it from its existencees ome coding then the resultan

Imagesteganography isne of its typein which we cani mage " .
hide our secret messages and transmit théolnternet or
to thereceiver side. Thi s “Stego i mage”

In this moduleof Image Steganography or Data Hidimg receiver side which lookdike the cover image only,
have to choose a covimage, itcan be any image of anbecause the purpose of using tb@/er image is thaits
format like .jpg .png or bmp typebecause we have t@ppearance which does not representexistence any

hide our secret image ogsultant watermarked imageto Mmessage into it. . .
the cover imagelt canbe done by seldcti c ki (twillappear like this;
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Figure 15Hiddenimage

Now the sender part or module is finishiadtly it will

only transmit the hidden image to the receiver side.

B.RECEIVER SIDE
1. IMAGE STEGANOGRAPHY (Data Extraction)

In this section of Image Steganography or DEx&raction
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2. IMAGE WATERMARK EXTRACTION

In this part of image watermark extraction we extract the
watermark which is embedded in the form of a text and
that text which is then converted into image, but firstly we
have to remove the gaussion noise and then watermark
after that onyy we can get our original image by clicking
onAExtract Watudartmar. k

Vo Wakormark Tont

ResultWatermark Inage:
Load Watermark

part we are going to extract the hidden data which irigyre18 Extracted Watermarnd noise from image
covered under a cover image andickhis send or

transmitted bythe sender side and it inown asfi s t €3, IMAGE DECRYPTION
i ma g #e can get this stego imadgy clicking on Imagedecryption is the reverse part of Imagecryption.

i St e g o buttorawdiehawill appear likéhis:-

Decryption is the process of transforming data that has
been rendered unreadable through encryption back to its
unencryptedform. In decryption technique it extract and
convert thedistorted data and transform it to texend
images that areasily understandale by thereceiver, it

can be accomplished by using a set of keyspas$word,
manually andautomatically. Thisis our original image
which thesender transfeiis to the receiver side.

Figurel6. Image Steganography (Data Extraction)
After receiving the stego image from the sender side no

we have to extract the hidden datasecretmessage or

image from itby clicking theAR Ext r act I mag
from this with the help of coding we are able to extract
secret data from the cover image and we get ou
watermarkedmage. Through this code we can get extract

our watermarked image from stego image.

Figure17 Extracted Imagéom cover image
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Figure 19.Decrypt Original image.

VII. CONCLUSION

The Experimental result shewthat the proposed
methoalogy is a combination of Steganography and
Watermarking which gives highly secured method for data
communication This effective methodis usedto hide
information inside an imageand it is not that easy to
inspec¢ by any unauthorized user teintify the changes or
existence of anyype of message inside thatage.In this
approach we ussecret keyof symmetric key type for both
sender side and receiver sitleat help us to hide our
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