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Abstract: The objective of this paper is to focus on security issues related to Mobile adhoc networks. Packet dropping
and modifying is a common attack in wireless networks. These attacks interrupt the communication network and are
difficult to identify in multi hop networks. The results present an effective scheme to identify the packet droppers and
modifiers by using ranking algorithms on the DAG generated by the nodes in the network. Simulation results are

presented.
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I. INTRODUCTION

Security is one of the major issues in mobile networks for
providing reliable communication. Packet dropping and
modification are common issues that can be launched by
an adversary to disrupt communication in wireless multi
hop networks. Several models have been proposed to
mitigate or tolerate such attacks, but very few can
effectively identify the intruders to address this problem.
The proposed scheme can identify misbehaving packet
forwarders that drop or modify packets. The analyses have
been conducted to verify the efficiency of the scheme.

To deal with packet droppers, a widely adopted method is
multi path forwarding [2], [3], [4], [5] in which each
packet is forwarded along multiple redundant paths,
packet dropping in some paths but not all of these paths
can be tolerated. To deal with packet modifiers, most of
existing methods [6], [7], [8], [9] aims to filter modified
messages and route within limited number of hops. These
countermeasures can tolerate the packet dropping and
modification attacks, but the intruders can still continue
attacking the network without being caught, to locate
packet droppers and modifiers in the network. It has been
proposed that the nodes will continuously monitor the
forwarding behaviours of their neighbours [10], [11], [12],
[13], [14], [15] to determine if their neighbours are
misbehaving, and the approach can be extended by using
the reputation mechanisms to allow nodes to infer whether
a non-neighbour node is or not [15], [16], [17], [18].

Mobile Ad Hoc Network (MANET) is a network with
wireless mobile nodes. Due limitations on resources, it not
only satisfies the application specific requirements such as
security, reliability and timeliness, but also minimize
energy consumption to increase lifetime. However, prior
work exists to consider the trade-offs in the presence of
malicious attackers. In a mobile network, nodes monitor
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the environment, detect events of interest, produce data
and collaborate in forwarding data towards a sink, which
could be a gateway, base station, storage node, or querying
user. A network is often deployed in an unattended and
unfriendly environment to perform the monitoring and
data collection tasks, when it is deployed in such an
environment, it does not provide physical protection and is
subject to node compromise. An opponent may use
various attacks to disrupt the communication. Among
these attacks, two are common such as dropping packets
and modifying packets, nodes drop or modify the packets
that they are supposed to forward. Security is crucial for
mobile networks deployed in hostile environments. The
packet droppers and modifiers may be random. Detecting
such attacks is very difficult and sometimes it’s
impossible. In this paper the monitoring and elimination of
packet droppers and packet modifier nodes is done using
ranking algorithms.

Il. LITERATURE SURVEY

Denial-of-service (DoS) attacks on mobile networks can
deplete network resources and energy without much effort
on the part of an adversary. Packet dropping attacks are
one category of DoS attacks. Lightweight solutions to
detect such attacks on MANETs are needed. Current
techniques for detecting such attacks in ad hoc networks
need to monitor every node in the network. Once they
detect malicious nodes that drop packets, a new path has to
be found that does not include them.

This introduces Adaptive Path Selection and Loading
(APSL) [2] as a multi-path data transmission scheme for
mitigating the effects of misbehaving nodes in mobile ad
hoc networks. In APSL, misbehavior resilience is achieved
by adaptively loading Reed-Solomon (RS) coded data into
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multiple node-disjoint paths. In order to maximize packet
delivery ratio, paths are loaded according to Path State
Information (PSI) which dynamically estimates the
availability and stability of each path. The evaluated APSL
through simulation in terms of packet delivery ratio,
normalized average end-to-end delay and overhead. APSL
can achieve more than 90% packet delivery ratio.
Compared to adaptive single path and adaptive multi-path
data forwarding with uniform loading, the packet delivery
ratio is increased up to 0.9 while the end-to-end delay is
reduced by a factor of 6 and the overhead is reduced by a
factor of 2.
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Considering a typical deployment of mobile networks,
where a large number of nodes are randomly deployed in a
two dimensional area. Each node generates data
periodically and all these nodes collaborate to forward
packets containing the data towards sink. The sink is
located within the network. It is assumed that all nodes
and the sink are loosely synchronized with time, which is
required by many applications. Attack-resilient time
synchronization schemes, which have been widely
investigated in mobile networks [17], [18], can be
employed. The sink is aware of the network topology,
which can be achieved by requiring nodes to report their
neighbouring nodes right after deployment.

I11. METHODLOGY

The objective is to propose a simple yet effective scheme
to catch both packet droppers and modifiers. Using node
categorization algorithm it is possible to identify nodes
that are droppers/ modifiers or suspicious nodes that are
droppers/modifiers.

= In the initialization phase, nodes form a topology which
is a Directed Acyclic Graph (DAG). A routing tree is
extracted from the DAG. Data reports follow the routing
tree structure.

= In each round, data are transferred through the routing
tree to the sink. Each packet sender/ forwarder adds a
small number of extra bits to the packet and also
encrypts the packet. When one round finishes, based on
the extra bits carried in the received packets, the sink
runs a node categorization algorithm to identify nodes
that must be bad (i.e., packet droppers or modifiers) and
nodes that are suspiciously bad (i.e., suspected to be
packet droppers and modifiers).

= The routing tree is reshaped at every round. As a certain
number of rounds have passed, the sink will have
collected information about node behaviors in different
routing topologies. The information includes which
nodes are bad for sure, which nodes are suspiciously
bad, and the nodes’ topological relationship. To further
identify bad nodes from the potentially large number of
suspiciously bad nodes, the sink runs heuristic ranking
algorithms.

The following sections, firstly presents the algorithm for
DAG establishment and packet transmission, which is
followed by the proposed categorization algorithm, tree
structure reshaping algorithm, and heuristic ranking
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algorithms. To ease the presentation, it focuses on packet

droppers and assumes no node collusion. After that, it

shows how to extend the presented scheme to handle node

collusion and detect packet modifiers, respectively.

= Most of the bad nodes can be gradually identified with
small false positive.

= Being effective in identifying both packet droppers and
modifiers.

3.1 Establishment of DAG and Packet Transmission

All nodes form a DAG and extract a routing tree from the
DAG. The sink knows the DAG and the routing tree, and
shares a unique key with each node. When a node wants to
send out a packet, it attaches to the packet a sequence
number, encrypts the packet only with the key shared with
the sink, and then forwards the packet to its parent on the
routing tree. When an innocent intermediate node receives
a packet, it attaches a few bits to the packet to mark the
forwarding path of the packet, encrypts the packet, and
then forwards the packet to its parent.

On the contrary, a misbehaving intermediate node may
drop a packet it receives. On receiving a packet, the sink
decrypts it, and thus finds out the original sender and the
packet sequence number. The sink tracks the sequence
numbers of received packets for every node, and for every
certain time interval, which makes a single round, it
calculates the packet dropping ratio for every node. Based
on the dropping ratio and the knowledge of the topology,
the sink identifies packet droppers based on rules derive.
In detail, the scheme includes the following components.

3.2 Packet Transmission

Each node maintains a counter Cp which keeps track of
the number of packets that it has sent so far. When a node
u has a data item D to report, it composes and sends the
following packet to its parent node Pu:< Pu ;<Ru; u; Cp
MOD Ns;D; padu;0gKu; padu;1>where Cp MOD Ns is
the sequence number of the packet. Ru (0<Ru<Np-1) is a
random number picked by node u during the system
initialization phase, and Ru is attached to the packet to
enable the sink to find out the path along which the packet
is forwarded. (X)Y represents the result of encrypting X
using key Y.

Padding’s padu, 0 and padu, 1 are added to make all
packets equal in length, such that forwarding nodes cannot
tell packet sources based on packet length. Meanwhile, the
sink can still decrypt the packet to find out the actual
content. To satisfy these two objectives simultaneously,
the padding’s are constructed as follows:

= For a packet sent by a node which is h hops away from
the sink, the length of padu,l is log(Np)* (h-1) bits. As
to be described later, when a packet is forwarded for one
hop, log(Np) bits information will be added and
meanwhile, log(Np) bits will be chopped off.

= Let the maximum size of a packet be Lp bits, a node ID
be Lid bits and data D be LD bits. padu;0 should be Lp-
Lid*2-log(Np)* h-log(Ns)-LD bits, where Lid*2 bits are
for Pu and u fields in the packet, field Ru is log(Np) bits
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long, field padu,1 is log(Np)*(h-1) bits long, and Cp The time interval to PDR is considered as 4 seconds and
MOD Ns is log(Ns) bits long. Setting padu, 0 to this nodes are considered with an interval of 15. The PDR is
value ensures that all packets in the network have the increasing with the time interval as the bad nodes are
same length Lp. eliminated.

3.3 Mobile Network Model Architecture AVERAGE END TO END DELAY(MS)

The architecture model presents the basic model of mobile
network
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Fig.3. shows time interval to calculate average end to end
delay which is calculated for every s 40 seconds and nodes

Slagr by are considered with an interval of 5.
Fig.1. Mobile Network Model Architecture &
Droppers: To deal with packet droppers, a widely adopted ®\\

countermeasure is multi-path forwarding, in which each
packet is forwarded along multiple redundant paths and
hence packet dropping in some but not all of these paths
can be tolerated.

Modifiers: To deal with packet modifiers, most of existing
countermeasures aim to filter modified messages to route
within a certain number of hops.

Sink: In each round, data are transferred through the
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routing tree to the sink. The sink shares a unique key with n/ \® @-50
each node. >

Fig. 4In the initialization phase, A routing tree is extracted
IV. SIMULATION RESULTS from directed acyclic graph (DAG).

This result is obtained running the in NS2 software the
performance analysis is carried out
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Fig2. Packet Delivery Ratio V. CONCLUSION

In fig.2. Show the efficiency of the network in terms of There are several applications that provide security in
number of packets delivered per section without data lost. mobile networks. This is one method which provides the
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secure data transfer between the nodes. If the packet is
dropped and modified that is identified in the network and
is eliminated from the network. A new network model is
reconstructed using DAG. With this technique there is
secure transfer of data achieved and also the end to end
delay is minimized and the efficiency of the system is
improved as well.
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