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Abstract: Cloud computing security is a fast-growing service that provides many of the same functionalities as
traditional 1T security. This includes protecting critical information from theft, data leakage and deletion. One of the
benefits of cloud services is that you can operate at scale and still remain secure. It is similar to how you currently
manage security, but now you have new ways of delivering security solutions that address new areas of concern. Cloud
security does not change the approach on how to manage security from preventing to detective and corrective actions.
But it does however give you the ability to perform these activities in a more agile manner. This paper provides a
survey on generic architecture of cloud and the challenges in making the cloud secure.
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. INTRODUCTION

The history of cloud computing is endemic with data disclosures either premeditated or unpremeditated. This discloses
the risks of privacy and privacy of the cloud data storage deployment. The first ever kind of the risk is the unintentional
disclosure of data which happens because of the errors in the design of the cloud computing software of the providers.
For instance, the non-authenticated users were allowed to view the documents by Google Docs due to a bug The history
of cloud computing is endemic with data disclosures either premeditated or unpremeditated. This discloses the risks of
privacy and privacy of the cloud data storage deployment. The first ever kind of the risk is the unintentional disclosure
of data which happens because of the errors in the design of the cloud computing software of the providers. For
instance, the non-authenticated users were allowed to view the documents by Google Docs due to a bug, whereas the
Flicker and Facebook have also leaked the private pictures of the users due to flaws [2].

Cloud computing is nothing but Internet computing generally the internet is seen as set of clouds; thus the word cloud
computing can be defined as utilizing the internet to provide technology enabled services to the people and
organizations. Cloud computing is new utility of this era, which many enterprises wants to incorporate in order to
improve their way of working. It implies sharing of computing resources to handle applications. Cloud computing
offers reduced capital expenditure, operational risks, complexity and maintenance, and increased scalability while
providing services at different abstraction levels, namely Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS),
and Infrastructure-as-a-Service (laaS). It is used in consumer-oriented applications such as financial portfolios
delivering personalized information, or power immersive computer games. It is a pay as peruse kind of service, hence
has become very popular in very less time.

To clearly understand the cloud security issues, we first need to understand the compound security challenges in a
complete way. Specifically, we need to: (i) investigate various cloud security attributes including vulnerabilities,
threats, risks, and attack models; (ii) identify the security requirements including privacy, integrity, availability,
transparency, etc.; (iii) identify the involved parties (clients, service provides, outsiders, insiders) and the role of each
party in the attack-defense cycle; and (iv) understand the impact of security on various cloud deployment models
(public, community, private, hybrid). The main contribution of this paper is that it provides a holistic study of the
security issues in the clouds that cover almost all the cloud components (data centers, computing infrastructure,
interfacing and networking, etc.), network layers (application, transportation, IP, etc.), and cloud stakeholders [3]
(providers, consumers, third party contractors, etc.). In this paper, we provide a comprehensive survey on the cloud
security and privacy concerns that includes: (i) cloud computing security issues (vulnerabilities, threats, and attacks);
(ii) attack classifications; (iii) relations and dependencies among attacks; (iv) known attacks; (v) comparative analysis
of some of well-known countermeasures; (vi) insights from the current security solutions to identify and address
unattended security challenges. Figure 1 illustrates a typical cloud based scenario that includes the cloud service
provider and the cloud users in a cloud computing architecture
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Figure 1: A Typical Cloud Architecture

The illustration of cloud architecture in figure 1 is a simplest one where few complex characteristics of cloud
computing (e.g. redundancy, server replication, and geographic dispersion of the cloud providers’ network) are not
shown — the purpose of the illustration is to establish the arrangement that makes the concept of cloud computing a
tangible one. The network architecture is self-explanatory with the identification of cloud users when considered in-line
with the discussion of the cloud computing concept. One notable part from the architecture is that, while the cloud users
are clearly identified and named accordingly due to their remote location and means of remote access to the cloud
servers, the admin users who are administering the cloud servers are not cloud users in any form with respect to the
cloud service provider’s network in the scenario. It is arguable whether the LAN users in figure 1 are cloud users or
not. Such room for argument could exist due to the phrase ‘cloud computing’ being a concept rather than a technical
terminology. If the definition of cloud computing is taken to have essential arrangements of being the servers located
remotely that are accessed through public infrastructure (or through cloud), then the LAN users in figure 1 may not be
considered as the cloud users in the context. With respect to distributed and grid computing as the mother technology
that define the infrastructural approach to achieve cloud computing, the LAN users in the scenario are essentially the
cloud users when they use the cloud services offered by the servers; the LAN users in this perspective are essentially
using resources that are ‘borrowed’ from the servers on an on-demand basis. Whereas the Flicker and Facebook have
also leaked the private pictures of the users due to flaws [4].

Cloud computing is nothing but Internet computing generally the internet is seen as set of clouds; thus the word cloud
computing can be defined as utilizing the internet to provide technology enabled services to the people and
organizations. Cloud computing is new utility of this era, which many enterprises wants to incorporate in order to
improve their way of working. It implies sharing of computing resources to handle applications. Cloud computing
offers reduced capital expenditure, operational risks, complexity and maintenance, and increased scalability while
providing services at different abstraction levels, namely Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS),
and Infrastructure-as-a-Service (laaS). It is used in consumer-oriented applications such as financial portfolios
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delivering personalized information, or power immersive computer games. It is a pay as peruse kind of service, hence
has become very popular in very less time [6].

To clearly understand the cloud security issues, we first need to understand the compound security challenges in a
complete way. Specifically, we need to: (i) investigate various cloud security attributes including vulnerabilities,
threats, risks, and attack models; (ii) identify the security requirements including privacy, integrity, availability,
transparency, etc.; (iii) identify the involved parties (clients, service provides, outsiders, insiders) and the role of each
party in the attack-defense cycle; and (iv) understand the impact of security on various cloud deployment models
(public, community, private, hybrid). The main contribution of this paper is that it provides a holistic study of the
security issues in the clouds that cover almost all the cloud components (data centers, computing infrastructure,
interfacing and networking, etc.), network layers (application, transportation, IP, etc.), and cloud stakeholders
(providers, consumers, third party contractors, etc.). In this paper, we provide a comprehensive survey on the cloud
security and privacy concerns that includes: (i) cloud computing security issues (vulnerabilities, threats, and attacks);
(ii) attack classifications; (iii) relations and dependencies among attacks; (iv) known attacks; (v) comparative analysis
of some of well-known countermeasures; (vi) insights from the current security solutions to identify and address
unattended security challenges. Figure 1 illustrates a typical cloud based scenario that includes the cloud service
provider and the cloud users in a cloud computing architecture [8].

The illustration of cloud architecture in figure 1 is a simplest one where few complex characteristics of cloud
computing (e.g. redundancy, server replication, and geographic dispersion of the cloud providers’ network) are not
shown — the purpose of the illustration is to establish the arrangement that makes the concept of cloud computing a
tangible one. The network architecture is self-explanatory with the identification of cloud users when considered in-line
with the discussion of the cloud computing concept [11]. One notable part from the architecture is that, while the cloud
users are clearly identified and named accordingly due to their remote location and means of remote access to the cloud
servers, the admin users who are administering the cloud servers are not cloud users in any form with respect to the
cloud service provider’s network in the scenario. It is arguable whether the LAN users in figure 1 are cloud users or
not. Such room for argument could exist due to the phrase ‘cloud computing’ being a concept rather than a technical
terminology. If the definition of cloud computing is taken to have essential arrangements of being the servers located
remotely that are accessed through public infrastructure (or through cloud), then the LAN users in figure 1 may not be
considered as the cloud users in the context. With respect to distributed and grid computing as the mother technology
that define the infrastructural approach to achieve cloud computing, the LAN users in the scenario are essentially the
cloud users when they use the cloud services offered by the servers; the LAN users in this perspective are essentially
using resources that are ‘borrowed” from the servers on an on-demand basis..

2. THE GENERIC ARCHITECTURE

The generic architecture is composed of two modules, i.e. the client module and the server module. The general
description of the model is given in the following figure.
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Figure 2. Block Diagram of the Generic Architecture

Copyright to IJARCCE DOl 10.17148/1IJARCCE.2018.7526 128



ISSN (Online) 2278-1021

IJ A RCC E ISSN (Print) 2319 5940

. International Journal of Advanced Research in Computer and Communication Engineering
IJARCCE ISO 3297:2007 Certified

Vol. 7, Issue 5, May 2018

2.1 The Client Module
The client module is mainly composed of three components. The access control component, the split and merge
component and the encrypt/decrypt component. The working of each component is explained separately.

2.1.1. The Client Access Control Component:

The access control component is responsible of the authentication and authorization of the cloud user. The simplest
mechanism of authentication is a user name and password. But this is too weak method of authentication for cloud
computing. The user will login with its user credentials (User Name, Password) and the cloud access control
component generates the two session password randomly. One is sent to the user’s official email account and the other
is sent to a mobile number of the user. The user can be authenticated using both of these session passwords. Once the
authentication is complete the access control module will go into the back ground and the rest of the data access and
storage will be done through split and merge and encrypt and decrypt components.

2.1.2. The Split and Merge Component:

After authentication, the user will be granted access to the cloud data storage services. When the client wants to send
data, the data will be split first by the split by using the split algorithm. The data can be received and merge algorithm
will be used to see the original data form. The split algorithm divide the data into even and odd bits of information and
then the merge algorithm reverse the process.

2.1.3. Encrypt/Decrypt Component:

After the data is split by the split and merge component, it is then send to encrypt/decrypt component. The
encrypt/decrypt component after applying the AES encryption techniques send the encrypted data to cloud storage
server, where the data is stored in the public component of the data storage server while the key will be store in the
private data component. The same mechanism is applied when the data is requested back from the storage. The key is
taken from the private data component and data from the public data component after decrypting the data is given back
to split and merge component where the merger algorithm is used to generate the original data.

2.2. The Server Module

The cloud server module of our architecture is also composed of three components. These components include the
authentication component, the private data component and the public data component. The working of these
components is explained as follows.

2.2.1 Authentication Component:

The authentication component works in close connection with the private data component of the server module. When
the server receives a request for the authorization of data access, it is the responsibility of authentication module to
randomly generate two session password and send one of it to user’s official email account and the other to the mobile
number. The user is then authenticated after checking the session passwords from the user.

2.2.2. Private Data Component:

The private data component is not only responsible the storage of the user’s credentials (Login Information). But it is
also responsible for the storage of secrete keys needed for the decryption of the data store in the public section of the
cloud storage. Only the owner of the data is able to access the private data section of the cloud storage and perform
operation like update, delete, append on the data. The user cannot perform data operations on private data section.

2.2.3. Public Data Component:

The public component stores the data which will be shared among all the authorized users of the specific data. All the
data stored in the public data section will be present in encrypted form. The owner is not only responsible for the
creation of data in this component, but also for the different data operations as well

3. SECURITY ISSUES IN CLOUD COMPUTING

Security of Cloud Implementation Models Basically, the deployment of a cloud is managed in-house (Private Cloud) or
over a third-party location (Public Cloud). While, for various reasons, it is deployed as an integrated private-public
cloud(Hybrid Cloud). A “Community Cloud” is a fourth type of cloud implementation models, where the infrastructure
spreads over several organizations and is accessed by a specific community. The different cloud implementation
models are shown in above Figure. In private cloud configuration an organization may have control over its
infrastructure or delegate that to a third-party, being physically on-site or off-site. Securing the in-house cloud
infrastructure is controllable and requires no need for extra trust mechanisms. While having a third-party service
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provider running the private cloud is prone to several doubts. Users adopt a private cloud implementation to increase
the security level. That decreases the isolation level between the services and the infrastructure. For instance, managing
the security of the provided service in conjunction with the existing firewalls and protection services [13]. Furthermore,
operating over a secure virtual private network is an option to isolate the private cloud hosted by a third-party. Despite
the benefits of a private cloud, several issues need attention as unbalanced resources utilization. A sluggish
infrastructure is a wasted resource for example.

3.1 Security challenges in Cloud

Before any organizations wishes to move towards cloud computing seems they have to overcome various challenges.
Existing scenario of the services offered by cloud, provides many solutions for problems. Few to name them, are
security stuffs, viability, and interoperability in addition to others. Probable answers have been put forth by some
authors to the various challenges, while few researchers highlighted the necessity for additional improvements. Security
is a critical issue that worries those considering an external outsource to hold their data and processes. The concerns
exceed the potential of data loss and corruption to matters of trust, service availability, and unpredictable issues. Some
evidences reveal the availability challenge such as instances of Google services interruption going from 1.5 to 8 hour
periods in 2008. Few Authors have highlighted ten hurdles to the expansion of cloud computing along with potential
chances for recovery. Among the hurdles there is the privacy of data for which they suggest data encryption as an
opportunity for resolution. Few authors put forth the need for serious acts toward improving the security of the clouds.
One of the proposals is the assurance given by Service Level Agreement (SLA) that is between the users and the
service provider. On the other hand, one of the many proposed possibilities is a “multi-tenancy” support in which
customizable security options allow individuals to adapt to their desired context. It is challenging to justify the costing
model in terms of cloud services. Cloud customers need to think of different tradeoffs regarding the cost of security
mechanism, communication, computing power, and integration. The infrastructure cost will be substituted by the cost
of data transfer and connectivity. Restraining the cost of communication is not an option, due to the high reliance on
regular large amounts of data transfer. Taking the special case of hybrid clouds where constant data transfer is required
between the private cloud, in-house IT infrastructure, and the public cloud. Few authors discussed the managerial
decisions of selecting a suitable costing model based on the available alternatives. Also they stated that on-demand
services offer reasonable usage-based fees for startups, in contrast to the high cost of in-house infrastructure. Cloud
services will replace or integrate with an in-house infrastructure, which requires a serious study of the charge-back
model. Cost analysis becomes more complex compared to the establishment of legacy infrastructure. One author
presented three areas for billing customers over the cloud, which are the cost of storage, access, and processing. That
increases the analysis dimensions considering a public cloud service. On the other hand, designing a secure architecture
will have an overhead of optimization to minimize the public cloud cost. Considering a hybrid cloud is a possible
solution to gain a better return on investment. A trade-off between the private or public cloud utilization is needed to
maximize the benefits over the costs, taking in consideration the desired security level.

SLA is an important matter when considering public cloud services, as presented in. It is important to have an
assurance before conducting serious business operations over third-party resources. The provider is expected To ensure
service accessibility, availability, dependability and performance. Potential problems of the agreements include the
interpretation of the conditions, as well as the evaluation criteria of the terms. That creates confusion on one hand; on
the other hand the terms may omit the customers’ expectations or requirements. Furthermore, the terms vary and
increase the SLA complexity for different cloud offerings as for laas, Paas, and Saas. For that the SLAS need to be
flexible in a way that adapts to customer specific requirements, at the same time clear to both parties. Automated SLAs
try to overcome the challenges here, but practically it is difficult as highlighted. Deciding what to migrate is
challenging, customers may hesitate when determining what to put over the cloud. Despite the reduction in the capital
and operational expenditures, trust and security concerns limit the migration decisions. The results of an investigation
presented one author show that security is the most significant concern. Specifically, the respondents are apparently
consider data protection and SLA at the top of the requirements for evaluating a service provider, while the security is
almost a must when the migration to the cloud is already in place. That indicates the tendency to prohibit the migration
of sensitive resources once security is not clear and highly assured. IDC’s survey shows an expected dramatic spending
increase to develop public clouds by 2014, to be around 55.5 billion US Dollars. More than half of the spending is
going to applications development, while infrastructure, servers and storage follow. Though, migration is expected to
be with higher possibility towards SaaS, coming next laaS and PaaS respectively. The interoperability of in-house
systems and data with cloud services is not straightforward. The lack of common interface raises the issue of data lock-
in. Furthermore, expanding the cloud services, possibly utilizing different clouds, is challenging and could be
impossible in some cases. Adopting a hybrid cloud approach raises many questions about compatibility of data and
operations as well [14]. Public and private clouds integration without common standards prevents a smooth and quick
cloud expansion. Few authors pointed to the need of standardizing the security issue, possibly by adopting a well-
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formulated security standard. Accordingly, a proposed solution in some paper suggests implementing standardized
API’s, which makes switching between clouds or services easier.

4. CONCLUSION

Cloud computing has seen a paradigm shift when it comes to exploiting the existing technologies. The inclination of
having cloud services as part of a society seems to be gaining more significance. Particularly in this day and age the
cycle of presenting more technological innovations is falling tinier. For many purposes, including the decrease of
capital expenses, establishments need to consider exploiting cloud services as a vital part of their grounds. However,
several challenges are keeping out the execution of vast placement and recognition levels. The primary shortcoming of
the current cloud service implementations is their incapability to deliver a high security level. Additionally, security
assertion necessities to cover the transmission channels which influences to include a third-party. To have better
exploitation of cloud services many issues need to be improved in a way to ensure high level of security, privacy,
genuineness, incorporation, quickness, scalability and trustworthy. Perhaps an automated SLA, third trusted party, or a
new improvement would be a fascinating study domain to cover the security issues pertaining to cloud computing.
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