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Abstract: Privacy of personal images is important for user acceptance. The media offer attractive means for interaction
and communication, but also raise privacy and security concerns. Online social media such as My Space, or the
Instagram, Facebook have experienced exponential growth in recent years. We analyze the impact of privacy concerns
on image.
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. INTRODUCTION

Images is a one of the key enablers of users’ connectivity. Sharing takes place both among previously established
groups of known people or social media. Most content sharing websites allow users to enter their privacy preferences.
Unfortunately, recent studies have shown that users struggle to set up and maintain such privacy on image . One of the
main reasons provided is that given the amount of shared image this process can be tedious and error prone. Therefore,
many have acknowledged the need of policy recommendation systems which can assist users to easily and properly
configure privacy. However, existing proposals for automating privacy appear to be inadequate to address the unique
privacy needs of images due to the amount of information implicitly carried within images, and their relationship with
the online environment wherein they are exposed.

In this paper, we propose an Privacy Policy on image. System which aims to provide users privacy on shared image
user uploaded images, and factors in the following criteria that influence one’s privacy of images:_ The impact of social
media environment and personal characteristics. Social media context of users, such as their profile information with
others may provide useful information regarding users’ privacy preferences. For example, users interested in
photography may like to share their photos with other photographers. Users who have several family members, friends,
among their social contacts may share with them pictures related to family events or other. In light of these
considerations, it is important to find the balancing point between the impact of social environment and users’
individual characteristics in order to predict the policies that match each individual’s needs opinions should be carefully
considered. The role of image’s content and metadata. In general, similar images often incur similar privacy
preferences, especially when people appear in the images. We build the web base application in that user create the
login after that they will share photo with their friends or other. With tag and permission.

Admin also create their profile. After that they will add user. And view the user posts. With tags and permission .with
the help of algorithm it will post the image on application and this image can be view the permission authorized person
are above 18 or below 18.

1. LITERATURE SURVEY

Srno | Title vear Description
"ITmagined  Communities:
Awareness, Information
Sharing, and Privacy on the | 2006 | In this paper “Students living in the scholarship halls were written
Facebook Preproceedings up in early February for pictures on facebook com that indicated a
1 version." party violating the scholarship halls alcohol policy™
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Therefore, we propose a new tool called iPrivacy which automates
the privacy setting process and releases the burden from users.
Specifically, our work consists of the following contributions: (a}
massive social images and their privacy setting, (b)leam more
representative deep CNNs and more discriminative wee classifier
over a visual tree, so that we can achieve fast and accurate detection
of large numbers of privacy-sensitive object classes; (c) automatic
recommendation of prvacy settings for image sharing can be
achieved by detectinf the underlying privacy-sensitive objects from
the images being shared, recognizing their classes, and identifying

"m: Image Pr,“-i%q- their privacy settings; and (d) one simple solution for image privacy
Pr['t?[,'tmn b‘ Idelntl.fymg protection is provided by blurring the privacy-sensitive objects
Sensitive Objects via Deep automatically
2 Multi-Task Learning ." 2016 <7
In this paper the massive distibution and sharing of images
increases the risk of privacylosses. There are several image formats,
but one of the most used is JPEG. To take care of this, the JPEG
standardization committee is promoting an activity on privacy and
security, in order to provide protection at image level. This paper
presents a mechanism to improve privacyin JPEG images by adding
privacy policies inside them and encrypting both policies and
images to perform access control based on those policies. Results of
"IMPROVING PRIVACY a feasibility experiment are also described. Part of our contribution
3 IN JPEG IMAGES " 2017 is intended to be proposed for JPEG standardization.

1. EXISTING SYSTEM

In existing system creating privacy controls for social networks that are both expressive and usable is a major challenge.
Lack of user understanding of privacy settings can lead to unwanted disclosure of private information and, in some
cases, to material harm. Most users currently stick with their default, operator-chosen settings, such a system could
dramatically increase the privacy protection that most users experience with minimal time investment

V. PROPOSED SYSTEM
In proposed system we analyse user and admin.

User: It will create own profile. User can enter their username and password after that this information is save in data
base. User can create a group of friends. User will upload photo on that application with tags and provide authority for
viewer like view, likes, comments, download, public/private and share.

The additional feature is below 18 user con not be view the image .or 18 above view the image asper the user
privilege.

Admin: Admin also create own profile .In that they can enter their name and password. After that this information is
save in data base.
It has authorities for add images to database and can view the users and images uploaded by user with privileges. User
can search images for which they can give input as image. Image tags will be categorized based on gender and age of
user. And accornadly user get result.

V. SYSTEM ARCHITECTURE
In this system architecture the main function is perform Admin and user.

Admin: To view the user images and upload by user privilege. And also add to Database with tags and Information.

User: Create profile and upload images with group .and user privilege the user can download the image.

This function can be perform in web base application.
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Following diagram is our system’s architecture diagram:
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Figure 1: system architecture

VI. METHODOLOGIES

The system will decide policy on its own for new users trying access to the images and thus the privacy of the images
will be protected. The system will also cover the aspect of providing user with refine searching of images with bi-modal
query approach.

In this work, we propose an Privacy Policy system to help users compose privacy settings for their images. In
particular, we examine the role of image content and metadata as possible indicators of user’s privacy preferences. We
propose a two —level image classification framework to obtain image categories which may be associated with similar
policies. Then, we develop a policy prediction algorithm to automatically generate a policy for each newly uploaded
image.

Decision-making is regarded as the cognitive process resulting in the selection of a belief or a course of action among
several alternative possibilities. Every decision-making process produces a final choice, which may or may not prompt
action.

Decision-making is the process of identifying and choosing alternatives based on the values, preferences and beliefs of
the decision-maker. The major part of decision-making involves the analysis of a finite set of alternatives described in
terms of evaluative criteria. Then the task might be to rank these alternatives in terms of how attractive they are to the
decision-maker(s) when all the criteria are considered simultaneously

VII. RELATED WORK

Online media allow users to control the privacy set- tings of their shared content. Yet, the user finds it difficult to
understand and correctly configure the offered access control policies. As a result, several studies have identified a
serious mismatch between the desired and the actual privacy settings of content. This discrepancy motivated the
development of mechanisms that aid users in selecting appropriate privacy settings. In the work of , for instance, the
admin is focused on user posts and evaluated prediction models that make use of users’ previous posts and profile
preferences in order to suggest appropriate privacy settings for new posts. Despite achieving high performance, the
admin noticed differences in user behaviors and concluded that personalized privacy models, were among the first to
consider the problem of privacy-aware image classification. In their work, a large-scale user study was conducted
asking participants to annotate a large number of publicly available Flickr photos as being either private or public. also
attempted to solve a more complex privacy classification problem where three types of disclosure were defined for each
image like view, comment, download and the task was to assign one of five privacy levels like as ‘Only You’, ‘Family’,
‘Friends’, ‘Social Network’, ‘Everyone’ to each type of disclosure. As in , their models captured only a generic
perception of privacy. Differently from the majority of previous works, our paper highlights the limitations of generic
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image privacy classification models and proposes an effective personalization method. To the best of our knowledge,
[4] is the only work that considers privacy classification of personal photos as we do here. While uses only metadata-
based like location, time, etc. and simple visual features colors, edges, etc., we state-of-the-art CNN-based semantic
visual features that facilitate comprehensible explanations of the classification outputs. Recently, evaluated the
performance of deep features on again in the context of a privacy model and found that they yield remarkable
improvements in performance compared to SIFT, GIST and user-assigned tag features. Moreover, the authors evaluated
the performance of ‘deep tag’ features which are similar to the first level of semantic features that we extract here but
did not exploit them for justifying the classifier’s decisions.

VIII.  RESULT
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IX. CONCLUSION

Photo sharing is a standout amongst the most prominent elements in online social networks,.We have proposed an
Privacy Policy system that helps users automate the privacy policy settings for their uploaded images. We are using
Decision making algorithm based on the information available for a given user. To prevent possible privacy leakage of
a photo, we design a mechanism to enable each individual in a photo be aware of the posting activity and participate in
the decision making on the photo posting. User choice the can be send photo above or below 18 user.
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