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Abstract: Smart charging allows a certain level of control over the charging process. It includes different pricing and 

technical charging options. The simplest form of incentive – time-of-use pricing encourages consumers to move their 

charging from peak to off-peak periods. Blockchains promise transparent, and secure systems that can enable novel 

business solutions, especially when combined with smart contracts. We propose a secure charging system for electric 

vehicles based on blockchain to resolve these security flaws. Our charging system ensures the security of key, secure 

mutual authentication, anonymity, and perfect forward secrecy, and also provides efficient charging.This paper has 

three main contributions: (i) a protocol is proposed that finds an optimum charging station, given public biddings as 

response to a query; (ii) at the same time the customer’s geographic position is not revealed during protocol execution; 

and (iii) a blockchain is used as a decentralized and immutable storage for transparency and verifiability of these 

biddings. The protocol design keeps the communication overhead and the amount of data to be stored in the blockchain 

small, which allows to use existing blockchain technologies such as Bitcoin. The privacy of the protocol is evaluated in 

an honest-but-curious adversary model. This paper focuses on the privacy of the EV and assumes that charging stations 

and their bids are publicly known. 
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I. INTRODUCTION 
 

Energy systems are undergoing rapid changes to accommodate the increasing volumes of embedded renewable 

generation, such as wind and solar PV. Renewable Energy Sources (RES) have undergone massive development in 

recent years, enabled by privatisation, unbundling of the energy sector and boosted by financial incentives and energy 

policy initiatives. With widespread adoption of Electric Vehicles (EVs) and Internet-of-Things (IoT), smart grids with 

IoT have become promising solutions to control distributed energy and electricity generation. Internet-of-things is 

applicable to various forms for vehicular systems, such as vehicular ad hoc networks, Vehicle to Grid (V2G), Vehicle 

to Vehicle (V2V), and Internet of Vehicle (IoV). Vehicles generally have various communication and measuring 

sensors, including speed, position, Bluetooth, Wi-Fi and On-Board Units (OBU). The sensors in vehicle collect and 

share data such as speed, location, identity and movements. However, an adversary can intercept, modify and reuse the 

sensitive data of user, and then try to obtain user’s sensitive data because it is transmitted via public network. 

Therefore, secure mutual authentication and key agreement must be guaranteed to provide secure communication and 

protect user’s privacy. In the past decades, the numerous authentication and key agreement schemes for vehicular 

systems in IoT have been studied to achieve essential security requirements. Although these schemes try to ensure 

privacy and enhance efficiency, their scheme is vulnerable to various potential attacks such as distributed denial of 

service and privileged insider attacks because it is based on trusted third party to provide high security level. If the 

trusted third party is compromised, their schemes cannot provide services. For these reasons, authentication and key 

agreement schemes without a trusted third party must be proposed to achieve integrity, confidentiality, availability and 

reliability, considering resource-constrained devices. Several studies have proposed blockchain approaches to 

overcome these security weaknesses and enhance efficiency. Blockchain technology guarantees decentralization, 

verification, and integrity, and is applicable to various fields, including smart grids, healthcare, finance, markets, and 

voting. Generally, blockchains consists of data blocks, called transactions, where each transaction includes data 

regarding previous transactions using a hash algorithm. However, early blockchain studies focused on cryptocurrency, 

e.g., Bit coin and Ethereum, which have significant scalability problems. Hyper ledgers, which do not generate 

cryptocurrency, have been proposed to overcome these problems and solve scalability. Proposed blockchain based EV 

charging management security model using smart contracts and the lightning network. 

 

II. LITERATURE REVIEW 
 

This section provides the basic significance of workflow scheduling in cloud.  It also provides thenumerous 

methodology.  This development has resulted in huge usage of many applications. Zerocash: Decentralized Anonymous 
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Payments from Bitcoin - Bitcoin is the first digital currency to see widespread adoption. While payments are conducted 

between pseudonyms, Bitcoin cannot offer strong privacy guarantees: payment transactions are recorded in a public 

decentralized ledger, from which much information can be deduced. Tackles some of these privacy issues by unlinking 

transactions from the payment’s origin. Payments’ destinations and amounts and is limited in functionality. Efficient, 

Verifiable, Secure, and Privacy-Friendly Computations for the Smart Grid - we present a privacy-preserving protocol 

between an energy provider and smart meters. Many details about the life of customers can be inferred from fine-

grained information on their energy consumption. Different from other state-of-the-art protocols, the presented protocol 

addresses this issue as well as the integrity of electricity bills. Therefore, our protocol provides secure aggregation of 

measured consumption per round of measurement and verifiable billing after any period. Preventing Occupancy 

Detection from Smart Meters - Utilities are rapidly deploying smart meters that measure electricity usage in real-time. 

Unfortunately, smart meters indirectly leak sensitive information about a home’s occupancy, which is easy to detect 

because it highly correlates with simple statistical metrics, such as power’s mean, variance, and range. To prevent 

occupancy detection, we propose using the thermal energy storage of electric water heaters already present in many 

homes. You are where you’ve been: the privacy implications of location and tracking technologies - A decade ago, 

technologies that could provide information about the location of a motor vehicle, or a computer or a person, were in 

their infancy. A wide range of tools, processes and systems are now in use and in prospect, which threaten to strip away 

another layer of the limited protections that individuals enjoy. An understanding of the landscape of location and 

tracking technologies, and of the issues that they give rise to, depends on establishing a specialist language that enables 

meaningful and reasonably unambiguous discussion to take place. 

 

III. PROPOSED METHOD 

 

Blockchains promise transparent, and secure systems that can enable novel business solutions, especially when 

combined with smart contracts. We propose a secure charging system for electric vehicles based on blockchain to 

resolve these security flaws. Our charging system ensures the security of key, secure mutual authentication, anonymity, 

and perfect forward secrecy, and also provides efficient charging. This paper has three main contributions: (i) a 

protocol is proposed that finds an optimum charging station, given public biddings as response to a query; (ii) at the 

same time the customer’s geographic position is not revealed during protocol execution; and (iii) a blockchain is used 

as a decentralized and immutable storage for transparency and verifiability of these biddings. 

The protocol design keeps the communication overhead and the amount of data to be stored in the blockchain small, 

which allows to use existing blockchain technologies such as Bitcoin. The privacy of the protocol is evaluated in an 

honest-but-curious adversary model. This paper focuses on the privacy of the EV and assumes that charging stations 

and their bids are publicly known. 

 
Fig 3.1 Proposed Block chain-based system model 

 

3.1 System Model 

Figure 3.1 presents the proposed charging system for EV based on blockchain and our charging system comprises three 

entities: operator, Charging station, and user/EV; & incorporates four phases: initialization, registration, authentication, 

and charging, as follows. 

• Charging stationregisters their GPS Location &identity with the operator to access charging services. 

• EV and charging stationauthenticate each other. 

• Charging stationgenerates transactions. 

• Charging stationverifies the transaction is valid and records transactions on blockchain networks. 
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3.2 Tracking Drive Distances and Times 

Our project is described at, and its high level vision is showed. This tracking application mainly stores time, GPS 

coordinates and user identification.  

From the GPS coordinates it is easy to calculate travel distances. Using Google Maps we can represent the drive route 

and obtain the travel distance. From the travelled distance and EV efficiency we can estimate the remaining energy 

stored in the batteries of each EV (SOC – State of Charge level), as well as the community SOC level (sum of all 

individual community SOC levels). 

After getting driver location information, the device operator will allocate and schedule the charging station for users 

based on users location and then also send price details for changing in vehicles from charging devices. User can view 

charging location and price details. 

 

3.3 Charging phase 

In the charging phase, the EV approaches the desired charging station i. This phase does not involve a blockchain, but 

is a transaction directly executed between the EV and a charging station. In order to verify that this charging station is 

the one actually chosen by the EV in the previous phase, the commitment is opened by sending, i and from the EV to 

the charging station.  The charging station can then check the commitment by verifying that (ζi,r) =c and can further 

determine whether the current time matches the initially proposed timeframe of the EV. If both, the commitment and 

the time-frame, are valid, the amount of energies exchanged during the time interval T for the price b. Since this 

transaction is only executed between the EV and the chosen charging station, no information is released to the 

blockchain or any other third party. In particular, the actual position of the EV is only revealed to this single charging 

station. This is analyzed in more detail in the next section. While this phase could be handled in the blockchain as well, 

e.g., using some sort of cryptocurrency, the scope of this work is on finding the best tariff without limiting the protocol 

to a particular payment scheme. Currently, there are many different payment schemes for EV charging in the field, e.g., 

membership cards, credit cards or even cash could be used for anonymous payment. However, for other use cases, such 

as settlement and profiling, the actual amount of energy consumed by the EV can be written to the blockchain. 

 

3.4 Storage through Blockchain 

The blockchain is a digital ledger of past transactions. A transaction is an exchange of information between different 

entities that is broadcasted to the network. The transactions are stored in blocks in chronological order, and every block 

contains a hash of the previous block creating a chain of blocks. The first block in the chain, called genesis block, is the 

only block that does not contain the hash of the previous block. That block is almost always hardcoded into the 

software. 

 

3.5 Privacy and security 

The initially stated privacy requirements for this protocol are (i) none of the participants learns the exact position of the 

EV; (ii) no participant, except for the EV and the selected charging station learn at which price energy is purchased; 

and (iii) EVs cannot be tracked over time. For the privacy and security analysis all steps of the protocol are investigated 

in an honest-but-curious adversarial model.  

First, and most importantly, all participants are anonymous, i.e., they are only identified by an ID in the blockchain. 

However, it has been shown that DE anonymizing participants is possible by linking transactions and keys. To mitigate 

this, for each request, the ID can be changed by generating a new key pair. Furthermore, the presented protocol for 

privacy-preserving dynamic tariff decisions adds an additional level of privacy, which is evaluated in this section. 
 

3.6 Authentication Phase 

When EVi wants to use the charging service, EVi and EAG must authenticate each other, and then generate a common 

session key. The authentication phase with detailed steps as follows 
 

Step 1: EVi inputs identity IDi and password PWi; and calculates a1=Di⊕h(IDi||PWi), rEV=h(a1||IDi||PWi)⊕Ei, 

Ai=h(HIDi||ai), kop=Bi⊕Ai, and C∗i=h(HIDi||a1||kop). Then, EVi checks whether C∗i=?Ci. If valid, EVi computes  

M1={rEV⋅G,(a1||HIDi||Ti)+rEV⋅PKEAG}, and M2=h(a1||HIDi||T1); and sends {M1, M2, T1} to EAG. 
 

Step 2: After receiving {M1, M2, T1} from EVi, EAG calculates 

(a1||HIDi||T1)=(a1||HIDi||T1)+rEV⋅PKEAG−rEAG⋅(rEV⋅G) using the private key rEAG. Then EAG computes 

M∗2=h(a1||HIDi||T1) and verifies M∗2=?M2. If valid, EAG authenticates EVi and calculates M3=b1⊕a1, 

M4=h(IDEAG||a1||b1||T2), and session key SK=h(HIDi||IDEAG||a1||b1). Finally, EAG sends {M3, M4, T2} to EVi. 
 

Step 3: When EVi receives {M3, M4, T2} from EAG, it computes b1=M3⊕a1 and M∗4=h(IEEAG||a1||b1||T2), and 

verifies M∗4=?M4. If valid, mutual authentication between EVi and EAG has been accomplished. EVi calculates a 

shared session key, SK=h(HIDi||IDEAG||a1||b1). 
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IV. EXPERIMENTAL RESULTS 

 

We shall explain the proposed results found in detail, and then summarize the relationship between these results and the 

synthetic distributions. We evaluate their performances based on three important criteria: Accuracy, Precision, and 

Recall.  

 

Accuracy (%): 

Table 4.1 Accuracy Results 

Data RSA ECC Block Chain 

100 72.5 76.7 87.5 

200 73.5 77.5 89.4 

300 74.5 78.7 90.5 

400 75.0 79.5 91.0 

 

Precision (%): 

Table 4.2 Precision Results 

Data RSA ECC Block Chain 

100 72.5 76.7 87.5 

200 73.5 77.5 89.4 

300 74.5 78.7 90.5 

400 75.0 79.5 91.0 

 

Recall (%): 

Table 4.3 Recall Results 

Data RSA ECC Block Chain 

100 77.0 81.5 91.0 

200 78.5 82.5 92.4 

300 79.5 83.5 93.9 

400 80.5 84.8 95.5 

 

Security (%) 

Table 4.4Security Results 

 

 

 

 

 

 

 

Graph Results 

 

Accuracy 

 
Fig 4.1 Accuracy Results 

Data RSA ECC Block Chain 

100 71.0 73.8 84.6 

200 71.3 76.6 87.8 

300 71.5 78.9 89.5 

400 71.8 79.5 90.3 
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Precision 

 
Fig 4.2 Precision Results 

 

Recall 

 
Fig 4.3 Recall Results 

 

Security 

 
Fig 4.3 Security Results 
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V. CONCLUSION 

 

We propose a secure charging system for electric vehicles based on blockchain to resolve these security flaws. Our 

charging system ensures the security of key, secure mutual authentication, anonymity, and perfect forward secrecy, and 

also provides efficient charging. The protocol design keeps the communication overhead and the amount of data to be 

stored in the blockchain small, which allows to use existing blockchain technologies such as Bitcoin. The privacy of the 

protocol is evaluated in an honest-but-curious adversary model. The protocol comes at little communication overhead 

(at most 38 bytes per block) and is therefore suitable to be used with existing blockchain technologies. Future work will 

focus on the scalability of the presented approach for a large number of electric vehicles with a high transaction volume 

and on handling the payment phase in the blockchain. 
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