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Abstract: RGB color images are among the most important types of digital data circulating in the Internet and through
various social media. RGB color image may contains confidential information, or the signal may be of a personal
nature, which requires preventing its understanding from unauthorized entities or persons and therefore this signal must
be encrypted. In this paper, we will discuss a new method for encrypting the RGB color images based on adding a
random noise and image rearrangement. The method will be run to measure its efficiency and the extent to which it
achieves the level of security and protection. The experimental results will be analysed to prove the proposed method
efficiency factors.
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I. INTRODUCTION

The color digital image [1], [2], [3], [4] is considered one of the most important types of digital data circulating in the
Internet and through most of the available social media [5], [6], [7]. In many cases, the digital image can be
confidential or be of a personal nature or be carrying some important and confidential information [23], [24], [25]
which requires preventing any A third person or entity not authorized to understand the image or know the data therein,
not to mention some computer systems that use digital images, and this requires providing an easy way to protect it and
not to penetrate the information it carries [8], [9], [10]. The digital image is represented by a three-dimensional matrix,
where the first dimension indicates red color; the second indicates green color, while the third dimension indicates blue
color [11], [12], [13]. Therefore, the image can be considered as three two-dimensional matrices, one for each of the
three colors, and therefore we can deal with each color separately, or it can even be reconfigured into an array and as
we see fit for the treatment process [14], [15]. Figure 1 shows an RGB color image with its colors histograms [16],
[17].
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Figure 1: RGB color image and colors histogram

RGB color image pixels values are within the rang 0 to 255 and they are integer values, so it is difficult to add a
random noise to it, and here we have to convert the RGB image to YIQ which accepts the random noise addition or
subtraction, here we can use formula 1 to get YIQ image from RGB one, and formula 2 to get back RGB image, and
here we have to multiply the obtained image by 255 and take the integer part [18], [19], [20].

Copyright to IJARCCE DOl 10.17148/IJARCCE.2020.9501 1



ISSN (Online) 2278-1021

IJARCCE ISSN (Print) 2319-5940

.m International Journal of Advanced Research in Computer and Communication Engineering
IJARCCE
Vol. 9, Issue 5, May 2020

Y 0.299 0587 0114||R
Il = 10596 -0.274 -0322||G
Q) 10.211 -0.523 0.312]| B )
R 1.000 0.956 0.621||Y
G| = |1.000 -0.272 -0.647(|T
| B 1.000 -1.106 1.703] (@) @)
Figures 2 and 3 illustrate outputs examples of the conversion process:
Original RGB color image YIQ color image
]
Figure 2: Conversion process
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FIGURE 3: OUTPUT IMAGES AND THERE TOTAL HISTOGRAM
I1. IMAGE ENCRYPTION-DECRYPTION

The digital image encryption process [21] is the process of destroying the original image so that it becomes distorted
and prevents any outsider from understanding it or knowing its contents [25], [26], [27]. As for the decoding process, it
means retrieving an image that is completely identical to the original image, without losing any information from it
[28], [29].

The encryption and decryption process is usually carried out using one or more private keys, as shown in Figure 4. The
encryption and decryption method should achieve the following things [22], [30], [31], [32]:

v High efficiency by maximizing the method speed and throughput or minimizing the encryption and decryption
times.

v High deformation and distortion rate by decreasing peak-to-signal-ratio (PSNR) and increasing mean square
error (MSE) between the original and the encrypted images[38], [39].

v High reliability rate by decreasing MSE and increasing PSNR between the original and the encrypted images.
v High level of security and protection with hard keys to hack [36].
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Figure 4: Encryption-decryption process

There are now several methods available that range in how well they encode a digital image, some of these methods
were based on image blocking and XORING the created blocks by a private key [31], [32], [33], [35], [41], in [34], and
others were based on matrix multiplication of the original image and a special generated private key matrix [30]. In
[37] the authors used matrix reordering principle, while in [39] the encryption was based on based on 3D Chaotic Cat
Maps. In [40] the authors introduced a method based on Rubik’s Cube principle; these methods will be implemented to
make comparisons with the proposed here method.

11l. THE PROPOSED METHOD

To increase the level of image security and protection, the proposed method uses two private keys hard to hack. The
first PK is a special random noise array with a very huge size to adapt any image with any size. This key is to be
generated once and saved by both the sender and receiver, and it contains a values range from -1 to 1. The second PK is
a partition map table (PMT) which is to be generated by the sender and sent to the receiver, this key contains
information about the image parts or segment, location and size of each partition and how the partitions within the
image were arranged.

The proposed encryption phase as shown in figure 5 will be implemented applying the following steps:

|
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RGB image
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-—l Encrypted YIQ image

Encryption using YIQ

Random noise
adding YIQ image

Generate PMT
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Figure 5: Encryption phase

a) Initialization:
This phase is to be implemented once, the random signal must be generated and saved to be used as a private key, and
this key can be updated from time to time.

b) Get RGB color image.

C) Convert the image to Y1Q image.

d) Reshape YIQ image matrix to one raw matrix.
e) Load PK.

f) Adopt PK to suit the image size.
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Add PK to the raw matrix.

Divide the received matrix into partitions.

Create PMT.

Reorder the partitions.

Reshape back the raw matrix to get encrypted YIQ image.

Convert Y1Q image to RGB image to get the encrypted RGB color image.

The decryption phase as shown in figure 6 can be implemented applying the following steps:

Encrypted YIQ

S
-—b 3 : l YIQ image RGB image
A 7. v i 1 [y
Random noise e e -
subtraction Decrypting YIQ —> ‘
1 i

PMT

Figure 6: Decryption phase

Get Encrypted RGB color image.

Convert the image to YIQ image.

Reshape YIQ image matrix to one raw matrix.

Get PMT

Divide the received matrix into partitions as in PMT.
Reorder the partitions as in PMT.

Load PK.

Adopt PK to suit the image size.

Subtract PK from the raw matrix.

Reshape back the raw matrix to get decrypted YIQ image.
Convert Y1Q image to RGB image to get the decrypted RGB color image.

IV. IMPLEMENTATION AND EXPERIMENTAL RESULTS

The proposed method was implemented using the images shown in table 1:

Table 1: RGB color images information

Image 1 2 3 4 5 6 7 8 9 10 11 12
Resolution 50283 | 518400 | 1713600 | 1442070 | 40755 | 172800 | 50325 | 50325 | 50451 | 630000 | 2039752 | 50292
(pixel)

Size (byte) 150849 | 172800 | 5140800 | 4326210 | 122265 | 518400 | 150975 | 150975 | 151353 | 1890000 | 6119256 | 150876
Figure 7 shows a sample output of the implementation:

Figure 7: Sample output
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The images were treated using PMT 1 shown in table 2:

Table 2: PMT 1

Partition number Location Size Order after rearrangement

1 1 2000 3

2 2001 5500 5

3 7501 27500 2

4 35001 60000 4

5 95001 Variable depending on 1

image size
Table 3 shows the results of implementation:
Table 3: Experimental results 1
Image number ET MSE between PSNR between Throughput (byte per
original original second)
And encrypted image | And encrypted image
1 0.0050 2.1625e+004 4.8152 37712000
2 0.0160 1.1309e+004 7.6306 30494000
3 0.1620 1.3738e+004 6.7855 31733000
4 0.1360 2.0336e+004 5.0821 31810000
5 0.0070 1.3270e+004 6.9362 17466000
6 0.0190 1.1403e+004 7.5948 27284000
7 0.0080 2.2001e+004 4.7404 18872000
8 0.0090 1.5874e+004 6.1579 16775000
9 0.0070 1.2757e+004 7.1072 21622000
10 0.0610 2.4520e+004 4.2695 30984000
11 0.1960 2.0037e+004 5.1465 31221000
12 0.0070 2.4340e+004 4.3016 21554000
I Average I 00528 || 17601e+004 || 5.8806 || 26461000 ||

From table 3 we can see that the proposed method satitsfies the requirements of good encryption-decryption processes,
the extraction time is significantly small, which leads to increase the method efficiency. The proposed method is highly
secure by using two private hard to hack keys. The proposed method provides high deformation and distortion rate by
providing a small value of PSNR and a high value of MSE between the orignal and the encrypted images. The caculted
PSNR between the original and decrypted images was always infinte ( while the MSE was always zero), which means
that the proposed method is highly reliable.

The proposed method was tested also using another PMT shown in table 4, and the proposed method perfprmance

remain excellent as shown in table 5.

Table 4: PMT 2
Partition number Location Size Order after rearrangement
1 1 1000 3
2 1001 13000 8
3 14001 50000 7
4 64001 10000 2
5 74001 15000 6
6 79001 5000 5
7 85001 6000 4
8 91001 Variable depending on 1
image size
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Table 5: Results using PMT 2

Image number ET MSE between PSNR between Throughput (byte per
original original second)
And encrypted image | And encrypted image
1 0.0080 2.1620e+004 4.8162 18856000
2 0.0200 1.1305e+004 7.6322 25920000
3 0.1610 1.3738e+004 6.7854 31930000
4 0.1360 2.0333e+004 5.0827 31810000
5 0.0070 1.3272e+004 6.9355 17466000
6 0.0190 1.1398e+004 7.5967 27284000
7 0.0080 2.1978e+004 4.7450 18872000
8 0.0070 1.5872e+004 6.1586 21568000
9 0.0070 1.2758e+004 7.1070 21622000
10 0.0620 2.4521e+004 4.2694 30484000
11 0.1930 2.0037e+004 5.1464 31706000
12 0.0080 2.4346e+004 4.3005 18859000
I Average || 00530 ||  1.7598e+004 || 5.8813 | 24698000 |

V. CONCLUSION

A method for RGB color image encryption-decryption was proposed, implemented and tested, the experimental results
showed that this method is efficient, highly secure, and provides a high level of protection. The proposed method
satisfies the requirements of a good method of image encryption-decryption and it is easy and simple to be adopted in
any computer application that deals with secret images.
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