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Abstract: Digital color image is one of the most important types of data used due to the large number of computerized
applications that are needed for mankind. The importance of digital color image force use to seek a good method of
cryptography to protect the image from any unauthorized party. In this paper research we will introduce a method of
color image cryptography, this method will be implemented and tested, we will show the main positive characteristics of
this method and we will prove that this method satisfies the requirement of good methods of cryptography.
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. INTRODUCTION

Digital signals [1] , [6], [7] including color digital images [3], [4], [5] are among the most important types of data
circulating between different people and institutions and one of the most used data in data communication networks and
in various social media [8], [9], [10].

The importance of digital images is due to their use in many vital applications such as security [14], [15], [16], banking
[17], [18], health, industrial applications, and many other essential applications for humans [2].

The color digital image may be of a personal nature [11], [12], [13], or it may be very confidential, or it may carry very
important confidential data, which requires not understanding it with the naked eye and protecting it from the intrusion
of unauthorized people. For these reasons, it is necessary to search for a safe and effective way to protect the image by
distorting it at a very high rate so that it becomes unclear and difficult to return to its original image without knowing the
mechanism of distortion. The process of deforming the image is called encryption, while the process of returning the
image to its original form is called decryption (see figure 1).
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Figure 1: Color image encryption-decryption

The process for selecting the particular method of encryption depends on the extent to which this method fulfils the
following conditions:

- Achieve a high degree of security so that the image is completely protected from the penetration process by using
one or more private secret keys that are difficult to know or guess by any unauthorized third party.

- Ease of implementation.

- Increased speed of execution by reducing encryption and decryption times.
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- Increasing the percentage of distortion in the encoded image so that the error rate between the original image and the
encoded image is very high or minimize the value of peak-signal-to-noise-ratio between the original and encrypted
images.

- Retrieve the original image from the encrypted image without losing any information, meaning that the error rate
between the original image and the decrypted image is zero or is close to zero.

1. IMAGE CRYPTOGRAPHY

For data security and protection [30], many methods were introduced to encrypt-decrypt digital signals. Some methods
were based on signal segmentation [31], [32], others were based on adding and subtracting fixed noise to the signal [33],
[34]. Some proposed methods were based on matrix multiplication and XORING Using huge private key [35], [36],
[37], while others were based on signal blocking, dividing the original signal into blocks then each block was encrypted
alone [38].

Cryptography means encryption-decryption [19], [20]. The process of data encryption [17], [18] , [42] is only the process
of destroying the original data so that this data becomes distorted and incomprehensible to any third party who is not
authorized [19], [20] and this process is usually carried out by carrying out specific processing operations on the original
data and by using a secret key (as shown in figure 1) [21], [22] that is known only by the sender and its recipient[21],
[22]. As for the decryption process, it is executed on the encrypted data using the secret key and the specific processing
operations to obtain data identical to the original without losing or losing any part of the information [23], [24], [25].

In our research paper we will concentrate on Wavelet packet tree method (WPT) [39], [40], [41], this method can be
easily used to decomposed color image into approximation and details applying the matlab function wavedec as shown
in figure 2:
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Figure 2: Decomposition signal x using WPT

Here by selecting the decomposition level we can obtain a set of approximations and details (C in the figure) with a
specified length of each (L in the figure), these components can be used to divide a speech signal into segment with a
defined length, these segments can be rearranged in order to generate an encrypted speech signal, figure 3 shows an
example of signal decomposition using WPT:
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Figure 3: One row image decomposition example
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The input data set in the WPT must be a row image so we have to reshape each color image matrix [18], [19] from 3D
matrix to one row matrix as shown in figures 4 and 5.
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Figure 4: Original color image example

250 T T T T T

Gray value
g

3

O 1 1 1 1
0 50 100 150 200 250 300

Image byte

Figure 5: Part of the one row matrix (1 to 300 bytes).
1. THE PROPOSED METHOD

The proposed method of cryptography is based on WPT decomposition and it can be implemented applying the following

steps:

Encryption phase:

- Reshape the color image matrix from 3D matrix to one row matrix.

- Select the levels of the first phase decomposition (the number of levels must be kept in secrete as a part of the private
key).

- Decompose the row matrix into segments (using matlab wavedec function) as shown in figure 6.

- Select the largest segment.

- For the largest segment select a levels of decomposition (the number of levels must be kept in secrete as a second part
of the private key).

- Apply decomposition.

- Rearrange the segments and use the results of reordering to form the encrypted image (the order sequence must also
be kept in secret as a third part of the private key (PK)).

- The decryption phase can be implemented in the manner knowing the PK.
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Figure 6: Encryption phase

Figure 7 shows the encrypted image for the image shown in figure 4:
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Figure 7: Encrypted image example
v. IMPLEMENTATION AND EXPERIMENTAL RESULTS

Different color images with various sizes were taken, and encrypted decrypted using the proposed method: The private
key components were selected as follows:

- Levels of first decomposition were set to 9.

- Levels of second decomposition were set to 5.

- The rearrangement order was taken as shown in table 1:

Table 1: Rearrangement order

Segment number from the original image Segments in the encrypted image
Sl S10 2
S2 S8
S3 S10 4
S4 S5
S5 S10 1
S6 S3
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S7 S10 5

S8 S1

S9 S9
S10 1 S10_3
S10 2 S4
S10 3 S7
S10 4 S2
S10 5 S10 6
S10_6 S6

The selected images were encrypted decrypted using the proposed method, tables 2, 3 and 4 shows the obtained
experimental results:

Table 3: First round of decomposition

Image # | Size(byte) Segments of first level of decomposition
S1 S2 S3 S4 S5 S6 S7 S8 S9 S10
1 150849 | 295 | 295 590 1179 | 2358 | 4715 9429 | 18857 | 37713 75425
2 77976 153 | 153 305 610 1219 | 2437 4874 | 9747 | 19494 38988
3 518400 | 1013 | 1013 | 2025 | 4050 | 8100 | 16200 | 32400 | 64800 | 129600 | 259200
4 5140800 |10041 | 10041 | 20082 | 40163 | 80325 | 160650 |321300 | 642600 | 1285200 | 2570400
5 4326210 | 8450 | 8450 | 16900 | 33799 | 67598 | 135195 |270389 | 540777 | 1081553 | 2163105
6 122265 | 239 | 239 478 956 1911 | 3821 7642 | 15284 | 30567 61133
7 518400 | 1013 | 1013 | 2025 | 4050 | 8100 | 16200 | 32400 | 64800 | 129600 | 259200
8 150975 | 295 | 295 590 1180 | 2359 | 4718 9436 | 18872 | 37744 75488
9 6119256 | 11952| 11952 | 23904 | 47807 |95614 [191227 |382454 | 764907 [1529814 | 3059628
10 2500608 | 4884 | 4884 | 9768 19536 | 39072 | 78144 156288 | 312576 | 625152 | 1250304
Average | 1962600
Table 4: Second round of decomposition
Image # S10 decomposition
S10-1 S10-2 S10-3 S10-4 S$10-5 S10-6

1 2357 2357 4714 9428 18855 37709

2 1219 1219 2437 4873 9746 19492

3 8100 8100 16200 32400 64800 129600

4 80325 80325 160650 321300 642600 1285199

5 67597 67597 135194 270388 540775 1081550

6 1911 1911 3821 7641 15282 30564

7 8100 8100 16200 32400 64800 129600

8 2359 2359 4718 9436 18872 37743

9 95614 95614 191227 382454 764907 1529813

10 39072 39072 78144 156288 312576 625152

Table 5: Calculated parameters

Image # Encryption time(seconds) PSNR Error
1 0.0154 14.7493 47373
2 0.0132 27.6740 17848
3 0.0330 23.6358 56315
4 0.3451 23.6769 17698
5 0.2925 20.1964 19321
6 0.0139 27.4418 22610
7 0.0368 23.6603 56246
8 0.0153 18.9766 38364
9 0.4153 30.3820 13809
10 0.1660 19.8691 14932
Average 0.1346 23.0262 30452
Throughput(byte/second) | 1962600/0.1346=
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Here the error was calculated using formula (1):

n
err =" \/(x1; - x2;)?
i=1

1)

From the obtained experimental results we can see the following important points:

- The proposed method is flexible; it is easy to change the levels of decomposition and the rearrangement order.

- Segments have diffident sizes for the same image, and the segments length changes from image to another.

- The proposed method is highly secure because it uses a complex PK of thee parts.

- The proposed method satisfies the requirements of good method of cryptography by providing a high error and low
PSNR between the original and the encrypted images, and vice versa between the original and the decrypted images.

- The proposed method has a good average of encryption-decryption time.

- The proposed method provides a high value of throughput.

V. CONCLUSION

An easy and flexible method of color image cryptography was proposed, implemented and tested using various color
images, it was shown that this method provides a high level of security by using a complex and complicated private key,
the proposed method satisfies the requirements of good method of cryptography by totally destroying the original image
to get the encrypted one, and by generating the decrypted image which is identical to the original one without losing any
piece of information.
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