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Abstract: Digital audio files are one of the important types of data to be used in many vital applications, which leads
us to protect this type of data from intruders and snoopers, as it may contain confidential information that not allowed
to be viewed by any unauthorized third party . In this paper, we present a new method for protecting audio files that
depends on the use of the digital color image or part of it as a key to the encryption or decryption process. The digital
image used as a key is characterized by its enormous size, in addition to that, the image is not circulated through social
media, but rather is agreed upon between the speaker and the listener, which leads to difficulty being known by the
interlopers, and thus we provide a safe way to deal with audio files. The proposed method will be implemented and
tested to measure the efficiency and quality factors.
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I.LINTRODUCTION
The audio signal is an analog signal [1], [2] that is converted into a digital signal as shown in Figure 1 using an analog-
digital converter, which is described by the functions shown in Figure 1. The digital audio signal is consisted of a set of
values which represents the signal amplitude in various times, these values are arranged in one column (for the mono
voice signal) or two column (for the stereo digital voice signal) as shown in figure 2, getting this matrix of sample
values makes it easy to process the voice signal [3], [4], [5].
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Figure 1: Converting analog voice signal to digital
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Figure 2: Samples from a digital stereo voice signal

The digital audio file is used in many vital applications and may be carrying some important, bitter information that
requires protection from snoopers or intruders who try to penetrate it to identify the information that the voice carries

[6].
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There are now many ways [9], [10] to encrypt the sound and protect it from any third party that has nothing to do with
it, and when talking about the encryption method, the following things must be taken into account [7], [8], [9]:

- The method used is easy to apply and does not require high requirements.

- The method is efficient so that the encryption and decryption times are very short.

- That there is no loss of information between the original audio file and the audio file that was decrypted, and
this is achieved by making the mean square error (MSE) value between the two files equal to zero or the value of peak
signal to noise ratio (PSNR) equal infinite.

- The method used must destroy the encrypted audio file so that no third party can understand it. Therefore, the
MSE value between the original and the encrypted files must be very high and the PSNR value is very low [23], [24],
[25].

MSE and PSNR can be calculated using equations 1 and 2:

1 m—1 n—1
MSE = — E E [S(i,5) — R(i,7)]? ,N =m=x*xn
N < ;
i=0 F=0
S: source signal
R: encrypted/decrypted signal

a

(MAX7)?
MSE,

PSNR = 10 * log,g @

Audio file consists of a set of samples [22], [26], the size of this file is the total sizes of the samples recorded in a time
(Time:RT), the number of samples will depend on a sampling frequiency (FS: sample rate:SR) and RT, each sample
has duoble type (sample size , thus the audio file size can be calculated using equation 3 for mono audio and 4 for
stereo audio:

Mono

Sample Rate x Sample Size x Time 3

Stereo

(Sample RatexSample SizexTime)x 2 | )

Table 1 shows the audio files used in our resaerch paper:
Table 1: speech files information
FS=44100, sample size=8 bytes

Speech Spoken phrase RT Samples Size in
number byte
1 Please send me a message 2.8843 127198 1017584
2 Amman is the capital city of Jordan 4.1620 183544 1468352
3 Albalga applied uinversity is one of the best 7.5212 331685 2653480
universities in Jordan
4 The Jordanian city of Petra is one of the most important 7.8202 344870 2758960
ancient cities in the world
5 Agaba is one of the Jordanian cities which is famous 6.1316 270402 2163216
for diving
6 Jerash is one of the Jordanian cities with ancient 6.8160 300587 2404696
Roman monuments
7 Wadi Rum is one of the most beautiful desert areas 5.0661 223413 1787304
8 The College of Technological Engineering is one of the 9.2423 407585 3260680
leading colleges in AlBalga Applied University
9 Encryption to protect important speech filles 4.4628 196811 1574488
10 Using color image to encrypt-decrypt speech signals 6.0488 266753 2134024
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Pixels in digital color image [11], [12], [13] (RGB color image) usually have integer values within the range 0_to-255,
to adopt these values for double values calculation we have to convert RGB_image to YIQ image, This image will
contains the values within the range -1 _to_1, and this can be done by using equation 5, figure 3 shows an RGB_image
example, while figure 5 shows the equivalent YIQ image [14], [15], [16]:

Source image

Size=5140 800 byte

x 10" Green histogram

2
1.5
1
0.5
0
0 100 200

Y 02909 0587 0.114||R
Il =10596 -0274 -0322||G &)
Q 0211 -0.523 0312||B

x10° Red histogram

1.5
1
0.5
0

>

200

o

100

x 10" Blue histogram

o

100

200

Figure 3: RGB_image example
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The image example shown in figure(Petra city image) has a huge size which is equal to 5 mbytes, this size can be used

for encryption_decryption, or we can use a selective part by decomposing the image ( using a selected number of
levels) into approximations and details using the wavelet packet tree decomposition as shown in in figure 5 [17], [18].

Decompose row image matrix :X
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Figure 5: Image decomposition
The approximation or the detail [21] at any level can be used as an image part and they are easilyy calculated [19], [20].

IL.THE PROPOSED METHOD
The proposed method can be implemented applying the following steps:
Encryption phase: (see figure 6)

This phase can be implemented apply the following steps:

1) The speaker (sender) and the listener (receiver) must agree on the digital image to be used as a private key.
2) Get the image and the image size.

3) Reshape the image into one column matrix.

4) Get the wave file and retrive its size.

5) If the wave file reperesnts a stereo file reshape it to one column matrix.

6) Apply image decomposition using the desired number of levels (here the sender and reciever must agree on
this number).

7) Select the agreeded on detals with size greater or equal wave file size.

8) Get the nessisary detail and add it to the wave file to get the encrypted wave file.

Decryption phase: (see figure 7)

This phase can be implemented apply the following steps:

1) The speaker (sender) and the listener (receiver) must agree on the digital image to be used as a private key.
2) Get the image and the image size.
3) Reshape the image into one column matrix.
4) Get the encrypted wave file and retrive its size.
5) If the wave file reperesnts a stereo file reshape it to one column matrix.
6) Apply image decomposition using the desired number of levels (here the sender and reciever must agree on
this number).
7 Select the agreeded on detals with size greater or equal wave file size.
8) Get the nessisary detail and subtract it from the encrypted wave file to get the decrypted wave file.
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Figure 6: Encryption phase
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Figure 7: Decryption phase

IHL.IMPLEMNTATION AND EXPERIMENTAL RESULTS

Ten spoken phrase(which are shown in table 1) were recorded using sampling rate equal 44100 samples per second, the
obtained wavw files were encrypted —decrypted using the proposed method, table 2 shows the obtained experimental

results:
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Table 2: Obtaine results using the recorded phrases

Speech number MSE PSNR Encryption Decryption
time(seconds) time(seconds)
1 8.3325 7.9530 1.371000 1.371000
2 8.2582 8.2472 1.373000 1.373000
3 8.3248 7.9682 1.391000 1.391000
4 8.2962 7.9934 1.398000 1.398000
5 8.2856 8.0462 1.381000 1.381000
6 8.3398 7.9559 1.383000 1.383000
7 8.2809 8.0079 1.379000 1.379000
8 8.4205 8.3285 1.392000 1.392000
9 8.2616 8.0871 1.384000 1.384000
10 8.2789 8.0403 1.425000 1.425000
From table 2 we can see the following facts:
* The proposed method is very efficient by providing small time for implementing encryption and decryption
processes.
+ Obtained MSE values are very high, and PSNR balues are very small and the encrypted file was always a
destroyed version of the original audio file, and no body can understand it.
* MSE between the original wave file and the decrypted one was always zero, while PSNR was always infinite,

which measns that there no any loss of information after applying the decryption process, and the decrypted file is the
same as the original one.

Five speeches were load from the internet, and the wave files were treated using the proposed method, table 3 shows
the obtained experimental results

Table 3: Obtaine results using Five voices from the internet

Audio file FS Size(byte) MSE PSNR Encryption Decryption
time(seconds) | time(seconds)

cat 11025 139776 8.4393 7.1499 1.226000 1.226000

dog 44100 227784 8.3683 8.0860 1.184000 1.184000
gorilla 11025 514536 8.6836 7.4046 1.203000 1.203000
horse 11025 375104 8.5115 7.7866 1.159000 1.159000
tiger 11025 605808 8.6991 7.6236 1.145000 1.145000

Average 372600 1.1834
Troughput(byte per second) 314860

The results that we obtained, which are shown in the table 3, confirm the facts that we mentioned, and they show that
the proposed method has a high throughput with average equal 314860 byte per second.
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IV.CONCLUSION
A new method for encrypting and decrypting audio files was proposed, and this method was tested and the obtained
results proved that it is impossible to penetrate this method, as it uses a huge and anonymous digital image as a private
key.
Also, the obtained practical results proved the efficiency of this method through the small values needed to implement
the encrypting and decrypting processes in addition to achieving the required values for each of the MSE and PSNR.
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