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Abstract: Messages are circulated very widely through social media, and some of these messages may be confidential
or have a personal character, which requires protection of this type of messages from people who are intrusive or have
nothing to do with the message. In this paper, we will discuss a new method for encoding short and long text messages,
which depends on the use of a special table modified for ASCII table, which includes the locations of the different
symbols in a specific image. The proposed method is based on the use of the modified table, noting that “this schedule
changes from one image to another, which makes the process of understanding the encrypted text message impossible.
The proposed method will be implemented and tested, and the obtained experimental results will be evaluated to show
the efficiency and reliability of the proposed method.

Key words: Digital image, secret message, ASCII table, Updated table, encryption, decryption, throughput, efficiency,
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I- INTRODUCTION
A short or long text message [4] is a set of symbols represented by ASCII table with fixed and specific values [17], [18]
that are circulated between two people through social media. The text message may [31], [32] be of a personal nature as
it contains personal information or it may contain confidential information that no third party has the right to view or
hack into [1], [2], [3].
Currently [19], [20], many methods are used to encrypt-decrypt text messages, and some of these methods are based on
international standards DES and AES and some of them depend on the exclusion or multiplication process [4]. [5]. [6].
Color digital images [7], [8] are one of the most prevalent types of data due to the many vital applications [9], [10] that
use this group of data for several reasons, the most important of which are:

+ Ease of getting the digital image at no cost [11], [12].
+ Ease of processing [13], [14].
+ High resolution, which provides a huge volume of data which can be used for multiple purposes [15], [16].

The digital color image is represented by a three-dimensional matrix [21], [22], where each of the three dimensions is
assigned to a color (the first for red, the second for green, and the third for blue) [23], [24]. The point values in each
color matrix range from 0 to 255 and these values cover the values in the ASCII table used to encode the different
symbols that can constitute the secret message.

Here in this paper research we will introduce a new approach of message securing by using that uses the locations of
the values between 0 and 255 to form a new updated table, which can be used to re-encode the secret message and
generate the encrypted secret message [25], [26].

Before using color image to create the updated table, we have to sure that the image contains all the values between 0
and 255, this can be done by replacing 256 pixels in the image with these value, the replacement will not affect the
image much, as shown in figures 1 and 2 [27], [28].
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Figure 1: Sample of the color image
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Figure 2: Image after replacing the values of 256 pixels
- THE PROPOSED METHOD

The high security level and secret message [29], [32] protection of proposed method can be achieved by selecting a
color image to be used to generate the updated table as shown in figure 3. The selected message is an agreed image
between the sender and receiver and it will be available to both of them and there is no need to send it, also the selected
source image can be changed whenever the sender and receiver decide to do this.

Hatem : Sender The same secret image, which only Ziad : Reciever

’s o the sender and receiver know

Updated
table

table

Updated = 0T =SSag l

An agreed picture that 1s not sent

Figure 3: Proposed method diagram

The proposed method can be implemented applying the following steps:

Encryption phase:

1) Get the source image.
2) Get the image size.
3) Reshape the image into one row matrix.
4) Check whether the row matrix contains all the values between 0 and 255, if not replace some pixels in the
image with the required missing values.
5) For each value in the ASCII table find the first location in the image that contains the ASCII value and store it
in the updated table.
6) Get the secret message, and get the message length.
7) For each character in the massage find the associated location in the updated table, and add it to the encrypted
message.
8) Send the encrypted message.
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Decryption phase
This phase can be implemented applying the following steps:

1) Get the source image.

2) Get the image size.

3) Reshape the image into one row matrix.

4) Check whether the row matrix contains all the values between 0 and 255, if not replace some pixels in the
image with the required missing values.

5) For each value in the ASCII table find the first location in the image that contains the ASCII value and store it
in the updated table.

6) Get the encrypted message, and get the message length.

7) For each value in the massage find the index associated with the location to get the ASCII code, add this code

to the decrypted message.
1i- IMPLEMENTATION AND EXPERIMENTAL RESULTS

The proposed method was implemented using matlab; figure 4 shows the ASCII table, while table 1 shows the obtained
updated table using the peppers.png image as a source image:

Dec HxOct Char Dec Hx Oct Hitnl Chr [Dec Hx Oct Himl Chr] Dec Hx Qct Himl Chr
0 0 000 NUL {ruall) 32 20 040 &#32; Space| 64 40 100 s#64; B | 95 60 140 &#98;
1 1 001 50H (start of heading) 33 21 041 &#33; ! 65 41 101 #85; & | 97 A1 141 &#97; a
Z 2 002 5T¥ (start of text) 34 22 042 &#34; 7 A5 42 102 &#66; B | 95 62 142 «#93; b
3 3 003 ET¥ (end of text) 35 23 043 &#35; # 67 43 103 «#687; C | 99 A3 143 &#99; C
4 4 004 EOT {end of transmission) 36 24 044 &#36; § 65 44 104 &«#68; D (100 &4 144 &#100; d
5 5 005 ENQ jendquiry) 37 25 045 &#37: % 69 45 105 &#69; E (101 &5 145 &#101; e
6 & 006 ACK ({acknowledge) 35 26 046 &#38; & 70 46 106 &#70; F (102 66 146 &#l02; £
7 7 007 BEL (bell) 39 27 047 &#39; ' 71 47 107 &«#71; G [L03 &7 147 &#103; O
8 & 0l0 B3 (backspace) 40 25 050 &#40; | 72 45 110 ##72; H [104 658 150 &#104: h
9 9 0l1 TAE (horizontal tab) 41 29 051 &#41; ) 73 49 111 ##73; I [105 &9 151 &#105; 1
10 4 012 LF (NL line feed, new line)j| 42 24 052 &#42; * 74 4k 112 &«#74; 1 (106 64 152 &#106; 1
11 E 013 ¥T (wertical tab) 43 2B 053 &#43; + 75 4B 113 ##75; K [107 6B 153 &#107; k
12 £ 014 FF (NP forwm feed, new page)| 44 2C 054 &#44d: , 76 4AC 114 &#76; L (108 6C 154 &#l08; 1
13 D 015 CR  (carriage return) 45 2D 055 &#45; - 77 4D 115 &#77; M [109 6D 155 &#109: 1
l4 E 016 30 (shift out) 45 2E 056 &#467 . 75 4E 116 #7587 N [110 6E 156 &#110: n
15 F 017 3I (shift in) 47 2F 057 &#47: / 79 4F 117 ##79; 0 [111 &F 157 &#111; o
15 10 020 DLE (data link escape) 45 30 080 &#48: 0 50 50 120 &#80; P [112 70 160 &#112; p
17 11 021 DC1 (dewice control 1) 49 31 061 &#49: 1 81 51 121 &#81; 0 [113 71 1lel &#113: g
18 12 022 DCZ (dewice control 2) 50 32 0gz «#50; 2 82 52 122 #0827 FE [114 72 162 &#114; ¢
19 13 023 DC3 (device control 3) 51 33 053 &#51; 3 83 53 123 #5837 5 |115 73 163 &#115; =
20 14 024 DC4 (device control 4) 52 34 054 &#52; 4 84 54 124 «#84; T [1l6 74 164 &#ll6; ©
21 15 025 NAK (negative acknowledge) 53 35 055 &#53; 5 85 55 125 &#85; U [117 75 165 &#117: 1
22 16 026 3YN (synchronous idle) 54 36 D66 &#54: 6 g6 56 126 &#86; V [118 76 leg &#lld; v
23 17 027 ETE (end of trans. block) 55 37 087 &#55: 7 87 57 127 &#87; W (119 77 167 &#119; w
24 18 030 CAN (cancel) S5 35 070 &#56; & 55 55 150 &#858; X [120 78 170 &#l20; x
25 19 031 EM  (end of medium) 57 39 071 &#57: 9 59 59 151 &#89; ¥ [121 79 171 &#12l: ¥
26 14 032 3UB (substitute) 55 SA 072 &#58; : 90 SA& 1352 &#90; Z [122 7Th 172 &#122; =
27 1B 033 ESC (escape) 59 3B 073 &#59; ; 91 SE 133 &#91; [ [123 7B 173 &#123;7
28 1C 034 F$ (file separator) 60 3C 074 &#60; < 9z 5C 134 &#92; % |lz24 7C 174 &#124; |
29 1D 035 GY (group sSeparator) 61 3D 075 &#6l; = 93 S0 135 &#93; ] [l1z25 70 175 &#125; }
30 1E 036 R% (record separator) 62 3E 076 &#62; > 94 SE 136 &#594; * |12Z6 TE 176 &#l26; ~
31 1F 037 US  (unit separator) 63 3F 077 &#63; 95 SF 137 &#95; _ (127 7F 177 «#127; DEL
Figure 4: ASCII table
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Table 1: Updated table

0 39731 3 9955 6 10 93 693 12 367 15 258 18 297 | 21 490 | 24 8724
4 1 2 4 5 6 6 8 7 1 8
1 21309 | 3 2263 | 6 1(A) 94 1469 12 | 375 15 144 18 21 24
1 2 0 3 5 6 4 7 297 8 490 | 9 9107
7 0
2 | 21155 3 8802 | 6 | 2(B) 95 692 12 368 15 145 18 21 25
5 3 4 6 7 2 8 259 |9 527 |0 1063
2 2 9
3 20655 3 2032 | 6 16(C | 96 357 12 | 372 15 222 18 22 25
9 4 13 5 1) 7 8 2 9 258 | 0 527 1 1102
8 4 4
4 120617 |3 8803 6 | 3(D) 97 680(a) 12 | 373 15 183 19 22 25
6 5 6 8 9 6 0 259 1 528 2 1141
1 0 4
5 32224 | 3 1807 | 6 | 31(E) | 98 1082(b | 12 370 16 182 19 22 25
6 7 ) 9 0 4 1 336 | 2 527 | 3 1141
3 7 7
6 32223 3 1290 |6 |24 99 1125(c) | 13 146 16 144 19 22 25
7 8 0 2 1 5 2 259 |3 527 | 4 1179
0 5 8
7 126852 |3 1422 | 6 30 10 1081(d | 13 371 16 144 19 22 25
8 9 0 ) 1 2 6 3 258 | 4 527 5 1218
9 6 1
8 | 24549 |3 1037 |7 |25 10 | 691(e) 13 378 16 144 19 22
9 0 1 2 3 9 4 374 | 5 565
5 6
9 | 27235 |4 | 270 7 57 10 | 681(f) 13 184 16 145 19 22
0 1 2 3 7 4 0 5 335 6 565
8 8
1 | 24165 | 4 | 272 7 116 10 1080 13 107 16 144 19 22
0 1 2 3 4 3 5 7 6 297 7 565
4 9
1 24933 | 4 | 653 7 93 10 1127 13 106 16 183 19 22
1 2 3 4 5 3 6 3 7 297 8 603
0 8
1 | 26084 | 4 | 247 7 115 10 1060 13 223 16 | 409 19 22
2 3 4 5 6 1 7 9 8 297 |9 604
3 0
1 28002 | 4 | 268 7 117 10 | 358 13 107 16 182 19 23
3 4 5 6 7 2 8 5 9 297 | O 566
1 4
1 23013 | 4 | 263 7 107 10 | 359 13 223 16 221 20 23
4 5 6 7 8 0 9 7 0 373 1 604
9 2
1 | 23397 | 4 | 248 7 133 10 1130 13 146 17 260 | 20 23
5 6 7 8 9 0 0 2 1 335 2 604
2 5
1 24932 | 4 | 260 7 | 242 10 | 360 14 106 17 182 | 20 23
6 7 8 9 0 4 1 6 2 335 3 604
4 6
1 22629 |4 | 644 7 | 294 11 361 14 106 17 182 | 20 23
7 8 9 0 1 5 2 9 3 412 | 4 642
4 2
1 24164 | 4 | 249 8 | 295 11 684 14 107 17 182 | 20 23
8 9 0 1 2 1 3 7 4 335 5 642
3 8
1 | 22245 5 630 8 108 11 384 14 107 17 183 20 23
9 0 1 2 3 0 4 1 5 451 6 643
5 0
2 21861 5 257 8 | 297 11 1078 14 106 17 182 | 20 23
0 1 2 3 4 6 5 8 6 373 7 681
4 1
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2 | 24550 |5 | 250 8 | 110 11 | 383 14 (106 |17 |221 |20 23

1 2 3 4 5 7 4 7 450 | 8 680
5 6

2 | 21477 |5 | 256 8 | 298 11 | 768 14 (106 |17 |221 |20 23

2 3 4 5 6 8 3 8 373 | 9 680
5 5

2 21093 |5 | 634 8 | 305 11 | 747 14 | 338 |17 | 258 | 20 24

3 4 5 6 7 3 8 7 9 411 | O 680
8 8

2 20709 |5 | 638 8 | 302 11 | 750 14 | 184 |17 | 259 |21 24

4 5 6 7 8 2 9 0 411 |1 719
9 0

2 20325 |5 |220 8 | 303 11 | 362 14 | 182 | 18 | 220 |21 24

5 6 7 8 9 3 6 1 450 | 2 757
2 6

2 | 9186 5 | 14 8 | 304 11 | 766 15 | 144 |18 | 375 |21 24

6 7 8 9 3 1 9 2 450 | 3 757
0 3

2 | 21476 |5 |11 8 | 355 12| 365 15 184 | 18 | 221 | 21 24

7 8 9 0 1 0 0 3 450 | 4 757
1 4

2 120324 |5 |17 9 | 1105 | 12 | 363 15 (222 |18 |25 |21 24

8 9 0 1 4 5 4 488 | 5 834
4 2

2 | 9571 6 |27 9 | 333 12 | 1076 15 | 415 18 | 220 | 21 24

9 0 1 3 4 4 7 5 565 | 6 834
0 1

3 | 9570 6 | 9955 |9 | 356 12 | 366 15 [ 145 |18 | 220 | 21 24

0 1 2 3 4 5 8 6 489 | 7 834
1 0

As we said, the source image can be changed, and here the encrypted versions for the same secret message will be

different as shown in figure 5:

OM EM1 EM2
a0 29 668
105 a1l 1348
97 TG 1009
100 33 70z
32 410 1656
a5 99 2109
108 30 o08
113 51 2115
a7 76 1009
100 33 702
105 a1 1348
32 410 1lesa
=)=l 96 ZB86
[=}] 99 2109
85 85 1z1z
32 410 1656
7o 244 g5z
<)) zZ4d6 zZlo8
24 388 401

OMI: Original Message

EMi:Encrypted Message

EM3 EM4
a3 222
243 zZal
222 311
224 z270
zZ4 o9g94da
a6 [a}=]
115 214
494 21la
222 311
224 Z70
243 Zal
Z4 93946
a9 22
a6 68
539 18
Z4 o994a
=i 2
a8 77
855 17

using image i

Figure 5: Different encrypted messages using different images

Here we have to notice that using any color image as a source one we can encrypt-decrypt messages with variable
length, and the message length can be unlimited. The following image shown in figure 6 was taken as a source image,
various messages were encrypted-decrypted using this image, the encryption and decryption times were measured,
table 2 shows the obtained experimental results:
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Figure 6: Source image (image size=150849 bytes)

Table 2: Obtained results

Message length Encryption time(Second) decryption time (Seconds) Throughput
19 0.270000 0.270000 70
32 0.274000 0.274000 120
52 0.281000 0.281000 190
104 0.296000 0.296000 350

208 0.302000 0.302000 690
416 0.309000 0.309000 1350
1664 0.370000 0.370000 45000
6656 0.385000 0.385000 17290
53248 0.515000 0.515000 103390
212992 1.834000 2.834000 116140

From the obtained results shown in table 2 we can raise the following facts:

- The secret message length can be bigger than the image size.

- We can use any color image as a source image to encrypt-decrypt the secret message.

- The proposed method is very flexible by changing the source image whenever we want.

- There is no need to send the source image, it must be kept in secret by both the sender and receiver, and thus
we can achieve a high level of security.

- The proposed method is very efficient by providing a small encryption-decryption time, thus the providing
method maximizes the method throughput (number of encrypted/decrypted bytes per second).See figures 7 and 8.

- The proposed method is very simple to be implemented

3
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Figure 7: Relationship between message length and encryption time
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Figure 8: Relationship between message length and method throughput

For messages with KB sizes, the throughput was compared with DES and AES results [33] and the proposed method
gave better results by raising the throughput from 4.4 to 116 Kb per second.

I\V-Conclusion
A method of secret message encryption-decryption was proposed, tested and implemented. This method is based on
replacing the ASCII table by a new updated table which contains the first occurrence (location) of the ASCII symbol in
the source image.
The proposed method has a high level of security, this can be achieved by keeping the source image unknown (secret)
to any third party, and by selecting an image with huge size, also there is a possibility to change the source image from
time to time.
The experimental results showed that the proposed method is very efficient by maximizing the method throughput
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