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Abstract: The rapid adoption of cloud computing has introduced significant security vulnerabilities, making it a prime
target for cyber threats. Traditional security frameworks struggle to detect sophisticated attacks due to their high
computational complexity, limited scalability, and reliance on handcrafted feature engineering. This study proposes an
Al-powered network security framework leveraging the Informer model, a transformer-based architecture optimized for
long-sequence time-series data. The proposed framework integrates feature selection using Mutual Information and
employs ProbSparse Self-Attention to enhance anomaly detection accuracy. By efficiently processing cloud network logs,
it ensures real-time threat identification and mitigation with minimal false positives. The framework also incorporates
automated security enforcement mechanisms, including access control, encryption, and intrusion prevention, to enhance
cloud security resilience. Performance evaluations demonstrate that the proposed Informer-based model achieves
superior accuracy, precision, and recall compared to existing CNN-LSTM and Tab-Transformer models. With a high
accuracy of 99.5% and low false positive and false negative rates, the proposed framework offers a scalable and efficient
solution for detecting cloud-based cyber threats. This research contributes to strengthening cloud security by providing a
robust, adaptive, and real-time anomaly detection mechanism.

Keywords: Cloud Security, Informer Model, Anomaly Detection, Cyber Threats, Transformer-Based Architecture.
L INTRODUCTION

The rapid growth of cloud computing has transformed various industries, providing scalable, flexible, and cost-effective
solutions for data storage and processing [1]. However, with this expansion, security threats and vulnerabilities have also
increased, making cloud environments a prime target for cyber-attacks [2]. Traditional security models often struggle to
detect sophisticated threats, leading to data breaches, unauthorized access, and service disruptions [3]. To address these
challenges, an advanced security framework leveraging deep learning and transformer-based architectures is essential.
The proposed framework integrates an Informer-Based Intrusion Detection System to enhance threat detection accuracy
and reduce false alarms. Incorporating homomorphic encryption, ensures data privacy while enabling secure
computations. This study aims to build a robust and efficient cloud security framework that can identify, mitigate, and
prevent cyber threats in real-time. This paper’s emphasis on adaptive, Al for large-scale anomaly detection in IoT
environments, as demonstrated by Thirusubramanian, G. (2020) [4] underpins the projected Informer-based basis,
validating its scalability, accuracy, and robustness for dynamic cloud security applications.

Several existing methods have been developed to enhance cloud security [5], including CNN-LSTM-based IDS, Tab-
Transformer-based models, and anomaly detection using traditional machine learning techniques. CNN-LSTM models
are efficient in learning temporal patterns but struggle with large-scale data due to high computational costs. Tab-
transformer-based models improve feature representation but often require extensive training data to generalize well [6].
Traditional machine learning methods, such as Random Forest and Support Vector Machines (SVMs), rely on handcrafted
feature engineering, limiting their adaptability to evolving threats [7] . These approaches also suffer from high false
positive and false negative rates, making them less reliable in real-world cloud environments. Due to these limitations,
an improved security framework is needed to enhance detection accuracy, computational efficiency, and responsiveness.
The proposed Informer-Based Cloud Security Framework overcomes these limitations by leveraging an Informer model,
which efficiently processes time-series data with reduced computational complexity. Unlike CNN-LSTM and Tab-
Transformers, the Informer model enhances anomaly detection by handling long-range dependencies in network traffic
data. Cyber threats compose an unstoppable flood, requiring those who contend in the industry to identify threats as
quickly and precisely as possible, setting the conditions for the situations in the fast-moving clouds. The framework
introduces advanced preprocessing techniques, such as cleaning and normalization of data, thereby improving the input
quality to the models.

Moreover, the framework provides a robust feature extraction mechanism to leverage more subtle clues involved with
malicious behaviors. By combining all these components, the framework maintains precision and recall, thus reducing
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false positives and false negatives. It also shows scalability, staggering the throughput with time, making sure of
performance under heavy load. What the comparative analysis demonstrated clearly was that the Informer-based model
eclipses the existing traditional architectures in terms of adaptability to the new threat landscape. The ability to change
somewhat with the complexity and behavior of threats is very important in real-life scenarios. The proposed system is
therefore a marked improvement in cloud security analytics made efficient, accurate, and scalable enough to protect
critical infrastructure. The next sections will detail the experimental results that justify such claims.

II. RELATED WORKS

[8] introduced a hybrid Particle Swarm and Genetic Algorithm approach to optimize neural networks for disease
detection in cloud-based healthcare systems. The study demonstrated improved accuracy and computational efficiency,
highlighting the potential of hybrid AI models for cloud security applications. optimized machine learning pipelines
leveraging Recursive Feature Elimination (RFE) and Extreme Learning Machines (ELM) to enhance software
development in Al applications. explored Al applications in geriatric care, focusing on predicting dysphagia, delirium,
and fall risks using machine learning algorithms. While healthcare-centric, [9] their work demonstrated the efficacy of
Al in processing large-scale data, a principle applicable to cloud security.

[10] proposed a secure cloud-based financial analysis system integrating Monte Carlo simulations and Deep Belief
Networks (DBN), using bulk synchronous parallel processing to enhance computational efficiency an approach that
aligns with the efficiency objectives of the proposed security framework. developed a deep learning model for lung cancer
prediction, demonstrating the effectiveness of Al in high-stakes decision-making environments. employed big data-
driven silicon content prediction in hot metal processing using Hadoop, showcasing scalable machine learning solutions
for industrial applications.

[11] implemented the AES encryption algorithm to enhance cloud security, providing a robust cryptographic approach
for secure data transmission. investigated the integration of cloud computing, big data, and Hash graph technology,
presenting a distributed approach to securing cloud operations an aspect relevant to the proposed framework’s security
mechanisms. applied genetic algorithms for superior program path coverage in big data software testing, demonstrating
the role of evolutionary computation in optimizing security frameworks.

[12] explored Al-enabled customer relationship management, integrating Al frameworks for service quality
improvement. While focused on CRM, the Al-driven optimization principles are relevant for cloud security. introduced
a hybrid clustering approach using DBSCAN and fuzzy C-means for efficient resource allocation in IoT-driven fog
computing environments. examined Al and ML-driven blockchain-based secure employee data management, proposing
distributed control and tensor decomposition methods for enhanced security concepts that can be adapted to cloud-based
cybersecurity.

[13] developed an Al-based detection model for neurological disorders using PSP Net and fuzzy logic-enhanced Hilbert-
Huang transform, demonstrating the effectiveness of deep learning and fuzzy logic in classification tasks. proposed a
cloud-integrated smart healthcare framework utilizing LightGBM and logistic regression for digital health risk factor
analysis, reinforcing the value of lightweight, efficient Al models in cloud environments. integrated Particle Swarm
Optimization (PSO) and Quadratic Discriminant Analysis (QDA) for Al-driven software development, highlighting the
advantages of evolutionary optimization techniques in improving model robustness and efficiency. This comprehensive
review of Al-driven cloud security challenges and existing methods highlights gaps in scalability and accuracy, justifying
the need for the planned Informer-based outline’s efficient, adaptive cyber threat detection Gollavilli, V. S. B. H., (2020)
[14].

These studies truly bring Al and optimization developments into reality in the health, finance, and cloud security domains
while facing common problems of scalability, adaptability, and processing. Many techniques are algorithmically intense
and require computational resources that might shine in the plinth of a big lab but would hardly find any deployment in
dynamic, large-scale cloud environments. Another point of consideration would be domain-specific models that rarely
exhibit sufficient generalization for the heterogeneous and fast-paced evolutionary nature of cloud security threats. Those
mechanisms focusing on encryption and distributed frameworks might add on to the latency and complexity of the
solution without truly solving the problem of anomaly detection. Meanwhile, stochastic optimization algorithms face
unpredictable convergence, making them less conforming under timing constraints. Therefore, these are some limitations
that indicate the presence of an approach that is robust, scalable, and adaptive for modern cloud security needs.

2.1 Research Gap
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Existing research has explored various Al-driven and cloud-based security approaches for optimizing threat detection,
data privacy, and resource allocation [15]. However, these methods often struggle with scalability, anomaly detection,
and computational efficiency in handling large-scale cloud environments. Traditional models lack the adaptability to
evolving cyber threats and suffer from high false positive and false negative rates [16]. To address these limitations, a
more robust and intelligent framework is required to enhance network security by leveraging advanced deep learning
models with cloud computing integration [17]. This framework should get through massive amounts of time-series
network data while remaining as close to real time as possible. It, then, needs to support dynamic learning so new and
more complicated attack patterns can be addressed. Utilizing fellow transformer-based architecture members such as the
Informer model is a promising direction. Pairing it with distributed cloud processing, the resulting system can become a
truly threat detection service with superior accuracy. Such an integration is quintessential to the demands of contemporary
cloud security challenges.

2.2 Objectives of the Proposed Work

] Formulate a robust Al-powered network security framework to detect and mitigate cloud-based cyber threats
efficiently.

. Utilize a labeled dataset consisting of real-world cyber-attack patterns and network traffic data to train and
evaluate the proposed framework.

. Implement a deep learning-based Tab-Transformer model for anomaly detection and intrusion classification in
cloud environments.

. Integrate homomorphic encryption techniques to ensure privacy-preserving data processing within cloud-based

security systems.
111, PROPOSED AI-POWERED CYBER NETWORK SECURITY IN THREAT DETECTION

The proposed architecture follows a structured workflow for cyber threat detection in cloud environments. It begins with
data collection from cloud-based datasets which undergoes data preprocessing to remove inconsistencies and normalize
values. Feature selection using Mutual Information extracts the most relevant security features, which are input into an
Informer-based cyber threat detection model. The detected anomalies contribute to cloud security enforcement, and
finally, a performance evaluation module assesses the model’s effectiveness in detecting cloud-based cyber threats. Allur,
N. S. (2020) [18]. identify critical limitations in existing cloud security methods, such as poor scalability and detection,
which strongly justify the need for the proposed Informer-based, efficient, and adaptive security agenda.

Data from Cloud Data

Dataset Preprocessing Feature Selection using

Mutal Information

Performance :
Evaluation Security Cyber Threat Detection
using Informer

Figure 1: Proposed Architecture of Network Security in Cloud Computing

The diagram outlines the working of a cloud security framework based on cyber threat detection using the Informer
model [19]. Data collection is from the cloud dataset and subsequently undergoes the data preprocessing. This step
involves cleaning and preparing the data for the next step [20], which is the selection of features based on mutual
information to pick the most relevant attributes for detecting threats [21]. The most refined set of data is now fed into the
Informer model for accurate cyber threat detection [22]. Once the threats are detected, the system ensures cloud security
by mitigating them, and an evaluation of overall performance follows to get the effectiveness of the framework. This
cycle promotes continuous monitoring and improvement of security.
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This paper highlights the Informer model’s ability to handle long-sequence time-series data efficiently, enabling accurate
anomaly detection in cloud environments, which directly supports and drives the future Al-powered security context.
Musam, V. S., (2020) [23].

3.1 Dataset Description

Cloud Dataset

The dataset used in this framework consists of cloud-based network traffic logs, intrusion detection system alerts and
authentication records [24]. It includes packet size, protocol type, timestamp, source-destination relationships, and user
behavior analytics [25]. Anomalous instances within the dataset are labeled using expert-driven and automated anomaly
detection mechanisms [26]. The dataset is pre-processed to remove missing values and redundant entries before feature
extraction. Publicly available cybersecurity datasets like CICIDS2017, UNSW-NBI15, or CSE-CIC-IDS2018 are utilized
to ensure robustness.

3.2 Data Preprocessing
Data preprocessing involves cleaning, transformation, and normalization of cloud security logs to improve model
performance. The steps include,

3.3.1 Handling Missing Values:

Missing value handling is an important data preprocessing step where missing or null data entries are handled to enhance
model precision. The usual methods are deletion, mean/median/mode imputation, or employing sophisticated methods
such as KNN or regression imputation. The method used is based on the type and amount of missing data. Handling is
necessary to ensure sound and unbiased results in machine learning and data analysis operations.

. Mean or median imputation:

Mean or median imputation is a common technique used to handle missing data in datasets. It involves replacing missing
values in a feature column with the mean (average) or median (middle value) of the observed data for that feature [27].
Mean imputation is sensitive to outliers since it uses the average, while median imputation is more robust to outliers,
making it preferable when the data distribution is skewed. Both methods help maintain dataset completeness, allowing
machine learning models to train effectively without discarding valuable records due to missing values.

Xnew =% ?1:1 Xi (1)
3.3.2 Normalization:
Normalization of numeric features is one of the preprocessing steps applied for scaling data values into a fixed range,
usually [0, 1] or [-1, 1]. This prevents any feature from influencing the model unnecessarily because of its scale, which
benefits machine learning algorithms' performance. It is particularly critical for distance-based models such as k-NN and
gradient-based optimizers in neural networks. Some of the common techniques include Min-Max normalization and Z-
score standardization.

. Min-Max Scaling:

Min-Max Scaling is a normalization technique that transforms data features to a fixed range, typically between 0 and 1.
It works by subtracting the minimum value of the feature and then dividing by the range (maximum minus minimum),
effectively rescaling all values proportionally within the desired interval. This method preserves the relationships and
distribution of the original data while ensuring that features with different scales contribute equally to model training.
Min-Max Scaling is especially useful for algorithms sensitive to the magnitude of input data, such as neural networks
and distance-based models.

_ X—Xmin
Xscaled - Xmax—Xmin (2)
3.3.3 Encoding
. One-hot encoding for categorical variables.
3.3.4 Feature Selection using Mutual Information:
. Mutual Information (MI) between feature X and target Y :
MI(X,Y) = log 2&¥)_
X, Y) Zx,y p(x,y) 0og PP (3)
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3.3 Feature Selection Using Mutual Information

Feature selection aims to reduce data dimensionality by selecting the most relevant attributes. Mutual Information (MI)
measures how much information one variable provides about another. High MI values indicate strong dependency,
making those features useful for anomaly detection. The growing prevalence of cloud-based cyber threats requires more
sophisticated detection techniques. As emphasized by Natarajan, D. R. (2020) [28]. their Al-driven Informer model
delivers exceptional accuracy and scalability, forming a key foundation for the methodology obtainable in this work.

In this framework, each feature's MI score with the target label is computed, and features with scores above a threshold
are selected:

FS ={X; | MI(X;,Y) > 6} 4)

where 0 is a predefined threshold. The selected features are then passed to the Informer model, reducing unnecessary
computation while improving threat detection accuracy.

3.4 Cyber Threat Detection Using Informer

The Informer model, a transformer-based architecture optimized for long-sequence time-series data is employed to
analyze cloud network logs and detect anomalies [29]. The model processes the sequence of network events and extracts
temporal dependencies for accurate anomaly detection [30].

. Input Embedding and Positional Encoding:
The raw input logs are transformed into numerical embeddings, incorporating time-series positional encoding,
PE pos 20y = sin ((pos /100002 4modet ) (5)
PE(pos 2i+1y = €0 (pos/100002/dmodd ) (6)
. Self-Attention Mechanism for Feature Learning:

The Informer model applies ProbSparse Self-Attention to focus on critical network events,

T
Attention (Q, K, V) = softmax (%) %4 ®)

This enables efficient processing of long-term dependencies in network activity sequences.

. Anomaly Classification and Detection:
The final layer applies a classification function to determine if the observed pattern represents a cyber threat. The model
output is compared with threshold values to flag anomalies:

y = f(Informer(X)) ©)

where f is the final classification layer mapping feature vectors to normal or anomalous classes.

3.5 Cloud Security

Cloud security ensures the integrity, confidentiality, and availability of data by mitigating cyber threats detected by the
Informer model. Once anomalies are identified, security policies such as access control, encryption, and intrusion
prevention are enforced [31]. The framework integrates threat intelligence to enhance proactive defense mechanisms.
Automated responses, such as blocking malicious IPs, isolating compromised instances, and alerting administrators, are
triggered based on detected threats. This ensures a resilient and adaptive cloud security infrastructure against evolving
cyberattacks. This tabloid’s emphasis on advanced transformer models and anomaly detection, as highlighted by Sunil
Kumar Alavilli (2020) [32], provides a solid foundation for developing the anticipated Informer-based cloud security
framework, ensuring scalability, precision, and adaptability in dynamic environments.

Iv. RESULTS AND DISCUSSIONS
This section presents many aspects of the evaluation of the Informer-based framework applied against cyber-threat

detection [33]. The set of results proves the efficacy of the framework in the accurate identification of threats, having the
lowest levels of error.

Copyright to IJARCCE IJARCCE 495

This work is licensed under a Creative Commons Attribution 4.0 International License


https://ijarcce.com/

IJARCCE ISSN (Online) 2278-1021

ISSN (Print) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering
IJARCCE
- Vol. 10, Issue 4, April 2021

DOI 10.17148/IJARCCE.2021.10485

Comparative analyses with existing methods conclude the classification superiority resulting from the proposed method
[34]. Further, measurements of throughput guarantee scaling of the system and efficiency in handling the continuously
increasing volume of security events, thus attesting to its robustness in cloud security conditions [35].

4.1 Performance Metrics of Proposed Work

Table 1: Proposed Metrics of Informer

e proposed ramenors
Accuracy 99.5%

Precision 98.8%

Recall 98.9%

F1-Score 99.3%

FPR 1.2%

FNR 2.5%

The Informer-based design delivers extraordinary results with a cyber threat detection accuracy of 99.5%, representing
the overall correctness of classification. Being 98.8% precise, the model is able to keep false alarms at large and call the
threats correctly. The recall rate at 98.9% means the model is capable of detecting real malicious activities, while the
massive F1-Score of 99.3% represents a balanced trade-off between precision and recall. The framework stays low on
the false positives and false negatives, standing at 1.2% and 2.5% accordingly, which makes it equally reliable in
downgrading false alarms of genuine events and missed threats. Hence, these metrics give a collective perspective on the
suitability and robustness of the framework for security monitoring in the cloud.

The table 1 presents the performance metrics of the proposed Informer-based framework for cyber threat detection. It
achieves a high accuracy of 99.5%, ensuring precise classification of threats. The precision (98.8%) and recall (98.9%)
indicate the model’s effectiveness in minimizing false positives and detecting actual threats. The F1-score (99.3%)
confirms a balanced trade-off between precision and recall.

Additionally, the False Positive Rate (1.2%) and False Negative Rate (2.5%) are low, signifying that the framework
effectively reduces both misclassification of legitimate activities and missed cyber threats, making it highly reliable for
cloud security. Gollapalli, V. S. T. (2020) [36] validates how transformer-based Informer models significantly advance
cloud security by addressing scalability and accuracy challenges, enabling efficient threat detection that supports superior
performance in the targeted security framework.

4.2 Comparison of Existing Method with Proposed Work

Figure 2 compares the performance of three cyber threat detection models, Informer-based (Proposed), CNN-LSTM, and
Tab-Transformer across four key metrics like Accuracy, Precision, Recall, and F1-Score. The proposed Informer-based
framework (blue bars) consistently outperforms the other two models, achieving the highest values in all metrics,
indicating its superior classification ability.

The Tab-Transformer (red bars) performs better than CNN-LSTM (green bars) but remains behind the proposed model.
CNN-LSTM shows the lowest performance, especially in Recall, suggesting it struggles to detect actual cyber threats
effectively. Overall, the graph highlights the efficiency and reliability of the proposed framework for cloud security threat
detection.

The bar-chart conveys the performance comparison among three cyber-threat-detection models-Proposed Informer-
Based, CNN-LSTM, and Tab-Transformer-against the four metrics: Accuracy, Precision, Recall, and F1-Score. The
Proposed Informer-Based model exhibits superlative performance across the metrics and hence ensures outstanding
detection ability and reliability. Second comes the Tab-Transformer, which shows moderate performance, while at last,
the CNN-LSTM demonstrates negligible performance, especially on Recall, thus questioning its ability in detecting true
threats.
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Figure 2: Comparison Graph for Existing Methods and Proposed Method

The evaluation attempts to demonstrate the leverage and reliability of the Informer-based approach for cloud security
applications. The significant difference between the Informer-based model and the other two methods highlights how
transformers architectures have advanced in modeling long-range dependencies and complex patterns in network traffic.
More timely and accurate threat discovery becomes more critical as dynamic cloud environments evolve. This realization
of results, therefore, gives the Informer model a potential foundation for cyber threat detection in the future, scalable and
precise. Hence, this will have to be utilized in cloud growth and evolution to provide robust safety measures proactively.

4.3 performance of Throughput

The graph illustrates the throughput performance of the proposed framework over time, measured in events per second.
The throughput starts at approximately 6,000 events/sec and steadily increases, reaching around 15,000 events/sec by the
end of the scenario. This upward trend indicates that the framework efficiently processes an increasing number of cyber
threat events over time, demonstrating its scalability and robustness. The smooth progression of the curve suggests
consistent performance improvements without sudden drops, highlighting the framework’s ability to handle high-traffic
cloud security environments effectively.

Throughput Over Time

—e— Throughput

14,000 -

=

g 12,000

3

w

g

=

Em,ooo—

i

8,000 -

6,000 . : : . . ‘ . . . ‘ . ; ; .
& H S HdHFHHd FHF HF S H S S
& & & F F F F & F F & o N ¥

Elapsed Scenario Time (mm:ss)
Figure 3: Throughput Plot
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This graph depicts the throughput performance of the proposed framework over a 13-minute scenario [37]. The
throughput, which describes the number of events processed per second, begins at around 6,500 events processed per
second and steadily increases until it reaches about 14,800 events per second by the conclusion of the scenario. Keeping
up with this upward trend, the system has demonstrated to process an increasing number of security events while still
maintaining performance, evidencing scalability and robustness of cloud security monitoring in high-traffic scenarios
[38]. The sustained increase in throughput through the scenario underscores the ability of the framework to efficiently
deal with mounting workload without compromising on speed of processing. Such scaling becomes crucial for cloud
security systems that must deal with fluctuating and generally unpredictable volumes of data in real time. The smooth
upward trend of the throughput curve further states on the stability and reliability of the framework, ensuring the
monitoring to be continuous and the emerging threats to be responded to rapidly. The robustness thus makes the proposed
solution suitable to be deployed into heavy cloud environments where event processing rates must remain high throughout
in order to realize effective cybersecurity. Jayaprakasam, B. S., (2020) [39]. tabloid highpoints the Informer model’s
superior accuracy and scalability in cloud threat detection, significantly influencing the proposed method’s efficiency
and robust performance results.

V. CONCLUSION AND FUTURE SCOPE

This research presents an Al-powered network security framework utilizing the Informer-based model to enhance cloud
computing security [40]. The proposed framework outperforms traditional models such as CNN-LSTM and Tab-
Transformer, achieving an accuracy of 99.5%, precision of 98.8%, recall of 98.9%, and an Fl-score of 99.3%.
Additionally, it minimizes false positive and false negative rates, demonstrating its efficiency in anomaly detection. By
leveraging ProbSparse Self-Attention and Mutual Information for feature selection, the framework significantly reduces
computational overhead while maintaining high detection accuracy [41]. These findings highlight the effectiveness of
the Informer model in cloud-based cyber threat detection. Moreover, from the scaling point of view, the throughput of
the framework is consistently improved as it handles the increasing volumes of security events without any degradation
in its performance. Further, sophisticated pre-processing methods ensure that good quality data are fed into the detection
system, thereby increasing the detection reliability. Comparative studies have shown that the Informer model adapts
better to changes on the threat landscape, so it is a strong candidate for dynamic cloud environments. This research sets
a course for the next-generation intelligent, efficient, and scalable cloud security systems that will be able to take a
proactive stance against advanced cyber assaults threatening the critical infrastructure.

For future advancements, this framework can be extended to handle dynamic and adversarial attacks using reinforcement
learning-based adaptive security models. Furthermore, integrating federated learning can enhance privacy-preserving
anomaly detection across distributed cloud environments. Additional optimization in feature selection and response
mechanisms can further improve threat mitigation efficiency. The proposed framework can also be adapted for loT and
edge computing security, expanding its applicability to diverse cyber-physical systems. These advancements will
contribute to developing a more robust, scalable, and intelligent cloud security infrastructure.

Besides, the exploration of hybrid models that could combine the power of Informer and other deep learning architectures
might achieve more tentative detection skills and resilience against newly emerging threats. Explainable Al techniques
could be incorporated for increased transparency, so security analysts can better capture and trust the model’s decisions.
Continuous learning capabilities could be integrated too, so that the system quickly adapts to new attack patterns without
excessive retraining. These would then be the main aspects to work on in order for future versions of this framework to
adequately take upon cyber challenges as they evolve into now highly complex and interdependent cloud environs.
Gudivaka, R. L. (2020) [42] establishes how Informer-based models achieve superior accuracy and scalability in cloud
threat detection, providing a strong foundation for the anticipated Al-powered security background.
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