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Abstract: The increasing use of media in communications, the content security of digital images attracts much attention 

in both the academia and the industry. Meanwhile, for the symmetric cryptosystem, the key transmission and 

management is burden on users. Here propose an asymmetric image encryption algorithm based on an elliptic curve 

cryptosystem (ECC). The sender and the recipient agree on an elliptic curve point based on the public key sharing 

technique. First, to reduce the encryption times, the sender groups pixel values together and converts them into big 

integers. Second, the sender encrypts big integers with ECC and the chaotic system. Finally, the encrypted image is 

obtained from encrypted big integers. The algorithm makes the key transmission and management relatively simple and 

secure. Simulation data show that the proposed algorithm exhibits both the strong security and the high efficiency. 
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I. INTRODUCTION 

Elliptic Curve Cryptography is a key-based technique for encrypting data. ECC focuses on pairs of public and private 

keys for decryption and encryption of web traffic.ECC is frequently discussed in the context of the Rivest–Shamir–

Adleman (RSA) cryptographic algorithm. RSA achieves one-way encryption of things like emails, data, and software 

using prime factorization. There are several potential vulnerabilities to elliptic curve cryptography, including side-

channel attacks and twist-security attacks. Both types aim to invalidate the ECC’s security for private keys.  Images 

have the list of pixels.  cryptography operation of image happens on a single pixel. So, the cryptography operation is 

taking more time, because of the number of pixels which available is very large. These problems should be well 

addressed, such as grouping pixels into one group. However, the number of pixels collected to one group must depend 

on the parameters of the elliptic curve used. If the available parameters are large for the curve, where the pixels are 

collected for the image. For example, If the parameter of ECC has 512 bits, it can be grouped 63 pixels in one group. To 

get the list of multi pixels, that means if 256 digits . The amount of information is being transmitted over the Internet, 

including not only text but also audio, image, and other multimedia files. Images are widely used in daily life, and, as a 

result, the security of image data is an important requirement . In addition, when either communication bandwidth or 

storage is limited, data are often compressed. In particular, when a wireless communication network is used, low-bit-

rate compression algorithms are needed as a result of bandwidth limitations. Encryption is also performed when it is 

necessary to protect user privacy. automatic traffic sign detection and recognition (TSDR) system has been introduced. 

An automatic TSDR system can detect and recognise traffic signs from and within images captured by cameras or 

imaging sensors. In adverse traffic conditions, the driver may not notice traffic signs, which may cause accidents. 

TSDR system is a tedious job given the continuous changes in the environment and lighting conditions. Among the 

other issues that also need to be addressed are partial obscuring, multiple traffic signs appearing at a single time, and 

blurring and fading of traffic signs, which can also create problem for the detection purpose. For applying the TSDR 

system in real-time environment, a fast algorithm is needed. As well as dealing with these issues, a recognition system 

should also avoid erroneous recognition of non signs. The aim of this research is to develop an efficient TSDR system 

which can detect and classify traffic signs into different classes in real-time environment. For detecting the red traffic 

signs, a combination of color and shape based algorithm is presented which will up the procedure of the detection stage 

and for recognition SVMs with bagged kernels are introduced.  
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OBJECTIVE 

 

The objective of this project is 

 

• Implement a computationally light weight efficient  protection . To design and implement the service layers to 

expose  protection layer to various other layers in the server side architecture.  

• To implement the solution in such a way that it should be easier to integrate this with existing systems. To 

prove that the proposed scheme provides a strong security against various kinds of attacks.  

• To provide an efficient user interface access to the clients to access the portal. To deploy the project over the 

database so that it can be accessed from various geographical location from any device. 

 

 SCOPE 

 

Securing the image the online sites can provide security and protected from the cracking image. Processor resources and 

storage resources are becoming more and more abundant, so that the hashed image cannot resist pre computation 

attacks, such as rainbow table attack and lookup table attack. Moreover, they download and use attack tools without the 

need of any professional security knowledge. multiple attack models, multiple operating systems, and multiple 

platforms, which grand higher demand for secure image, password storage.  

 

II.ANALYSIS 

 

 SYSTEM ANALYSIS 

 

System analysis is a problem solving technique that decomposes a system into its component pieces for the purpose of 

studying how well those components  parts work and interact to accomplish their purpose. The proposed system uses 

the Elliptical Curve  algorithm. These algorithms can be performed in Java Eclipse because it has many library like 

Luna\Neon that will be useful to this project. 

 

PROBLEM DEFINITION 

 

Elliptic curves for securing images to transmit over public channels. This  cryptosystem  also  utilize  a  new mapping  

method  is  introduced  to  convert  every  pixel  of plain  image  into  a  point  on  an  elliptic  curve,  which  is  a 

mandatory  prerequisite  for  any  ECC  based  encryption. Encryption and decryption process are given in details with 

implementation.  After  applying  encryption,  security analysis is performed to evaluate the robustness of proposed 

technique to statistical attacks.  

 

EXISTING SYSTEM 

 

     In Existing System, Most of the organization are outsourcing their data’s for storage. By which, Most of their 

confidential data’s are in a possibility of theft. In  all the existing algorithm occupied more space in the database. Other 

half of the Organizations uses cloud storage technique to store their data’s. By which, The is no control over search 

privileges. Each image compression we need to give separate key. After encrypting the entire data in compressed 

format, If we need additional data it can be added into image, it is done by modifying a small portion of encrypted data. 

It may cause Loss of Data. According to the data-hiding key, with the help of spatial correlation in natural image. 

PROPOSED SYSTEM 

 

In Proposed System, Organization can Multi-keyword  with Fine-grained access control their data’s for storage. By 

which, Most of their confidential data’s access will be secured by setting the search privileges for the users using ECC 

Asymmetric Encryption Algorithm. ECC key size of 256 bits it is more stronger than RSA key. It covers less space 

memory in the database. It provides highly accurate cipher text retrieval. Time consumption is minimized.  The Image 

quality will be same before and after embedding. embedding Document, Pdf, PowerPoint presentation, and Text 

Document as one single Image with one key. Novel codes can significantly reduce the embedding distortion. To 

retrieve from the existing problem, invisible watermarking technique is used. In the proposed scheme, Using LSB-

steganalytic methods, the hidden data can be embedded and it will change into image format. 
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III.SYSTEM DESIGN 

 

Overall System Design 

 

The following figure represents system architecture of the proposed system. First the data These predicted results are 

compared with the original values and evaluate the performance of the implemented algorithms. 

 
 

 

IV. MODULES 

1. Admin Registration 

2. User Registration 

3. Admin Login 

4. User Login 

 

1. ADMIN REGISTRATION: Admin must have to register their detail and after login he/she has to verify their login. 

Then Admin can upload image into database with encrypted keywords and  algorithms. He/she can view the image that 

are uploaded in database. Admin can create symmetric key for the image send to the user. 

1. Login/Registration: Admin needs to register on the portal. In order to register on the portal, Admin need to 

provide some personal information which will be stored at back-end. At the time of login the credentials name and 

password will be used to authenticate the user.  

2. View image: It is the core module for the  user. In this module user can search specific image. User can search 

specific file by providing a tag in the searching bar, if the file exists for the particular tag value, the file title will be 

shown on the dashboard. In the case of wrong tag insertion for search, the returned output will be null.  

3. Download image: This module depends on the Search module. After searching image if some files list 

returned, User gets option for downloading the image. User can select specific file and download it by providing the 

respected private key. 

2. DATA USER REGISTRATION: Users must have to register their detail and then login into database. Users can 

search all the files upload by data owners. He/she can send request to the files and then request will send to the data 

owners. If data owner approve the request then he/she will receive the decryption key in registered. 
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1. Login Module: User need to login on the portal in order to upload the data on the login page. 

2. Data Upload: This module is dedicated for the process of uploading the content on the cloud server. owner 

have to select any data  from the local machine in order to upload it on database. 

3. View image: If the user wants to search any specific file, this module provides the option. The output of 

search operation will provide the list of the key. The module will also have the option for deletion of specific file. 

4. Share image: This module provides the option for file sharing. After searching files, the user can select 

specific file and select specific user with whom  want to share with mail. 

3. USER LOGIN: The user module allows users to register, login, and logout. Users benefit from being able to sign on 

because this associates content they create with their account and allows various permissions to be set for their roles. 

The user module supports user roles, which can be set up with fine-grained permissions allowing each role to do only 

what the administrator permits. Decrypt the image using the symmetric key. Each user is assigned one or more roles.  

4. ADMIN LOGIN: Admin module allows users to register, login, and logout. Admin  is encrypt the image by using 

this admin account. accountable for the quality of one or more data sets. Data owners are either individuals or teams 

who make decisions such as who has the right to access and edit data and how it's used. 

 

V. RESULTS AND DISCUSSION 

      The user can retrieve a particular required document with the help of the security key which is mapped to it and it is 

stored in the database for faster retrieval of data. It more secure than other algorithm. MRSF technique is applied here 

and based on this we can directly read the keyword of a particular data when it is in the cipher text form itself from the 

database. 

 

VI.CONCLUSION 

The main purpose of this project is to The attractiveness of ECC, compared to RSA, is that it appears to offer better 

security for a smaller key size, thereby reducing processing. Encrypted image can be used for securing the image, file 

and also the webpage. This system also prevents the rainbow table attack and also the look up table and secures the 

passwords. Privacy preserving multi keyword search scheme with lightweight fine-grained access control Compared 

with previous schemes, besides realizing access control, MRSF achieves a better search performance and higher 

security level. Extensive evaluations demonstrate the influential factors for search accuracy and efficient. It has been 

observed that the original image is recovered from the encrypted image. 
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