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Abstract: The Internet of Things paradigm envisions the pervasive interconnection and cooperation of smart things 

over the current and future Internet infrastructure. The Internet of Things is, thus, the evolution of the Internet to cover 

the real-world, enabling many new services that will improve people’s everyday lives, spawn new businesses and make 

buildings, cities and transport smarter. Improper device updates, lack of efficient and robust security protocols, user 

unawareness, and active device monitoring are among the challenges that IoT is facing. Due to the pervasiveness of 

always connected devices, large amounts of heterogeneous data are continuously being collected. Beyond the benefits 

that accrue for the users, there are private and sensitive information that is exposed. Therefore, Privacy-Preserving 

Mechanisms (PPMs) are crucial to protect users' privacy. In this paper, we explore the background of IoT systems and 

security measures, and identify (a) different security and privacy issues, (b) approaches used to secure the components 

of IoT-based environments and systems, (c) existing security solutions, and (d) the best privacy models necessary and 

suitable for different layers of IoT driven applications. 
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I. INTRODUCTION 

 

The Internet of Things (IoT) refers to a concept of connected objects and devices of all types over the Internet wired or 

wireless. The popularity of IoT or the Internet of Things has increased rapidly, as these technologies are used for 

various purposes, including communication, transportation, education, and business development. IoT introduced the 

hyper connectivity concept, which means organizations and individuals can communicate with each other from remote 

locations effortlessly. IoT provides the interconnection between multiple heterogeneous devices and sensors that are 

able to monitor and gather all types of data about machines and human social life [1] The Internet of Things (IoT) 

foresees the interconnection of billions to trillions [2, 3], of smart things around us uniquely identifiable and 

addressable everyday things with the ability to collect, store, process and communicate information about themselves 

and their physical environment [4]. IoT systems will deliver advanced services of a whole new kind based on 

increasingly fine-grained data acquisition in an environment densely populated with smart things. Examples of such 

IoT systems are pervasive healthcare, advanced building management systems, smart city services, public surveillance 

and data acquisition, or participatory sensing applications [5, 6]. 

 

The increasingly invisible, dense and pervasive collection, processing and dissemination of data in the midst of 

people’s private lives gives rise to serious privacy concerns. Despite the benefits that can come from collecting data, 

users are exposing sensitive and private information with possibly untrustworthy entities. These entities can process, 

analyze and mine data in order to extract useful information, but also sell and/or share the collected data with third 

parties, using it maliciously. Ignorance of those issues can have undesired consequences, e.g. non-acceptance and 

failure of new services, damage to reputation, or costly law suits. The public boycott of the Italian retailer Benetton in 

2003 [7, 8], the revocation of the Dutch smart metering bill in 2009 [9], or the recent outcry against the EU FP7 

research project INDECT [10, 11] are few examples of IoT related projects that experienced huge problems due to 

unresolved privacy issues. With the growing number of misuse of data and data breaches [12], privacy has been an 

emergent topic and serious privacy concerns have been aroused. To address these issues, several Privacy-Preserving 

Mechanisms (PPMs) and tools have been proposed [13, 14, 15].   
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II.  IOT PRIVACY AND SECURITY ARCHITECTURE 

 

The IoT Privacy and Security architecture reference model is depicted in figure-1 which is an updated version of IERC 

[16]. This architectural model is based on visions of the IoT and can be summarized as: Anyone and anything is 

interconnected anywhere at any time via any network participating in any service. Our reference model describes the 

entities and information flows of IoT applications. 

 

 

 
 

Privacy is a very broad and diverse notion for which literature offers many definitions and perspectives [17]. From a 

historic view, the notion of privacy shifted between media, territorial, communication, and bodily privacy. With the 

increasing use and efficiency of electronic data processing information privacy has become the predominant issue 

today. Information privacy was defined by Westin in 1968 as “the right to select what personal information about me is 

known to which people” [18]. The notion of personal information is necessarily fuzzy, since privacy is a deeply social 

concept and subject to greatly varying individual perception and requirements [19, 20]. Hence, care must be taken 

when designing new systems and services to carefully assess the sensitivity of the involved information and relating 

user requirements, e.g. as businesses are starting to implement in privacy impact analysis’s (PIAs). Ultimately, our 

definition must be understood such that the user may define what he considers personal information. 

 

III.  LITERATURE REVIEW 

 

The authors in [21] stated that there are various challenges, such as jamming and spoofing attacks and other 

unauthorized access, which have compromised the integrity of the user’s data. There are potential solutions that can 

help the individual to implement various security measures that can help to secure their IoT devices. According to [22], 

various privacy threats have emerged in the present time, and they can penetrate IoT Technologies and their integrated 

network. It is not easy to manage the security of IoT devices in businesses and organizations. The organizations must 

deploy monitoring and scanning tools for all the IoT devices that could detect any kind of threats related to privacy and 

try to mitigate the risk of being breached. Traffic interceptors and analyzers help identify and investigate various cyber 

threats. 

There are various studies as well as services that have been conducted on the current trends in IoT security [23]. 

Multiple services have presented some of the challenges or attack vectors to various IoT devices and their guards. 
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Various simulation tools, modelers, and the availability of numerous platforms that can confirm this security protocol 

can also help in producing the protocol related to novel IoT security. It is fair to say that there has been rapid progress 

in terms of research related to IoT security and various simulation tools as well as modelers have supported this 

research. If the IoT devices failed, then the issues will be severe. 

The authors in [24] believe that, despite the enormous benefits the users are getting from the Internet of Things, there 

are challenges that come along with it that need to be looked at. Cybersecurity and privacy risks are the primary 

concerns that have been cited. These two are posing a massive predicament for many business organizations as well as 

public organizations. Prevalent high-profile cybersecurity attacks have demonstrated the vulnerabilities of IoT 

technologies. This is simply because the interconnectivity of networks in the Internet of Things brings along 

accessibility from anonymous and untrusted Internet, requiring novel security solutions. On the other hand, it is 

important to emphasize the standards and basic principles of the IoT Cyber Security Framework when it comes to 

implementing the IoT security system. According to [9], one of the most important measures to consider is the 

termination of a contract consisting of different devices with different communication protocols. The difference in 

protocols hinder separate service contracts from implementation and are fundamental elements that must be present in 

the cybersecurity structure of every Internet of Things. He demonstrated that to ensure the reliability of the IoT 

framework in the cybersecurity arena, some small steps need to be taken to help mitigate the challenges of IoT 

cybersecurity. In addition, the authors in [25] showed that scalability is also an essential measure of the success of the 

cybersecurity Internet of Things framework. Analysts said the IoT environment needs to be scalable enough to handle a 

billion Internet-related and cybersecurity challenges. In addition, the magazine showed that the IoT cybersecurity 

environment should also support testability, such as integration testing, component testing, system testing, and 

compliance testing, effectively reducing challenges and risks. 

In the same context, the authors in [26] described some of the current IoT cybersecurity solutions. Some basic security 

measures are implemented by the supplier, and state that it is not profitable for the supplier to produce high-quality 

solutions. In the case of cybersecurity of the Internet of Things, companies are unlikely to develop the right solution. 

Moreover, the authors in [27] describe the currently embedded mobile and cyber-physical systems as ubiquitous, from 

industrial control systems, modern vehicles to critical infrastructure. Current trends and initiatives, such as Industry 4.0 

and the Internet of Things (IoT), promise innovative business models and new user experiences through strong 

connectivity and the operational use of new generations of embedded devices. These systems generate, process, and 

exchange large amounts of relevant data. Security and confidential beliefs that make cyber-attacks an attractive target 

for the Internet of Things system cause physical harm and disrupt people’s lives. Cybersecurity and privacy are 

important because they can pose a threat. The complexity of these systems and the potential impact of cyber-attacks 

pose new threats to related industrial IoT systems. Possible solutions to security and privacy challenges are general 

security frameworks for industrial IoT systems. Current IoT systems have not improved enough to secure the desired 

functions. 

Therefore, there has been extreme significance in the study and research of various security issues in IoT. One of the 

main objectives in terms of IoT security is to provide privacy, confidentiality, and to ensure that every user can get 

better protection, infrastructures, and a guarantee to the availability of various services offered by the ecosystem of IoT. 

Therefore, the research in various IoT security is gaining necessary momentum with the help of different simulation 

tools as well as multiple computational platforms [28]. 

With the increasing development of IoT technology and pervasive   use of social networks and smartphones,   Location 

Based Services (LBS) has become an active area of research.  LBS with IoT offers high degree of flexibility and 

convenience, but   user may breach their privacy if the LBS server is distrustful and malicious.    The authors in [29] 

propose   location privacy algorithm that first analyze Dummy Location Selection (DLS)   algorithm and also 

developed an attack algorithm for DLS (ADLS) for testing IoT security and privacy. The concept of location-

obfuscation, mix-zone with context awareness was used in [30] that assures location privacy in IoT.  This proposed 

algorithm works effectively for IoT networks with certain threshold no of nodes.  

Yu et al. [31] consider IoT devices as weak access points to vital infrastructures (e.g., a medical or military facility) and 

can be misused to leak sensitive data. The authors have made two main observations regarding IoT systems: (1) 

network-based approaches are less vulnerable than host-based approaches due to inherent limitations and possible 

unpatched vulnerabilities on IoT devices; (2) traditional static perimeter defenses are unable to secure IoT devices, 

since these devices are deployed deep inside the network, with their physical and computational context constantly 

changing. Therefore, resource limitations make it challenging to secure IoT layers individually. Thorough study was 

performed on IoT devices vulnerable to Heartbleed [32] according to SHODAN [33] and other sources. 

The IoT device layer (also known as perception layer) contains all physical resources that collect/control data (sensors 

and actuators). However, these resources are highly heterogeneous and resource-constrained. Such constraints pose 

unique challenges on applying privacy preserving techniques. Thus, IoT devices are subject to several attacks discussed 

in [34] including node capture, fake node, malicious data, denial of service attack (DoS), timing attack, routing threats, 

replay attack, side channel attack (SCA), and mass node authentication problem. Therefore, several security measures 
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must be considered when designing this layer as follows: (i) Access control and authentication: to prevent user privacy 

leaks from open and unauthorized access. Juels et al. [35] present a good solution to implement Selective RFID 

Jamming as an access control scheme on low-cost tags (ii) Data encryption: to secure data exchange and guarantee safe 

delivery. Wang [36] presents a nonlinear key algorithm based on displaced calculation to provide data encryption. This 

key algorithm requires low computational power to provide high security and good data transmission rate. (iii) Secure 

channel using IPSec: the IPSec protocol [37] offers both authentication and encryption. Raza et al. [38] present a 

6LoWPAN/IPsec extension to provide security for IoT devices. The authors demonstrate that IPSec outperforms the 

standard IEEE 802.15.4 link layer security in IoT environments. (iv) Cryptography technology: to offer privacy 

protection, confidentiality, authenticity and data integrity. Secure communication protocols include digital signatures 

and hash values are used to ensure data integrity. 

 

IV. CONCLUSION 

 

IoT devices and applications are playing an essential role in our modern life. We can see IoT devices almost 

everywhere from our homes, farms, offices, shopping centers, educational institutes, airports, and many other places to 

provide us with secure and on-demand services. 

Finally, most users are still unaware about the privacy risks of sharing data. This calls for mechanisms to raise users' 

awareness. For instance, people should be educated about the risks and how they can protect their privacy through 

changes in their behavior. Currently, there are some frameworks to educate users on privacy matters [39] and others to 

raise users' awareness [40]. It would be interesting to have combined mechanisms to raise awareness but also educate 

users by helping them in their privacy-related choices. 
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