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Abstract: In the field of information technology, cloud computing is swiftly becoming a hotspot. Nevertheless, when 

we look at its ease of use and high data processing capabilities, we find that it also poses significant issues in terms of 

data security and privacy information protection. The current security and privacy information concerns have been 

evaluated in this study. Second, a summary of current security measures is provided. 
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I. INTRODUCTION 

 

Unlike traditional computing models, cloud computing (Iosup et al., 2011; Prasad and Rao, 2014; Li et al., 2015; 

Yuriyama and Kushida, 2011; Mori et al., 2012; Raekow et al., 2013; Yao et al., 2013; Ye and Khoussainov, 2013; Zhu 

et al., 2013; Ronald et al., 2013 merge many new components, such as remote computing and virtualization, have come 

together to create a novel system that can be managed and dynamically expanded. 

Cloud computing security encompasses all areas of cloud computing protection. Many of these issues aren't specific 

to the cloud: data is vulnerable to assault regardless of where it's kept. As a result, cloud computing security covers all 

aspects of computing security, including security architecture design. Cloud computing, on the other hand, offers a 

number of unique features (Ryan, 2013; Chen et al., 2010; Kumar, 2010; Christodorescu et al., 2009): 

 

a Because the cloud is really a shared resource, we can't ensure that other users won't be dangerous. To put it another 

way, we can't verify the veracity of other sources. 

b Insecure APIs and protocols may be given permission to access cloud data. 

c Once the security mechanism fails, the illegal cloud provider has access to the data in the cloud and can edit or 

destroy it. 

d It's acceptable for cloud data to be accessible, but only to a certain level. 

 

To tackle the above possible shortcomings, references (Chang et al., 2016; Ali et al., 2015; Naser et al., 20015; 

Xiang et al., 2015; Oscar et al., 2015; Rasheed, 2014; Feng et al., 2011; Lin et al., 2013; Wlodarczyk et al., 2009; Ai 

and Mukaidono, 2011; Hsu et al., 2011; Kryvinska et al., 2010; Siemens IT Solutions and Services, 2011) several 

unique models or approaches have been presented. Virtual computers, for example, can be deployed in the cloud to 

isolate operations. In terms of data security, deploying a viable and feasible backup method is an option. Naturally, 

different models are built to detect the incorrect alterations. 

This paper gives a summary of cloud computing and related security concerns, as well as potential options in the 

sector, based on the information indicated above. The following is a breakdown of the paper's structure. 

The classic cloud computing theory is introduced in Section 2. Section 3 discusses potential answers or proposals for 

the current difficulties in cloud computing. Finally, Section 4 brings the paper to a close.  

 

II. CLASSIC THEORY OF CLOUD COMPUTING 

 

Cloud computing has the capability of handling big batches of task requests for a large number of clients at the same 

time. When cloud service providers receive service requests, they distribute matching computer resources based on the 

varied requests from customers or the dispenses of the cloud computing resources that the clients pay for. Figure 1 

depicts the standard cloud computing model. 

Private, public, communal, and hybrid clouds are the four forms of cloud computing available (Wlodarczyk et al., 

2009). 

 

a An organization owns or rents a private cloud. The entire cloud resource is reserved for that organization's 

exclusive usage. A cloud constructed by a company to service its mission-critical applications is an example of this 

model. 

b A service provider owns a public cloud, and its resources are sold to the general public. End-users can rent portions 

of the resources and scale their resource consumption to meet their needs. 
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Public cloud providers include Amazon, Google, Rackspace, Salesforce, and Microsoft. 

c A community cloud is comparable to a private cloud, except the cloud resource is shared among members of a 

small group of people who share similar interests. The media cloud set up by Siemens IT Solutions and Services 

(2011) for the media sector is an example of a community cloud. A community cloud can be managed by a third 

party (as in Siemens' example) or collaboratively controlled and operated (as in the grid computing paradigm). 

d The term "hybrid cloud" refers to a cloud infrastructure that combines two or more cloud infrastructures, 

which can be private, public, or community clouds. The fundamental goal of a hybrid cloud is to provide additional 

resources in times of high demand, such as allowing some processing jobs to be transferred from a private cloud to 

a public cloud.  

 
Figure 1 Traditional cloud computing model (see online version for colours) 

 

III. 3 CURRENTLY USED SECURITY MEASURES 
 

The current security measures are summarized below in order to address the issues described above. 

 

Privacy data access processing 

 

The community cloud is made up of two or more clouds that run independently and allow data and applications to be 

transferred between them. The community cloud, which is made up of both private and public clouds, has both 

advantages: it has the privacy of the private cloud as well as the reduced computing costs of the public cloud. As a 

result, many firms and organizations have adopted the community cloud as their preferred model, and it is widely 

recognized as the primary paradigm of future cloud computing. 

Although combining public and private clouds is a fair approach for dealing with cloud computing security and 

privacy, integrating the two types of clouds properly remains a difficult subject. There are two parts to the perfect item. 

On the one hand, we can take advantage of the public cloud's extensive computational and storage resources. Client 

private information, on the other hand, must be effectively protected. 

Several researchers presented a novel community cloud mode that included a privacy protection module based on the 

Hadoop MapReduce paradigm, allowing for the realization of privacy-sensing-based community cloud computing. The 

basic concept is to divide computing chores, with sensitive privacy data being stored in the private cloud and non-

sensitive data being stored in the public cloud. The limitation is that the sensitive data must be assigned by the client, 

therefore the aforementioned mode could do nothing with the unknown sensitive data.  
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Data encoding and search 

 

As a result of the encoding, the original ordering, comparability, and other qualities may be lost, making data 

searches more difficult. The following is a direct searching technique for cloud storage. The data owner must first 

obtain the encrypted text from the cloud server. The plaintext is then decoded from the encrypted text. Finally, let the 

machine look for plaintext data. Clearly, the procedure described above is inefficient. 

Early references mentioned a feasible encrypt data searching algorithm that uses a symmetric encryption algorithm 

to encapsulate the text and its keywords. The server can look up which texts include the keywords provided by the 

clients, but it can't get any practical information about the text's content. Furthermore, the existing search strategy can 

only complete searches for a single keyword, but it does not meet the needs of most clients. To ensure that public-key 

encryption with keyword searching is more appropriate to cloud computing environments, we need develop a new 

public-key encryption scheme that can provide privacy protection as well as complicated logic expression.  

 

Encoding data computing 

 

With the rapid development of cloud computing, data owners can now upload large amounts of data to a cloud server 

for computing and searching, which helps to reduce storage, calculation, and maintenance costs. Property encryption 

and homomorphic encryption have recently been used to address the problem of encoding data computation.  

The cipher text and plaintext are conducted concurrently and directly in homomorphic encryption. Even if the 

plaintext is unknown, the cipher text can still be generated using this procedure. The data is initially encoded by the 

clients, then the cipher text is uploaded to the cloud server. The server can carry out the data cipher text according to 

the clients' specifications and return the computed result to them. The clients can use the private key to decode the 

encrypted text and obtain the plaintext computed result. Clients, on the other hand, are unable to verify the accuracy of 

the cloud server's computed result. 

 

IV. CONCLUSION 

 

Cloud computing has become a widely accepted and universal paradigm for service-oriented computing, in which 

computing infrastructure and solutions are provided as a service. The classic theory of cloud computing is initially 

introduced in this work. The potential security and privacy data concerns are then discussed. The current metrics are 

also summarized at the end.   
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