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Abstract: Face anti-spoofing is widely used as a biometric approach. The face anti-spoofing systems are increasing due
to their advantage of being convenient and contactless compared with other authentication systems. Unfortunately, the
face anti-spoofing system is the most vulnerable to spoofing attacks. Hence, the need for the development of
countermeasures against such presentation attacks. This paper provides detailed reviews of the different techniques
available in face anti-spoofing systems. We give an outline of the research that has been accomplished in the field of face
anti-spoofing.
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I INTRODUCTION

Facial recognition has simplified many processes which were earlier difficult with added security [1]. Even though facial
recognition technologies have many advantages, they have their share of drawbacks [2]. Nowadays, biometric systems
are broadly used in day-to-day applications including mobile authentication and access control. However, Presentation
Attacks (PA) are a big threat to these applications as an unauthorized user can use a photo of the valid user to invade a
system. In order to overcome presentation attacks, the system comprises a face anti-spoofing approach. Past few years,
face anti-spoofing has attracted a lot of researchers. A high-security requirement is needed for strengthening face
recognition systems which is essential to prevent the vulnerability from face spoofing. Spoofing involves an attacker who
deceits as a legitimate user to gain the access to a system. There are many other alternatives that have been recognized
over the years, such as iris [3], voice [4], fingerprint [5], and handwriting signatures [6]. Among these, face recognition
has become a better alternative [7].

Meanwhile, many software-based and hardware-based face anti-spoofing detection systems have been designed.
An example of a software-based approach where the real-time liveness detection against a photo attack can be detected
by recognizing spontaneous eyeblinks which do not require extra hardware. It is much easier for attackers to obtain
photos, videos, or use silicon masks [8].

Nowadays, the face recognition system has become a target of spoof attacks due to the increasing easy
accessibility of face modalities [9][10]. This type of security threat can be easily carried out by presenting a face artifact
[11]. Deep learning-based face Anti-Spoofing techniques have shown remarkable performance.

The next sections are organized as follows. Section 2 presents some hand-crafted anti-spoofing approaches and
some methods for categorization. In section 3 provides a overview of different research works in face anti-spoofing.
Section 4 gives a summary the paper.

1. STATE OF THE ART APPROACH

Facial recognition has become the second-largest biometric authentication technique that is used after fingerprint [12].
Nowadays face recognition is being used by many companies in their devices, such as face-1D verification. Even though
face recognition has shown promising results in security systems, there is still a need for countermeasures for
presentation attack detection (PAD).

There are many face presentation attack types, such as photo attack, video attack, and mask attack. Photo attack [13] is
where an unauthorized user prints the photo of an authorized useron a paper and presents it to the verification system. In
the video attacks [14], video acquisition of users from social media or even using a hidden camera are used as spoof
against the system. In a mask attack [15], a 3D face mask is used as a spoof against a system.Further, PAD can be divided
into hardware and software-based approaches as shown in Fig 1, which we discussed in detail in the below sections.
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A Hardware-Based Approach

This approach inspects the features of the face using hardware. It also requires user cooperation where they need to

associate with the hardware or sensor. Further, this method can be categorized into Sensor Characteristics, Blink
detection and Challenge Response.

|
R

Fig 1: Categorization of face presentation attack detection algorithm

1) Sensor Characteristics:

The features explored from the camera rely on the type of sensor used, such as light field camera [16] where the
variation of the focus is measured. The LFC camera characteristic was explored with the capacity to detect photo and

display attacks or gauging the reflectance from a near multi-spectral [17] sensor. This measures the reflectance in a 3D
scan.

2) Blink detection:

Using blink detection presentation attacks can be reduced. This method detects the blinking action observed in the eye
region using hardware [18] or software-based techniques [19]. When compared to other regions maximum movement is
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detected in the eye region [20]. Hence blink detection can be used to detect a presentation attack.

3) Challenge Response:

The main intent of this method is to record the response to a challenge in the provided user interface, such as by tracking
the response of the user towards a preset stimulus [21]. An approach by Smith et al. [22] used this method to counter
video replay attack.

B. Software-Based Approaches

This technique uses an algorithm that determines whether a captured face image is either genuine or spoof. This
technique has proven to have high precision and lower price. The software-based approach does not require user
involvement as compared to hardware-based approach and it also prevents the need for hardware. They can be divided
into two types: static methods and dynamic methods.

1) Static Methods:

These methods analyze an individual image and also a video sequence, where every frame is evaluated separately. They
are faster when compared with dynamic methods. Static methods have three types namely: texture-based approach,
frequency-based approach and hybrid approaches.

Texture Based Approach: In texture-based approaches, micro-textural outlines in the face image are evaluated. This
method is efficient in differentiating photos and artifact. One example of a texture-based approach uses Local Binary
Patterns (LBP) [23]. In another illustration, where the features are extracted from the image using Quaternionic Local
Ranking Binary Patter and evaluated using two different classifiers, namely the KNN and the SVM [24]. Raghavendra
et al. [25-29] proposed more innovative feature descriptors such as ELTCP, DOG-ADTCP and EDDTCP for face anti-
spoofing.

Frequency Based Approach: Fourier spectrum analysis [30] was the first work in this category. This analysis can be
applied to detect video replay attacks by calculating the Fourier spectra for head hair [31]. Frequency component can
be estimated using Discrete Cosine Transforms (DCT) [31], DoG filters [33] and high-frequency components [34].

Hybrid Approach: Hybrid methods integrate more than one trait [35] such as time-frequency information with a texture
descriptor [36], shape and texture [37] or the use of contextual information [38].

2) Dynamic Method:

These methods detect presentation attacks by analyzing the motion. The analysis includes tracing any indication of life,
such as continuous movement of eye, facial expressionsor head movements [39]. In this method, a certain degree of
motion should be observed in the head region or between the head and the background [40]. As this method requires
more time to analyze a video some of these techniques cannot be applied where there are time constraints.

1. FACE ANTI-SPOOFING APPROACHES

Researchers have proposed many methods to counter face-spoofing. One cannot select a particular technique to defend
against all presentation attacks. By combining other algorithms best outcomes can be obtained, where the weaknesses of
some are covered by the strengths of others and vice-versa. There are three types of face anti-spoofing: i) sensor level
approach ii) feature level approach iii) score level approach.

A Sensor-Level Approach

Sensor level approach also referred as hardware-based approach, is a technique that tracks specific characteristics of a
human using a hardware or sensor [41], which helps us to detect a spoof.

These methods measure some features, such as (i) innate properties of a living body [42], (ii) reflex of a living body such
as pulse [43], blood pressure (BP) [44] and brain wave signals (EEG) [45]; (iii) challenge-response [46].
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Some of the notable approaches by researchers are: a dual-band fusion system by Pavlidis et al. [47] which demonstrates
that more precise human face segments can be done using a near-infrared band rather than a conventional visible band.
Another approach by Marcel et al. [42] used the multispectral face sensor for liveness detection. In 2007, to exploit
intrinsic features which are under the skin, Buddharaju et al. [48] developed a system based on using the bio-heat
information contained in heat imagery.

B. Feature-Level Approach

The feature-level approach is a software-based technique. In this, the features used to detect a spoof face are extracted
from the biometric sample, and not from the human body. This method is broadly divided into static and dynamic methods
based on whether they analyze an image or a video.

1) Feature Level Static Approach:

The feature level static approaches uses a person’s image, a method by Galbally [49] uses 14 image quality characteristics
extracted from an image to differentiate between bona-fide and imposter samples. Another illustration by Chang et al.
[50] where the features from the image are divided into three models: generalized Gaussian density-based, asymmetric
generalized Gaussian density-based, and top gradient similarity deviation features.

2) Feature Level Dynamic Approach:

Feature level dynamic approach uses many publicly available face anti-spoofing databases such as Reply-Attack
database, CASIA, NUUA, MSU-MFSD datasets. Alotaibi et al. [51] proposed a method which uses deep convolution
neural network (CNN) to extract complex and high characteristics of the input diffused frame. Xiaobai et al. [52] proposed
a method in which spoof is detected using a pulse from a video. Since plus signals are not present in mask or printed
photos, this can be an efficient method. Chen et al. [53] proposed a method which explores differences between multi-
modal cameras and construct a cross-domain multi-modal face anti-spoofing dataset under surveillance scenarios called
GREAT-FASD-S.

C. Score-Level Approach

A third type of protection method is score-level approach. It aims to focuses on the study of fusion methods that enhance
their performance against presentation attacks.

Shifeng et al. [54] proposed an approach to select the more informative channel feature by re-weighting the modality-
dependent features and also suppressing less informative ones. Another demonstration by Nguyen et al. [55] uses the
concept of Dempster-Shafer theory to upgrade the working of multi-biometric systems. In 2018, a secure multimodal
biometric system was proposed depending on different fusion levels by Hammad et al. [56], that uses CNN and Q-
Gaussian multi-support vector machine.

(\VA CONCLUSION

Many methods have been designed to safeguard the authentication system against presentation attacks. A great amount
of research has ben carried out concerning the vulnerabilities of biometric systems to spoofing attacks and multiple
approaches to secure them against this threat have been proposed. Moreover, various independent evaluations have shown
that some of these protection approaches are able to achieve very competitive results.

Although substantial work has been done in the face spoofing detection and many advances have been reached, attacking
approaches have also evolved becoming more and more sophisticated. Even though advanced methods have been
designed for spoof detection, direct attack methods have also evolved. As a result, there are huge challenges to be
confronted in the safety of direct attack, which in the near future will lead to a more secure authentication system.
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