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Abstract: Designing infrastructures that give trustworthy third parties (such as end-hosts) control over routing is a
promising research direction for achieving flexible and efficient communication. Even so, serious concerns remain over
the deployment of such infrastructures, particularly the new security vulnerabilities they introduce. The flexible control
plane of these infrastructures can be used to launch many types of powerful attacks with little effort. In this paper, we
make several contributions towards studying security issues in forwarding structure (FIs). We present a general model
for an FI, analyse potential security vulnerabilities, and present method to address these vulnerabilities. The main
method that we introduce in this paper is to use the simple lightweight is cryptographic constraint. It is possible to keep
a large class of attacks on end- hosts and bound the flooding attacks. Our mechanisms are general and apply to a variety
of earlier proposals such as , Data Router, and Network Pointers. Key Words : Internet architecture, cover networks,
security.

l. INTRODUCTION

Several recent proposals have argued for giving third parties and end-users to control over routing in the network
infrastructure. Examples of routing architectures include TRIAD [6],[30], NIRA [39], Data Router [33], and Network
Pointers [341. To control over the routing to third parties departs from conventional network architecture and these
proposals have shown that such control significantly increases the flexibility and extensibility of network. Using
control, hosts it can achieve many functions that are difficult to achieve in the Internet today. Examples of such
functions include mobility, multicast, content routing etc..,. Some specific functions can be achieved using a specific
mechanism— for example, mobile IP it allows host mobility—we believe that these forwarding infrastructures (FIs)
provide architectural simplicity.

Fls typically provide user control to allow source- routing (such as [6], [30], [39]) and allow users to insert for- warding
state in the infrastructure (such as in [30], [33], and [34]). It allow forwarding entries it enables functions like mobility
and multicast. It seems to be a general agreement over the potential benefits of user-controlled routing architectures, the
security weakness that they introduce has been one of the important interest. The flexibility of Fls is used to provide
malicious entities to attack both the Fls as well as hosts connected to the Fls. It consider [30], which is an indirection-
based Fls that allows hosts to insert forwarding entries of the form. An attacker can hear the traffic directed to a victim
by inserting a forwarding entry. The attacker can listen even when doesn't have to access the physical links carrying the
victim’s traffic. Alternatively, consider an FIs that provides multicast; an attacker can use such an Fls to amplify
a flooding attack by replicating a packet several times. These weakness should come as no surprise; in general, the
greater flexibility of the infrastructure, the harder it is to make it secure [1], [36].

In this paper, we improve the security that flexible act infrastructures used to provide a diverse set of operations allow.
The main goal of this paper is to show that FIs are no more open than traditional communication networks that do not
export control on forwarding. They present a several mechanisms that make the Fls achieve certain specific security
properties. Our main team method, which is based on lightweight cryptographic constraints on forwarding entries and
prevent several attacks including listen, loops, and traffic gain. Some techniques are used as challenge-responses.

The organization of the remainder of this paper are s follows:To abstract away the details of the several forwarding
infrastructures, that we propose a simple model for Fls in Section Il and present the attacker threat model in Section
I11. We present the desirable security properties of a Fls in Section IV, which can be roughly summarized as follows:

an attacker should not be able to loops on the traffic to an arbitrary host; 2) an attacker should not be able to amplify its
attack on end-hosts using the FI; 3) an attacker can only cause a small bounded attack on the FI; and 4) an attacker has
compromised an Fls node that can only affect traffic that the compromised FlIs node forwards. For each of these
properties, we can also present examples of attacks that show why a native Fls design violates these properties. A set of
security mechanisms achieve some properties (Section V). The most important contribution are lightweight
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cryptographic constraints on forwarding entries, that allows the construction of only acyclic anatomy, preventing
malicious hosts from using packet replication of the infrastructure to multiply flooding attacks. Ex: to prevent loops, we
leverage the difficulty in finding short loops in the mapping defined by cryptographic hash functions [22]. The best of
the knowledge is the first system that exploits the difficulty in finding short loops in cryptographic hash functions for
designing a secure routing system.

1. MODEL

Since the designs of various Fls proposals vary greatly, we present a simplified model that abstracts the forwarding
operations of these proposals. The following FI model we present is similar to label-switching approaches (such as
MPLS [27]). In summary, the model captures the forwarding operation per- formed at an FI node to an update of the
identifier that is contained in the packet header.

A Identify the Forwarding Entries. Each packet header contains an identifier id that contains both the next-hop
that the packet is addressed to (id. node) and a flat label is used to match the routing table at the next-hop. The
structure of id. node based on the underlying routing. The scope of the key identifier is local to an Fls node. While
prevent replication it has been eliminated.

Packet Routing Functions
The three steps in routing packet are: 1) matching the packet header with forwarding entries at a node; 2) modifying the
packet header based on the forwarding and

3) forwarding the packet to the next hop.

Node (id.node)
Forwarding Table (F)

e, | key, | finfo,

¢, | key, | finfo,

¢ | key, | finfo,

% | key, | finfo,

) id. key beres
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Figure. 1. Operations performed by an FI node upon the arrival of a packet with identifier

Packet Matching: When a packet arrives a node, the packet identifier is matched against the forwarding table by
matching a function which takes as input packet’s id and a forwarding table and output. A set of entries, where entered
in aeach pair.

Packet Header Update: The header and destination of a packet are based on the incoming packet’s header. If multiple
entries are matched, the packet is repeated. The update function.

THREAT MODEL

The main goal in this paper is to show that the Fls are no more insecure than traditional communication networks. To
achieve this goal, we rely on several assumptions about the implicit routing layer. We presume that the virtual links
between FI nodes as well as the link between the end-hosts and the FI node it is connected to2 provide secrecy links.
These virtual links represent ISP to ISP relationships, which can be secured through standard security protocols. The
security requirement for the virtual link from hosts to FI nodes . | proposals trust on underlying routing protocol that
routes packets between FI nodes. For example, Data Router uses IP routing, and uses the Chord lookup protocol [31].
Addressing security issues of these underlying protocols is beyond the scope of this paper.
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It consider two attacker types: internal and external attackers. An external attacker doesn't control any compromised Fls
node but misuses the flexibility given by the FIs. An external attacker can perform the operations that a legitimate host
can: insert a forwarding entry and send a packet. An internal attacker is an person who controls some compromised Fls
nodes.

1. PROPERTIES OF A SECURE FlI

Preventing Eavesdropping and Impersonation by External Attackers:

Eavesdropping: Consider an end-host that inserts a public forwarding entry. An attacker can eavesdrop on packets
sent to by inserting a forwarding entry. All packets that are forwarded via will be replicated and forwarded via to as
well.

Impersonation: A variant of listen involves an attacker making an end-host drop its public entry by flooding it.5
Then, if attacker inserts cannot only eavesdrop on traffic but also actively respond to it, thus impersonating R.

V. DEFENSE MECHANISMS

The forced IDs technique enforces Property 1 and together with the challenge response technique enforces Property 2.
By using all the three techniques, we provide Property 3. Finally, we discuss the defense against internal attacks.
Before we present our main security mechanisms, we briefly note that attackers couldn’t update or remove entries
inserted by other hosts.

Replicated packets can be delivered to the destination through a forwarding entry and inserted by destination. This
restriction prevents confluences on end-hosts.

To limit the forwarding cost, packet headers need to include a TTL field that is decremented at every hop. In practice of
a TTL of 8 bits should suffice.

In addition to the fields a packkt header needs to include one-byte fields.

The insertion of a public entry requires a challenge- response mechanism as described in the Section V-B. This
mechanism prevents malicious linking. The FI needs to implement the push back mechanism described in Section V-C
which involves appending an era- sure to each packet that is forwarded.

V1. IMPLEMENTATION AND EVALUATION

We have implemented the three main mechanisms constraints of forwarding entries, response to over subscription and
challenges to forwarding entry insertion over[30], one of the FIs proposed earlier.
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Fig. 6. Effectiveness of push back as a function of variability of RT Ts of links.
The refresh periods had choose 50, 100, and 200 ms. The main reasoning from the graph is that the variation in RT Ts
does not affect push back by much and almost closely mirrors our analysis. When receivers are allowed to refresh every
50 ms, the forwarding cost is about 2. Finally, varying the attacker sending rate had little effect on the forwarding cost.

Mobility. Since constraints are not computed over the IP ad- dresses of hosts (which is stored in there is no impact on
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mobility.

Multicast. Applications can still build legitimate multicast trees as in by using -constrained triggers. The triggers that
are used to build multicast trees are private triggers and hence having -constrained triggers would not expose the
multicast group to listen.

VIl. REALIZATIONOVER SPECIFIC PROPOSALS
The generic FI model help us to concrete away the details of Fls, and concentrate on fundamental problems.
VIIl. RELATED WORK

New network architectures had been suffered from many security issues. Mechanisms for addressing simple difficulty
such as loop prevention had involved to operations on data path. In this process the designing security mechanisms for
Fls, had been advantage method that has been proposed to earlier in literature. We doesn’t consider the issue of securing
the underlying routing layer.

IX. CONCLUSION

In this paper, we self-addressed the security concerns of these forwarding infrastructures.

We presented a general FI model, analyzed potential security vulnerabilities, and presented several mechanisms to
improve attacks. In providing secure forwarding, we

make the preparation of the promising architectures.
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