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Abstract: With the fast progression of digital data exchange in electronic way, information security is becoming much 

more important in data storage and transmission. Cryptography has come up as a solution which plays a vital role in 

information security system against malicious attacks. This security mechanism uses some algorithms to scramble data 

into unreadable text which can be only being decoded or decrypted by party those possesses the associated key. These 

algorithms consume a significant amount of computing resources such as CPU time, memory and computation time. In 

this paper two most widely used symmetric encryption techniques i.e. data encryption standard (DES) and advanced 

encryption standard (AES) have been implemented. After the implementation, these techniques are compared on some 

points. These points are avalanche effect due to one bit variation in plaintext keeping the key constant, avalanche effect 

due to one bit variation in key keeping the plaintext constant, memory required for implementation and simulation time 

required for encryption.  
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I. INTRODUCTION  

  

This web application majorly focusses on sharing data over network in encrypted format. So, data can be more 

secure. In this application we are using 2 algorithms to encryption/decryption so user can choose their own way to secure 

their data. And we can see the time different chart for this algorithm. Website is allowed user to register and share plain 

data or encrypted data over site with your friends and family.  

  

II. AES  

  

AES is an iterative rather than Feistel cipher. It is based on ‘substitution–permutation network’. It comprises of  

a series of linked operations, some of which involve replacing inputs by specific outputs (substitutions) and others involve 

shuffling bits around (permutations). Interestingly, AES performs all its computations on bytes rather than bits. Hence, 

AES treats the 128 bits of a plaintext block as 16 bytes. These 16 bytes are arranged in four columns and four rows for 

processing as a matrix. Unlike DES, the number of rounds in AES is variable and depends on the length of the key. AES 

uses 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys. Each of these rounds uses a 

different 128-bit round key, which is calculated from the original AES key.  

  

ENCRYPTION PROCESS  

  
Figure 1: Encryption Process  
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 1. BYTE SUBSTITUTION (SUB BYTE)  

  

The 16 input bytes are substituted by looking up a fixed table (S-box) given in design. The result is in a matrix 

of four rows and four columns.  

  
2. SHIFTROWS  

Each of the four rows of the matrix is shifted to the left. Any entries that ‘fall off’ are re-inserted on the right side of row. 

Shift is carried out as follows:   

  

• First row is not shifted.  

• Second row is shifted one (byte) position to the left.  

• Third row is shifted two positions to the left.  

• Fourth row is shifted three positions to the left. •  The result is a new matrix consisting of the same 16 bytes 

but shifted with respect to each other.  

  
3. MIXCOULUMNS  

Each column of four bytes is now transformed using a special mathematical function. This function takes as input the 

four bytes of one column and outputs four completely new bytes, which replace the original column. The result is another 

new matrix consisting of 16 new bytes. It should be noted that this step is not performed in the last round.  

  

4. ADDROUNDKEY  

The 16 bytes of the matrix are now considered as 128 bits and are XORed to the 128 bits of the round key. If this is the 

last round then the output is the ciphertext. Otherwise, the resulting 128 bits are interpreted as 16 bytes and we begin 

another similar round.  

  

DECRYPTION PROCESS  

The process of decryption of an AES ciphertext is similar to the encryption process in the reverse order. Each round 

consists of the four processes conducted in the reverse order – • Add round key  

• Mix columns  

• Shift rows  

• Byte substitution  

Since sub-processes in each round are in reverse manner, unlike for a Feistel Cipher, the encryption and decryption 

algorithms need to be separately implemented, although they are very closely related.  

  

III. DES  

 The Data Encryption Standard (DES) is a symmetric-key block cipher published by the National Institute of Standards 

and Technology (NIST).  

DES is an implementation of a Feistel Cipher. It uses 16 round Feistel structure. The block size is 64-bit. Though, key 

length is 64-bit, DES has an effective key length of 56 bits, since 8 of the 64 bits of the key are not used by the encryption 

algorithm (function as check bits only). General Structure of DES is depicted in the following illustration  

  

  
  

Figure 2: DES Process    
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IV. SYSTEM ARCHITECTURE  

  

Here we are going to discuss the working of the system. We are going to develop the application for the public users. 

Users can register to the application through mobile number, Email. They can login to the account using registered 

details. In this application they can share text and image data over the network with encrypted or plaint format.  

  

  

Figure 3: System Architecture  

  

V. GENERAL DESCRIPTION  

         

This web Application allows Users the following functionality  

1. . Register User: - User can register using email id and password.  

2. Login: - User can login to the system using same credential that he/she used while registering himself.  

3. After successful login  

4. User can modify profile, share files without encryption and with encryption (AES/DES)  

  

 VII.  CONCLUSION  

  

Encryption algorithm plays an important role in communication security where simulation time, memory usages and 

level of encryption the major issue of concern. Two most commonly used encryption algorithms DES and AES are used 

for performance evaluation DES is the most widely used encryption scheme, especially in financial applications. In DES 

memory required for implementation 43.3 KB is the high. In AES the avalanche effect is very high. AES is ideal for 

encrypting messages sent between objects via chat-channels, and is useful for objects that are part of a game, or anything 

involving monetary transactions. Our future work will include experiments on image and focus will be to improve 

security level.  
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