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Abstract:  The E-health model system allows people store large amount of information in different place. In many of the 

developed countries, healthcare has evolved to a point where patients can have many different providers– including 

primary care physicians, specialists, therapists, and even alternative medicine practitioners – to service their diverse 

medical needs. Telemedicine system is receiving great importance due to current changes in healthcare sectors all over 

the globe. The need for medical sectors to provide appropriate and precise remedy for various diseases is essentially 

increasing as they are facing new challenges every day. There comes a big problem that the information sharing increased 

the risk of medical misuse and data theft. The E-health record may include the patient personal information, like telephone 

number, age and so on, even more, the diabetes patients’ glucose, exercise information which are private, sometimes, the 

patients just want to share their relative information to their physician. Data theft can invade to patients’ medical records 

and stole patients records to do financial fraud. In order to forbidden this crime, how to keep the privacy and security 

becomes the key point in our work. 
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1. INTRODUCTION 

 

Telemedicine system is receiving great importance due to current changes in healthcare sectors all over the globe. The 

need for medical sectors to provide appropriate and precise remedy for various diseases is essentially increasing as they 

are facing new challenges every day. The Medical sectors aim at providing quality of service to the patients using 

telemedicine system, technology and informatics. However, a large set of heterogeneous medical data is being produced 

every day. Such as, new medications and treatments for every new disease discovered, which needs to be mined for 

useful information. Thus, in order to address this issue, the study implies on integrating data mining techniques into 

telemedicine system. In this paper, a brief information about the process of mining data, the tools and techniques which 

are available for data mining and knowledge discovery of the level of accuracy they may provide about various diseases 

is studied. 

Now a day our healthcare sectors are facing wide range of challenges. The healthcare sectors in rural areas are less 

effective than those in cities. People face many difficulties in rural areas compared to those who reside in cities. May it 

be financial, transport, hospital infrastructures facilities, proper guidance about various illness, diseases and their 

medications and most importantly the non-availability of doctors all the time. This is where telemedicine comes into 

play. Telemedicine was originally developed by healthcare professionals to reach out to the people living in rural areas. 

However, within a short period of time it gained greater importance due to its potentiality of dealing with emergency 

period and also its ability to share medical facilities with larger set of population without any impediment [1].  

Telemedicine is the application of telecommunication and computer technology to deliver healthcare from one location 

to another. In other words, telemedicine is the exchange of healthcare services over the distance using technology. 

According to WHO (1998), telemedicine is defined as “the delivery of healthcare services, where distance is a critical 

factor, by all healthcare professionals using information and communication technologies for the exchange of valid 

information for diagnosis, treatment and prevention of disease and injuries, research and evaluation, and for continuing 

education of healthcare providers, all in the interest of advancing the health of individual and their communities” [2]. 

“Telemedicine utilizes information and telecommunication technology to transfer medical information for diagnosis, 

therapy and education” (Shaikh et al., 2009). In general, technology has been linked to healthcare. It has grown stronger 

than ever in recent years, owing to the ease with which electronic gadgets may be put in most healthcare facilities. Mobile 

devices may access a variety of medical data, and health-related applications have been developed (Peral et al., 2018). 

“E-health is based on information technology and electronic communication, with the aim of revolutionizing the 

healthcare organizations and the way healthcare operations work. One of the major factors are responsible for influencing 
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healthcare and its quality is the ability of the organization to provide accurate, previse and error free diagnosis of the 

disease” (Taha Khan et al., 2017). 

Through components such as telemedicine, picture archiving and communication system (PACS), and healthcare 

information system, information and communication technology have made healthcare more accessible, engaging, and 

useful (Taha Khan et al., 2017). The PACS major component is responsible for image distribution and was designed for 

radiology services with the goal of electronically capturing medical pictures rather than utilizing film (de Macedo et al., 

2008). 

The information and technology process being used for activities concerning the process of the following. 

1) Obtaining medical information from patients. 

2) Providing physicians, patients, and other members of the medical community with the necessary medical 

information. 

3) Patient monitoring in real time. 

4) Using external systems to diagnose patients. 

 

There are many types of services provided by telemedicine, they are as follows. 

1)  Telemonitoring - the monitoring of vital signs from a distance. 

2)  Teleradiology - compression and transmission of digital images, as well as decoding. 

3)  Telecardiology - providing patients with heart illness with access to medical services as well as instructing 

them on how to follow the proper therapy measures. 

4)  Telepathology - the practice of pathology from a distance, utilizing telecommunications technology to assist 

the transfer of image-rich pathology data between distant places for diagnostic, educational, and research purposes. 

5)  Teleophthalmology - uses digital medical equipment and telecommunications technology to provide eye 

treatment (GHEORGHE & PETRE, 2014). 

 

The following figure 1 shows the principal and various sub-systems used in telemedicine setup. 

 

 
Fig. 1. Principal sub-systems used in telemedicine setup. 

 

1. THE DATA MINING SYSTEM 

 

 Data mining is an interdisciplinary subject of statistics and computer science that allows us to extract information from 

big unstructured datasets using various intellectual methods and turns it into a comprehensible structure for subsequent 

applications. The process of uncovering patterns in huge datasets using approaches at the confluence of statistics, machine 

learning, and database systems is known as data mining. Knowledge finding from data is referred to as data mining. Data 

mining is the process of extracting relevant information from a large database or data warehouse (Rahman et al., 2020). 
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The process of data mining is as follows. 

 
Fig.2. Process of Data Mining System 

 

1) Data cleaning –  It is the process of removing unwanted, inconsistent, erroneous data or noise from the 

unstructured data. 

2)  Data integration – It is the process of merging or consolidating various information sources. 

3) Data selection – It is the process of analyzing the datasets from the data pool in order to extract meaningful and 

relevant data. 

4) Data Transformation – It is the process of transforming data from one from to another form which is useful 

and appropriate for mining by applying various operations like summarization or aggregation etc. 

5)   Data mining – It is the process of applying the intelligent methods and techniques in order to extract useful 

data patterns. 

6) Pattern Evaluation – It is the process of evaluating the pattern of the data. 

7) Knowledge Presentation – It is the process of representing the mined knowledge in visual form (Rani MCA 

MPhil & Professor, n.d.). The figure 2 shows the process of data mining. 

 

2. DATA MINING TOOLS AND TECHNIQUES 

 

A range of data mining techniques, which are available with sophisticated algorithms, can be used to extract valuable 

knowledge from unstructured data. The next sections go over some of the techniques. 

a. Classification 

The given data instance must be categorized into one of the target classes that are already recognized or defined in this 

approach. One example is determining whether a consumer in a credit card transaction database should be classed as a 

trustworthy customer or a defaulter based on his different demographic and past purchase criteria (Singh Chaudhary Devi 

et al., 2015).  

b. Association  

Interesting hidden rules termed association rules in a big transactional data source are mined out using this technique. 

For example, the rule milk, butter->biscuit indicates that anytime milk and butter are purchased together, biscuit is also 

purchased, allowing these commodities to be sold together to enhance overall sales of each item (Singh Chaudhary Devi 

et al., 2015) 

c. Clustering  

The goal of grouping a given data set into homogenous clusters based on their similarities is the task of the clustering 

algorithm, which is the most important unsupervised learning tool. It is a critical way for rapidly recognizing unknown 
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and valuable information from large amounts of heterogeneous health data in healthcare applications. The fundamental 

benefit of clustering is that while evaluating data, little or no information is required (Haraty et al., 2015) 

 

d. Artificial neural network 

Disease prediction is critical in telemedicine to protect patients from serious health problems. To address this type of 

medical care challenge, machine learning and artificial intelligence have already been developed. ANN has recently 

emerged as a significant tool for improving present medical techniques, including assisting in medical diagnostics. To 

provide answers to a problem, the ANN must be given primary knowledge in order to learn about the system through a 

series of trails regarding the system's hidden layers (Amato et al., 2013). ANN works similar to that of a human neural 

network would work. 

 

e. Deep learning 

Medical images are normally interpreted by a human specialist, which has limitations owing to subjectivity, image 

complexity, differing opinions among interpreters, and weariness. Many academics in the recent decade have proposed 

deep learning concepts using various algorithms, such as the convolution neural network (CNN), deep neural network, 

deep belief network, deep autoenocoder, deep Boltzmann machine, and so on. Deep learning is giving intriguing solutions 

with good accuracy for medical imaging and is viewed as a vital method for future applications in the health sector, after 

the successful adoption of deep learning in other real-world applications (Razzak et al., n.d.). 

 

f. Sequential pattern 

SPM is a method for discovering all sequential patterns with a minimum support level set by the user. The number of 

data sequences that include the pattern is the pattern's support value. The SPM approach is frequently used to detect 

common patterns in datasets. Some methods have been proposed in the medical field. For example, the time-Annotated 

sequence method was used to evaluate the efficiency of extracorporeal photopheresis (ECP) from a liver transplant 

dataset. The routine tree approach was utilized to mine routine behaviors in a pervasive healthcare setting (Ou-Yang et 

al., 2018). 

 

g. Prediction  

The practice of predicting an outcome based on present data is known as prediction analysis. For example, current weather 

data will be used to determine if the day will be "sunny," "rainy," or "cloudy." Within this method, there are two steps to 

follow (Chakarverti et al., n.d.). They are:  

1)  Model construction 

2)  Model Usage 

 

h. Decision trees 

In classification and prediction, decision trees are frequently employed. It's a simple but effective technique of expressing 

knowledge. Decision trees generate models that are represented as a tree structure. The class of the samples is indicated 

by a leaf node. Sorting the instances along the tree from the root node to a leaf node is used to classify them (Anwer et 

al., 2008). 

 

3. INTEGRATION OF DATA MINING TOOLS AND TECHNIQUES INTO TELEMEDICINE. 

 

Telemedicine necessitates the integration of electronic medical records (EMRs) and electronic health records (EHRs) 

among the various stakeholders. Medical data is collected from various sources and fed into a data warehouse or cloud 

by various healthcare apps and electronic devices. It creates a comprehensive healthcare information system with a vast 

amount of data, such as a patient's demographic and medical history, as well as prescription, lab test results, radiological 

information, and treatments, among other things. Without a doubt, this data system is expanding all the time. The growing 

volume and heterogeneity of data necessitates data management and data methodologies in order to extract and explore 

important knowledge from the data. The data mining algorithm has been greatly enhanced over the previous two decades, 

and it has successfully interfered in a wide range of applications, from business intelligence to health informatics (Han 

et al., 2011). 

 Today, the healthcare business collects and stores a massive amount of data about patients, medical devices, 

hospital resources, diagnoses, and treatments, among other things. Data mining is a set of strategies for processing and 

analyzing data in order to find patterns that will allow healthcare professionals to make decisions based on the information 

gathered. All healthcare organizations require an expert study of their medical data, which is a time-consuming and costly 

project. The use of data mining in healthcare has a lot of potential.  

The usage of patient information is particularly important to healthcare institutions. A crucial to the success of healthcare 

organizations is the ability to analyze data in databases to extract meaningful information for quality health care. Large 
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volumes of data, such as patient information and data from laboratories, are stored in healthcare information systems, 

which are constantly growing. Data mining methods can be used to find useful patterns of information in this data, which 

can then be used for future research and report evaluation (Milovic & Milovic, 2012).The figure 3 shows the architecture 

framework of integrating data mining tools and techniques into telemedicine system. 

 

 
Fig.3. Architecture framework of telemedicine system integrates with data mining tools and techniques. 

 

 Figure 4 depicts some of the most prevalent uses and their level of accuracy in various healthcare situations. 

Because of its flexibility, accessibility, portability, and reduced time, telemedicine's market growth in the healthcare area 

can be boosted. Because technology compresses time and distance, doctors and patients do not need to be in the same 

area at the same time; instead, they can converse in real time through an IT device application. 

 

 
 

Fig. 4. Applications of Telemedicine with accuracy of their data mining techniques. 
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4. CONCLUSION 

 

Due to recent advancements in information and computer technology providing services via telemedicine has become an 

important element of the medical development process. In the realm of telemedicine, data mining is gaining popularity. 

It gives the healthcare organization a comprehensive tool to identify their demands. Data mining necessitates the creation 

of a system that integrates all of the components for reporting and tracking data created in telehealth business. Data 

mining can continue to uncover knowledge and provide feedback to telemedicine stakeholders once the system is ready, 

which can be one of the important components of a solid business plan. The incorporation of data mining technique into 

telemedicine system had advantages for both healthcare providers and patients. Telemedicine system improves 

communication between them, and =data mining tools integrated into the system support physician’s decision-making 

process. Developing well-organized data mining tools for an application can reduce cost and control time in terms of 

human resources and capacity. Knowledge discovery from medical data is such a complex understanding that data found 

is noisy, irrelevant, and too large. In this case, data miners come close to medical data knowledge discovery and that’s 

pretty exciting. Figure 4 shows the driving results that data mining techniques provide a more promising level of accuracy 

for all health application including 97.77% cancer and about 70% IVF treatment success rate estimates.    
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