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Abstract: From past couple of years, Counterfeit products are having a massive impact in manufacturing industries. This
is affecting companies name, sales, and profit. Innovation in blockchain have acquired interest in the course recently. The
most important issue about this is currency exchange, but its application is not restricted to only Digital currency. This
technology has the potential to influence different business sectors. Blockchain has brought high transparency and ease
in the way transaction are dealt. Blockchain technology identifies real product from fake ones. Blockchain is a distributed,
decentralized, and digital ledger that stores transaction related information in the form of blocks in the databases which
is connected in chains. Blockchain technology is secure and the blocks cannot be changed or easily hacked. By using this
technology, customers or users need not rely on third party services for the safety of the product.

In proposed system, we will be using Quick Response (QR) code to provide robust technique to try and stop the practice
of counterfeiting the products. Fake products can be detected using a Quick Response scanner, where a QR code attached
to the product is linked to the Blockchain network. Now, this concept might be used to store the data like product details
and generated unique code for that product as blocks to the database of Blockchain. When the user uploads the unique
code and the code is compared to the Blockchain database. If the code matches the code that was generated during the
manufacturer, it will notify the customer saying the QR code is matched otherwise it will notify the customer that QR
code is not matched and the product is fake.

Keywords: — Blockchain, Smart Contracts, Quick Response Code, SHA 256 algorithm.
. INTRODUCTION

The development of a product or any technology involves risk factors like counterfeiting of that product, this could well
lead to affecting company’s name, fame and the overall growth. In today’s market, the challenging thing is to identify
fake product from real ones. It could be life threatening if the counterfeiting takes place in medicinal field. Counterfeiting
the products in the industries like clothing, electronic equipment’s can have a negative impact on company’s brand value.
E-commerce is expected to grow from $40 billion in 2017 to $220 billion by 2026. Launching applications of these E-
commerce websites in cell phones lead to the rise. Rise in counterfeit product could affect the economic growth. After
conducting few surveys, the data reveals the increase in counterfeit product. Because of this many companies are getting
negative remarks and losing their status from the brand list. Counterfeit products are similar to the real ones in the E-
commerce market. In supply chain many products exist. Counterfeiting leads to huge loss to the manufacturers as well as
the customers. We can use the Blockchain technology to find genuineness of the product.

It is very difficult to change or alter the framework where the information is recorded. A blockchain is a computerized
record of all the transactions that is distributed across the entire network of systems on the blockchain. Every participant’s
record will have the information about all the transactions and if a new transaction occurs every time the details about
that transaction is added to the blockchain network. Distributed Ledger Technology (DLT) is where the decentralized
database is managed by the system in the blockchain. Hash address is a type of cryptographic signature that are generated
when the transactions are taking place.

Counterfeiting of a product can be stopped using Blockchain technology. This system is very secure. The system contains
four important things i.e., Record of the transaction, owner of the product, public and modification chances of the records.
As the product information is updated in the network, hash address is generated for the product where it is possible to
keep track of transactional information of the product and about the current ownership. Blocks are created as the products
keeps transferred from manufacturer to distributer, then distributor to the customer. When the QR code is generated from
the hash address, it is attached to the product. When the customer scans the QR code, he gets the information of the
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product right from the time when it is manufactured. As the customer scans the QR codes, they get the notification whether
the product is same or counterfeited. Figure 1 shows some of the features of Blockchain system.

I=> Record of Transcation
=> Owner of Product
""" public

Blockchain

=> Record can never be

modified

Fig. 1: Block diagram of Blockchain system

1. BACKGROUND

A Characteristics of Proposed System
Table 1shows the characteristics of the proposed system of. Blockchain technology i.e., decentralized, high security and
its database is private.

Table 1: Characteristics of Proposed System

Characteristics Proposed system
Application Decentralized
Security High security
Database Access Private

B. Problem Statement

Authentication of product is very crucial for to stop counterfeiting. Unfortunately, duplicate products are sold in markets,
other product distribution points and shopping malls. Retailors sometimes willingly sell fake goods to earn high profit.
The tricky part here is to detect whether the product is fake or real. It is very scary to hear this happening with medicines
and kid’s toys. This problem is becoming more serious as the products value will be questioned. The product is not only
assessed based on its physical property but it can even be traded in virtual world and its history can analysed. This can
affect the relationship between the customer and retailer or company and customer. This could impact the trade in local
region.

We plan to implement a Blockchain system architecture to record ownership of the product in the Blockchain
network. Two very important properties of blockchain are untracability and the transparency. This gives assurity to the
customers and they can trust the services rather than trusting the third party for its service. Small or Medium sized
enterprises can invoke this technology to stop counterfeiting. The companies need not spend more money to secure the
data of the product. Quick Response codes which are generated makes this system safe and even more speedy. The fast
system also makes the data error free.

C. Motivation

In the existing supply chain technology, many fake products exist. In order to decide whether the product is genuine or
not, it is essential for the user to have a system in place where the user gets all the data related to the product. Based on
the data he can decide whether the product is real or fake. The companies around the world are getting affected by the
presence of fake products as it spoils companies name, fame and the revenue. In Supply Chain management anti-
counterfeiting of the product is really important. Companies that want to flourish in E-commerce market should facilitate
buyers with information about the product and also provide the platform to enquire about the product. The consumer
needs to trust the entire structure of the system and also understand about how exactly the product reaches the customer
after the entire cycle. All this needs to be facilitated to the customers via a web platform.

Few companies i.e., both small and medium scale might be burdened whereas large companies will be financially stable.
Traditional methods to stop counterfeiting have failed and continue to do so as the consumers didn’t trust the system.
Counterfeiting of products can be completely stopped by paying low transactional fees and trusting the system. Man-in-
the-middle attack is what the customers and the companies are worried about. Counterfeiting still couldn’t be stopped
even after making use of RFID, other mobile technologies. To stop various attacks and counterfeiting of products,
encrypted QR code techniques will have to be implemented. This can be accessed only by the authorized person which
will be regulated by the authorities of supply chain system. Secure handling of system will lead to successful Blockchain
system management in any organization.
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D. Need of Project

There is obvious loss to companies due to duplicate products but the user also feels cheated if the products he buys is
forged/ fraudulent, also no one can afford to be cheated on products like medicines and cosmetics, which if counterfeit
are injurious to health. To avoid this the app uses barcode/QR code unique to each packet to scan the product which can
say a lot about the product. Thus, proposed system is of great use to end user as it helps to detect fake products in supply
chain.

Scanning of QR code that is assigned to a specific product can give all the information like current owner, transaction
history which tells the end users if their product is genuine or not.

Counterfeiting of products happens everywhere in the industries like fashion clothing’s, Sports gears Toys, Vehicle
accessories. In addition, legitimate firms suffering from huge revenue losses, counterfeiting products could put lives at
risk, for example, through auto parts of poor quality, medicines without relevant and required ingredients, and toys with
unwanted component. Blockchain technology has become popular in recent times as it is the best solution to overcome
these problems. It can create a trustworthy, transparent and secure supply chain that avoids the product counterfeiting.
Information about the product cannot be manipulated or altered as information is permanently recorded in the blockchain
network. A blockchain is a public decentralized ledger, so the history of the product can be easily reviewed and verified
by a retailer. The transparency of E-commerce website developed enables the retailer to immediately check the
authenticity or the originality of the product. The Blockchain technology ensures traceability and clarity and it can
enhance the trading environment by making it more trustful for enterprises or the product-based companies in the supply
chain; thus, this is a decent finding for many supply-chain challenges encountered. Blockchain can be trusted as it can
become more qualitative and efficient in the future and it keeps on growing as year passes by.

1. RELATED WORK

[1] G. Vidhya Lakshmi, Subbarao Gogulamudi, Bodapati Nagaeswari, Shaik Reehana, “Blockchain Based Inventory
Management by QR Code Using Open CV”, International Conference on Computer Communication and Informatics
(ICCCI -2021) Coimbatore, INDIA, Jan. 27 — 29, 2021.
Here, they are using blockchain technology and Python to generate QR codes. They then used this technology to create a
website that will allow users to manage their inventory. They are using the features of blockchain and QR code to create
a reliable and transparent inventory management system. Through the use of Python, they can create QR codes that are
customized for different products. The details of the sold products are then broadcasted through the P2P network[1].
A manufacturer can quickly compute inventory by retrieving product details from the blockchain database-EVM
is a Python-based implementation of the Ethereum protocol. It includes low-level primitives for the present Ethereum 1.0
chain, as well as support for the future Ethereum 2.0 specification. They used Py-EVM to construct the Ethereum
blockchain for storing details of sold-out products[1].
This is a base paper we referred to develop this system. Here they are using Ethereum blockchain technology and using
python to generate QR code which can be improvised by using algorithm in blockchain technology. Here, they used this
technology for inventory management and we used this information and improvising this by creating a website and
using for the purpose of fake product[1].

[2] Abhinav Sanghi, Aayush, Ashutosh Katakwar, Anshul Arora, Aditya Kaushik, “Detecting Fake Drugs using
Blockchain”, International Journal of Recent Technology and Engineering (IJRTE) ISSN: 2277-3878, VVolume-10 Issue-
1, May 2021

This paper helps in tracking the movement of drugs from the industry to the patient. Mainly the Hyperledger fabric is
used for implementing the entire model. In this model, the manufacturer has to upload the details of a drug in a website
which is sent further to the government for approval. Once the government approval is done, the pharmacies can request
the approved drugs with the help of blockchain technology. Further, if any patient needs to get some medicine or drugs,
then a request is made into the blockchain network. After that a medical officer or doctor will approve or reject the request.
Because the entire model is implemented in a blockchain network, it can help in preventing the counterfeiting of drugs
and we can track the movement of drugs from the manufacturer up to the patient.

This paper gives us information mainly about the Hyperledger which can be implemented in our proposed system and the
details of different genres to approve the product in this area [2].

[3] Steven Sandi, Sanja Radonjic, Jovana Drobnjak, Marko Simeunovic, Biljana Stamatovic and Tomo Popovic “Smart
Tags for Brand Protection and Anti-counterfeiting in wine Industry” 23rd International Scientific-Professional
Conference on Information Technology (IT), 2018.

They describe a brand protection and anticounterfeiting solution based on smart tags and Cloud enabled technologies for
the wine sector in this article. One of the key concepts behind smart tags is to use functional inks and quick response
codes, which consist of Cloud system and allow for two-way communication between end user and the winemaker[13].
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It is envisaged that the proposed approach will make wine counterfeiting difficult and unprofitable. The two-
way communication between different users is facilitated by mobile application and cloud storage like wine makers, retail
stores and consumers. In this proposed system, there are also advanced Near-field Communication (NFC) sensor which
can be used as well in order to increase the security in QR code the photochromic inks are used. Photochromic ink reverts
to its original condition and becomes invisible once the source of the light has been removed.
When a second layer of photochromic ink is printed over a conventional QR code, it becomes a dual state QR code[13].

As aresult, this study explains how secure the product counterfeit is using various technologies such as QR codes,
Photochromic ink, and Open sensing tags. Hence this paper lets us know more about how secure the product counterfeit
using different technology like QR code, Photochromic ink, Open senses tag[13].

V. PROPOSING A DECENTRALIZED SYSTEM

This section presents Blockchain based Decentralized system describing, the tools that were used, the methodology that
guided its development and it also explains the platforms architecture.

A. Methodology

The Methodology used to develop this system includes a high-end development tool to run our own local blockchain for
Ethereum called Ganache, to interact with Ethereum blockchain we make use of cryptocurrency wallet called Metamask,
Remix IDE tool to run the Smart Contract Program, XAMPP server provides interface for SQL (phpMyAdmin) which
makes handling database easy, Blockchain proof-of-work implemented using PHP.

. First, we need to create a Metamask account and run Ganache.

. In Ganache, open accounts tab and then copy the private key of any account present there.

. Paste the copied private key in the import section of the account. Here, we are setting up a node and use this
private key to sign and approve the transactions.

. Now, we write the Smart contract code in the Remix IDE code section. We need to save this code and compile
it. Then, we deploy it by choosing Injected Web3 as the environment.

. We need to copy the contract address and contract ABI to app.js file.

o Next, we need to go to the XAMP server and activate Apache and MySQL.

. We need to make sure that our project folder is placed in the htdocs folder of the root directory.

o We then open PhpMyAdmin and write the SQL queries and execute it. The database is set up.

. Lastly, we need to open the localhost URL to run this Decentralized Shopping platform that we have created.

B. Tool Requirements

Ganache is a local blockchain simulator through which we can run blockchain on our system. We can develop, deploy
and test our decentralized application without buying Ether. Ganache interface includes various addresses and balance
which is fake ether. Using this fake ether we can develop, deploy and test our smart contract. We get other information
about Blocks, Transactions, Contracts, Events and Logs. This is shown in Fig. 2.

Metamask is piece of software that makes interacting with any blockchain much easier. Metamask essentially does all the
code that we had to do automatically. Metamask acts as a security layer as well as an accessibility layer. Nothing can go
from our Metamask wallet to that website without the permission. The account created in Metamask is shown in Fig. 3.
We can deploy Smart contracts in solidity using Remix IDE. Remix IDE is a web application where we have to write our
smart contract in solidity. We can easily deploy our smart contracts to the test nets or the main nets and then we can just
test and verify the smart contracts within this environment. Smart contract code written for Decentralized E-commerce
website is shown in Fig. 4.
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Fig. 2: Ganache Interface
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Fig. 3: Metamask Wallet

Web3.js is the main JavaScript library for interacting with the Ethereum blockchain. When we are developing a website
or a client of some kind that can actually talk to the blockchain and that’s where the web3.js library comes into play.
Website talks to the blockchain with web3 with something called JSON RPC. RPC stands for remote procedure call
protocol; this is the method that allows us to talk to Ethereum blockchain. A block diagram of working of web3js is shown
in Fig. 5.

If we want to create an environment for PHP which includes XAMPP. We must make sure MySQL is running. We can
then run the MySQL queries and setup the database. The database setup for decentralized website is shown in Fig. 6.
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V. SYSTEM DESIGN

The proposed approach ensures that fake products are detected in everyday life via a website. Customer or user android
application, Manufacturer or firm android application, and Cloud/ Database are the three important components of the
proposed system. The block diagram of the Blockchain network is shown in Fig. 7. The Manufacturers or corporate side
application is the first section of the website, where we must first register. After logging into the website and completing
the registration process, we can choose from a variety of possibilities one alternative is to add a product and let the maker
fill in the data. Another alternative is to display the order so that they may see the details of the clients' orders before
deciding whether to accept or reject the order. The manufacturer can also see whether or not the goods has been delivered.
We may use a QR code scanner on this website to scan the QR code of a product and determine whether it is false or
authentic. Another alternative is a blockchain, which shows the name of the generated block product quantity, generated
Hash Value, and whether or not the product is corrupted. In our proposed system, the customer logs in and fills out the
necessary information to order and book the product. The maker might be shown the product's order. The manufacturer
determines whether or not the product request is acceptable. After a product's order is accepted, the manufacturer
generates the product's unique QR code. Once a product order is saved on the network, a hash code for that product is
generated, making it easy to keep track of the transaction. A QR code is created for a specific product in the proposed
system. Customers can use their smartphone's QR code reader application or a QR code scanner on the customer's website
to scan the QR code on the product or packaging. After scanning we can determine whether the merchandise is genuine.
Finally, the Blockchain system stores these product characteristics as well as a transaction history, allowing for product
tracking along the distribution chain. The firebase cloud database stores all product details, block names, and hash values.
The hash function is the SHA-256 ALGORITHM. The Secure Hashing Method (SHA)-256 is the Bitcoin protocol’s hash
function and mining algorithm, referring to a cryptographic hash function that returns a 256-bit number. The
establishment and management of address is controlled and transactions are being verified as well. It's also used for
password verification because it eliminates the need to save precise passwords because the hash values may be stored and
compared to the user entry to see if it's correct. To use the SHA256 algorithm with JavaScript, we'll need to install the
cryptoJS npm package.

Registration
N —— Registration
¢ DATABASE T
<= Login Login >
> - G 5
Add Product :> BLOCKCHAIN Product Booking
0 NETWORK [
& Scan QR Code <::|
. Show Order
¢
Generate QR Code Show Result

Fig. 7: Block diagram of Blockchain network

VI. CONCLUSION

Using Blockchain technology to stop counterfeiting of the product could benefit the e-commerce companies as well as
the customers. The manufacturer, distributor and customer will have the information of the product all the way from the
time it gets manufactured to the time it reaches the customer and it is almost impossible for a third party or a hacker to
change the information of the product between any of the links in blockchain. Smart contracts codes govern the system
in blockchain. A QR code generated for a product is being verified as the product reaches the customer and QR code is
matched. The customer can trust that this Blockchain based application because of the simplicity of the code. Future
works could be to simplify the code. Customers will not be aware of Blockchain based E-Commerce websites, so to make
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customers buy the product from this website they need to know how this website is different from other shopping website
and the advantages this website has. To advertise this website will be a challenge.
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