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Abstract: Security plays a vital role in protecting the valuable data or information from the unauthorized access and its 

misuse.one of the most discussed technique for insuring data security is “cryptography”. Cryptography provides the 

secure communication in the presence of malicious third parties. This paper mainly focuses on the role of cryptography 

in data security and discussed some of the popular techniques used in cryptography. 
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I.INTRODUCTION 

 

The term security has wide meaning. Security is nothing but a dealing with the prevention and detection of unauthorized 

actions by users. One of the most important method for data security is “cryptography”. Cryptography protects vulnerable 

data from unauthorized access. Cryptography derived from the name from a Greek word called ‘kryptos’ which means 

‘hidden secrets’. Practice and study of hiding information is known ‘cryptography’. It is the technique of converting plain 

text into cipher text and again retransforming that cipher text into its original form. 

                           
                                                                           Fig 1. Cryptography 

 

  Terms used in cryptography: 

1. Plain text: it is original message or the message that is not encrypted. 

2. Ciphertext: it is the text that is not easily understand wihout decrypting it and is not in the easily readable form. 

3. Encryption: it is the technique that is used in cryptography. Encryption is the technique that is used to convert 

the   plain text into cipher text. It is used for keeping the senders data confidential. 

4. Decryption: it is the process that converts encoded or encrypted data i.e cipher text to plain text. 

5. Cryptanalysis: it is the process of understanding cipher text, cipher and cryptosystem is used for finding out the 

vulnerabilities or weaknesses present in them so that its key nobody should understand the plain text. 

6. Key: key is a piece of information that is used to convert plain text to the cipher text .key specifies how output 

can be taken. 

 

 Types of cryptography: 

 

                In general there are two basics types 

 

1. Symmetric key cryptography: for both encryption and decryption same key is used, there is a used of single 

common key to encrypt and decrypt messages. Symmetric key systems are faster and simpler but the problem is that 

sender and receiver somehow exchange key in secure manner example of symmetrical algorithm are data encryption 

standard (DES), triple-DES (3DES), blowfish and AES. 

Plaintext Encryption Ciphertext Decryption Plaintext 
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2. Asymmetric key crytography: under this system a pair of keys is used to encrypt and decrypt information. A 

public key is used for encrypted plain text and a private key is used for decrypt cipher text to plain text.public key and 

private key both are different.even if the public key is known by third party or unauthorized person then in that case also 

intended receiver can only decode it because he alone knows the private key.example of asymmetric algorithm are RSA, 

ECC, DSA etc.     

 

 

 
 

There are four main goals in cryptography 

 

1. Authentication: the process of one’s identity. (The primary forms of host-to-host authentication on the internet 

today are named-based or address-based of which are notoriously weak.) 

2. Confidentiality: ensuring that no one can read the message except the intended receiver. 

3. Integrity: assuring the receiver that the received message has not been altered in any way from the original. 

4. Non-repudiation: a mechanism to prove that the sender really sent this message. 

 

 

Symmetric key algorithm technique 

1. Data encryption standard (DES): at the start of the 1970’s the IBM team created a symmetric key cipher block 

algorithm known as DES algorithm. The DES algorithm takes the plain text of 64- bit as input and produces a ciphertext 

of 64-bit using a key of 56 bits. The DES was discovered vulnerable to powerful attacks and hence has slightly declined 

in use. Some benefits of DES are DES was developed in 1977 to run on hardware. Hence, this algorithm works fast in 

hardware. DES is relatively easy to implement because of its feistel structure and basic or uncomplicated logic. By 

reversing the order of 16 round keys the same algorithm is used for encryption and decryption. And the limitations are 

the total number of 16 round in DES makes the algorithm complex. DES was mainly designed for hardware so its runs 
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Fig 2 symmetric key cryptography 

Plaintext Ciphertext Plaintext 

Encrypt Decrypt 

Sender Receiver Secret key Public key 

Fig 3 Asymmetric key cryptography 
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relatively slow on software compared to hardware. The 56-bit key length used in DES makes possible to encrypted code 

with modern technologies. Moreover, it can be broken using brute-force attacks and linear cryptanalysis. Hence AES 

(advanced encryption standard) has replaced the DES (data encryption standard).  

2. Advanced encryption standard (AES): advanced encryption standard (AES) is a specification for the electronic 

data established by the U.S national institute of standard and technology (NIST) in 2001.AES is widely used as it is a 

much stronger than DES and triple DES despite being harder to implement. Advantages of AES are as it is implement in 

both hardware and software, it is most robust security protocol. It uses higher length key sizes such as128, 192 and 256 

bits for encryption. Hence it makes AES algorithm more robust against hacking. Disadvantages of AES it uses too simple 

algebraic structure. Every block is always encrypted in the same way. 

 

Asymmetric key algorithm technique 

         

1. RSA (rivest-shamir-adleman): is a public key cryptosystem that is widely used for secure data transmission it is 

one of the oldest. The encryption key is public and distinct from the decryption key, which is kept secret (private). The 

security of RSA relies on the practical difficulty for factoring the product of two large prime number, the “factoring 

problem”. Advantages of RSA are, it is very easy to implement, this algorithm is safe and secure for transmitting 

confidential data. Cracking RSA algorithm are it may fail sometimes because for complex encryption both symmetric 

and asymmetric encryption is required and RSA uses symmetric encryption only. It has slow data transfer rate due to 

large numbers involved. High processing is required end for decryption. 

2. Digital signature algorithm (DSA): DSA stand for digital signature algorithm. DSA used for digital signature 

and its verification. It is based on mathematical concept modular exponentiation and discrete logarithm. It was developed 

by national institute of standard and technology (NIST) in 1991. Advantages of DSA are after signature verification, the 

sender cannot claim to have not sent the data. Data modification during transmission prevents final verification or 

message decryption. Right private /public combination help verify sender origin. Disadvantages of DSA are high cost to 

get started. 

                                                         

II.CONCLUSION 

 

The whole point of cryptography is to secure information from third party. We use different types of algorithm to establish 

security services in different mechanism. The information security can be easily achieved by using cryptography 

techniques. It is a method of storing and transmitting data in a particular form so that only those for whom it is intended 

can read and process it. If we want to send message quickly we use private key cryptography or public key cryptography. 

If we want to send message secretly we use public key algorithm. Secure communication, the most obvious use of 

cryptography, and the one all of us use frequently, is encrypting communication between us and another system. 
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