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Abstract: Lately, the matter of dangerous malware in devices is spreading speedily, particularly those repackaged android 

malware. Though understanding robot malware mistreatment dynamic analysis will give a comprehensive read, it's still 

subjected to high price in setting preparation and manual efforts within the investigation. Android is the most preferred 

openly available smart phone OS and its permission declaration access management mechanisms can’t sight the behavior 

of malware. the matter of police investigation such malware presents distinctive challenges thanks to the restricted 

resources accessible and restricted privileges granted to the user however conjointly presents distinctive opportunities 

within the needed data hooked up to every application. In our project, a code behavior signature-based malware detection 

framework mistreatment associate degree SVM rule is planned, which might sight malicious code and their variants 

effectively in runtime and extend malware characteristics information dynamically. Experimental results show that the 

approach incorporates a high detection rate and low rate of false positive and false negative, the power, and performance 

impact on the first system can even be unheeded. Our system extracts variety of options associate degreed trains a Support 

Vector Machine in an offline (off-device) manner, so as to leverage the upper computing power of a server or cluster of 

servers. 
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I. INTRODUCTION 

 

Machine learning (ML) is a field of inquiry devoted to understanding and building methods that 'learn', that is, methods 

that leverage data to improve performance on some set of tasks. It is seen as a part of artificial intelligence. Machine 

learning algorithms build a model based on sample data, known as training data, in order to make predictions or decisions 

without being explicitly programmed to do so. Machine learning algorithms are used in a wide variety of applications, 

such as in medicine, email filtering, speech recognition, and computer vision, where it is difficult or unfeasible to develop 

conventional algorithms to perform the needed tasks. Cloud computing is comparable to grid computing, a type of 

computing where unused processing cycles of all computers in a network are harnesses to solve problems too intensive 

for any stand-alone machine. Cloud computing is an on-demand service that is obtaining mass appeal in corporate data 

centers. The cloud enables the data center to operate like the Internet and computing resources to be accessed and shared 

as virtual resources in a secure and scalable manner. Like most technologies, trends start in the enterprise and shift to 

adoption by small business owners. 

A subset of machine learning is closely related to computational statistics, which focuses on making predictions using 

computers, but not all machine learning is statistical learning. The study of mathematical optimization delivers methods, 

theory and application domains to the field of machine learning. Data mining is a related field of study, focusing on 

exploratory data analysis through unsupervised learning. Some implementations of machine learning use data 

and229neural networks in a way that mimics the working of a biological brain. In its application across business problems, 

machine learning is also referred to as predictive analytics. 

Learning algorithms work on the basis that strategies, algorithms, and inferences that worked well in the past are likely 

to continue working well in the future. These inferences can be obvious, such as "since the sun rose every morning for 
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the last 10,000 days, it will probably rise tomorrow morning as well". They can be nuanced, such as "X% of families have 

geographically separate species with color variants, so there is a Y% chance that undiscovered black swans exist". 

 

Machine learning programs can perform tasks without being explicitly programmed to do so. It involves computers 

learning from data provided so that they carry out certain tasks. For simple tasks assigned to computers, it is possible to 

program algorithms telling the machine how to execute all steps required to solve the problem at hand; on the computer's 

part, no learning is needed. For more advanced tasks, it can be challenging for a human to manually create the needed 

algorithms. In practice, it can turn out to be more effective to help the machine develop its own algorithm, rather than 

having human programmers specify every needed step.  

The discipline of machine learning employs various approaches to teach computers to accomplish tasks where no fully 

satisfactory algorithm is available. In cases where vast numbers of potential answers exist, one approach is to label some 

of the correct answers as valid. This can then be used as training data for the computer to improve the algorithm(s) it uses 

to determine correct answers. For example, to train a system for the task of digital character recognition, the MNIST 

dataset of handwritten digits has often been used. 

 

II. SYSTEM STUDY 

A. Exisiting System 

      PDF, as one of most popular document file format, has been frequently utilized as a vector 

by attackers to covey malware due to its flexible file structure and the ability to embed different kinds of content. In this 

paper, we propose a new learning-based method to detect PDF malware using image processing and processing 

techniques. The PDF files are first converted to grayscale images using image visualization techniques. Then various 

image features representing the distinct visual characteristics of PDF malware and benign PDF files are extracted. Finally, 

learning algorithms are applied to create the classification models to classify a new PDF file as malicious or benign. The 

performance of the proposed method was evaluated using Contagio PDF malware dataset. The results show that the 

proposed method is a viable solution for PDF malware detection. It is also shown that the proposed method is more robust 

to resist reverse mimicry attacks than the state-of-art learning-based method.  

      Disadvantage  

✓  No existing work on secure DE duplication can properly address the reliability and tag consistency problem in 

distributed storage systems.  

✓ It leads to data redundancy and data lose.  

B. PROPOSED SYSTEM 

  This paper discusses, portrays and focuses on an SVM-based active learning framework for smart phone 

malware detection, and within the mechanical man system valid the effectiveness of the strategy, tests show that the 

planned methodology has sensible relevancy and measurability will be complete on a range of well-liked malware 

observation and might detect unknown malware. Due to its less impact on system performance, potentially significant 

impact on the initial system capability may go unnoticed. In summary, malware applications normally use the subsequent 

3 sorts of penetration techniques for installation, activation, and running on the android device: Repackaging among the 

rest of many is the foremost common techniques for malware developers to put in malicious applications on a mechanical 

man platform. These sorts of approaches commonly begin from well liked legitimate Apps and misuse them as malware. 

The developers commonly transfer well-liked Apps, take apart them, add their own malicious codes, so reassemble and 

transfer the new App to official or different markets.  

 

C. PROBLEM DEFINITION  

 To create an efficient system that curbs the threat of android malware by correctly detecting and mitigating any 

malicious APKs via combining permissions and API calls as features to characterize malware, and use machine learning 

techniques to automatically extract patterns to differentiate benign and malicious Apps. 

Advantage  

✓ The first step in any machine learning experiment is to get some domain knowledge which help understanding 

the data and accomplish the experiment. In this section we will briefly highlight common types of malware, malware 

analysis techniques, and available malware datasets. Which will demonstrate the flow of ideas and show the importance 

of the experiment. 
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III.SYSTEM REQUIREMENTS 

3.1 Hardware Requirements  

Processor : INTEL PENTIUM IV 2.6 Ghz  

RAM : 4 GB  

Hard Disk Drive : 500 GB  

Key Board : Standard 128 Keys  

Monitor : 17” TFT MONITOR  

Mouse : Logitech Serial Mouse  

 

3.2 Software Requirements  

Operating System : Windows 7 or XP  

Frond end : Dot net 2012  

Back end : SQL Server 2005  

 

IV.CONCLUSION 

 

Hence, we have successfully proposed to use permissions and API calls of Android applications to detect malware and 

malicious codes in Android based mobile platform. Ours is a novel approach to distinguish and detect Android malware 

with different intentions. It is effective, that is, it is able to distinguish variant of Android malware between distinct 

purposes of them. The proposed framework extracts permissions from Android applications and further combines the 

API calls to characterize each application as a high dimension feature vector. By applying learning methods to the 

collected datasets, we can derive classification models to classify Apps as benign or malware. Experiments on real world 

data demonstrate the good performance of the framework for malware detection. 

  

FUTURE WORK  

The research on Java code has shown a strong presence of methods for manipulation on strings, as well as for downloading 

them outside of Java code. Such actions are manifestations of attempts to hide the real purpose of the application, i.e. 

obfuscation of the code. In addition, there has been a high use of methods that give access to and launch services (including 

system services). There is an increased presence of the method for data transfer over the HTTP protocol compared to 

secure applications. However, the quality of malware detection based on Java code proved to be low. None of the 

algorithms did exceed 81% of correctly classified instances. There are many reasons for this: the transformation and 

obfuscation of the code, the mechanism of reflection, manipulation on the chains of characters make the extraction of 

features a difficult task. Calling the API method can be implemented in several ways, and code transformation additionally 

increases the difficulty. 
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