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Abstract: Fake News is one of the major problems in the current situation. Fake News has capacity to change pinions,
facts and can act as the strongest weapon in today's society. Our project uses NLP techniques for detecting the ‘fake news',
that is, misleading news stories which come from the non-reputable sources. The data science community has responded
by taking actions against the problem. It is impossible to determine a news as real or fake accurately. So, the proposed
project uses the datasets that are trained using Count Vectorizer method for the detection of fake news and its accuracy
will be tested using machine learning algorithms.
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I INTRODUCTION

As an increasing quantity of our lives is spent interacting online through social media structures, an increasing number of
humans generally tend consume news from social media in place of conventional information businesses. The reasons
for this variation in consumption behaviours are inherent inside the nature of those social media structures. it's regularly
extra well timed and less high priced to consume news on social media as compared with conventional journalism, like
newspapers or tv. And it's less complicated to similarly share, discuss the information with friends or other readers on
social media. It has been additionally determined that social media now outperforms tv and has become the major
information source. However, as it's less expensive to deliver news online and a long way quicker and simpler to
propagate through social media, large volumes of fake information, i.e., those information articles with deliberately fake
records, are produced online for spread of purposes, like economic and political gain.

The considerable spread of fake information may have a giant bad impact on people and society. First, fake
information can shatter the authenticity equilibrium of the news atmosphere for instance: it is obtrusive  that the
maximum famous fake information turned into even greater outspread on Facebook than the most standard actual
mainstream information at some stage in the U.S. 2016 presidential election. 2nd, fake news deliberately persuades
consumers to without a doubt accept biased or false ideals. Fake news is usually manipulated through propagandists to
deliver political messages or have an impact on for instance, a few reports indicates that Russia has created fake accounts
and social bots to unfold fake tales. Third, fake information adjustments the manner people interpret for instance, some
fake news became just created to cause human’s distrust and cause them to be confused. It's essential that we are building
up methods to mechanically come across fake news broadcast on social media.

This bring about generating of the news articles that isn‘t absolutely genuine or maybe completely false. There
even exist many websites that produce fake information nearly exclusively. They intentionally submit hoaxes, half of-
truths, propaganda and disinformation affirming to be real news — regularly the usage of social media to drive web visitors
and amplify their effect. The maximum desires of fake news websites are to influence the majority opinion on certain
subjects (generally political). Samples of such web sites could also be in Ukraine, US, Germany, China and much of other
nations. hence, fake information perhaps a global trouble also as a global challenge. Many scientists consider that fake
information trouble may also be addressed through means of system gaining knowledge of Al.

We aim to provide the user with the potential to categorise the news as fake or real and check the authenticity of the
internet site publishing the news, classify the information as fake or actual and also check the authenticity of the internet
site publishing the information. And to create a system or model which can use the facts of beyond information reviews
and expect the probabilities of an information file being fake or no longer. Numerous researchers have attempted fixing
this venture in many ways to check which approach works and get desired outcomes.
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Shankar M. Patil et. al.: They aimed to
provide the user with the ability to classify
the news as fake or real-International
Journal of Engineering Research &
Technology (IJERT)-2021

To perform binary classification

with the help of concepts
Artificial Intelligence, Natural
Language Processing and

Machine Learning

They obtained the accuracy
of approximate 75%.

Krishna AN etal.: They aimed at
identification of fake news by proposing a
system that can reliably classify fake news
-2020

Machine Learning algorithms
such as Naive Bayes, Passive
Aggressive Classifier and Deep
Neural Networks have been used
on eight different datasets
acquired from various sources.

The accuracy obtained is
86%.

Rhethige Chalippatt et.al.: They proposed a
model that classifies unreliable news into
real and fake news after computing a score
and will be able to distinguish between real
and fake news -2019.

Employed SVM, KNN, Decision
tree and Random Forest to build
four models and compared them.

Training data consists of
66.6% of the data and testing
data consists of 33.3% of the
data.

Mykhailo Granik et.al.: They proposed a
model which collected news from three
large Facebook pages each from the right
and from the left, as well as three large
mainstream political news pages (Politico,
CNN, ABC News)

They have proposed a simple
approach for fake news detection
using naive Bayes classifier. This
approach was implemented as a
software system and tested
against a data set of Facebook
News posts.

They achieved classification
accuracy of approximately
74%.

Madalina Erascu et.al. : They proposed a
machine learning techniques, in particular
supervised learning, for fake news
detection

More precisely, they used a
dataset of fake and real news to
train a machine learning model
using Scikit-learn library in
Python.

Training data consists of
66.6% of the data and testing
data consists of 33.3% of the
data

Shaikh Ansar Ahesanuddin et.al.: Some
challenges can be due to a smaller number
of resources like an available dataset and
published literature. They proposed this in
their paper, a fake news detection using
machine learning techniques.

They compare three different
machine learning classification
techniques. Not only that, but We
will be working with three
different models that are Logistic
Regression,  Decision  Tree
Classifier and Random Forest
Classification.

The approximate accuracy
obtained by Decision Tree
Classifier 99.6%.

Rupali Patil :Their work helps us to detect
the accuracy of the fake news using
different classification techniques.

In this model, they have used
classification techniques like
Support Vector Machine(SVM),
Naive Bayes, Passive Aggressive
Classifier.

Output of  model using
feature extraction techniques
as Term Frequency-Inverted
Document Frequency (TF-
IDF) and Support Vector
Machine (SVM) as
classifier, has accuracy of
95.05%.

Julio C. S. Reis et.al : They present a new
set of features and measure the prediction
performance of current approaches and
features for automatic detection of fake
news

It includes k-Nearest Neighbors
(KNN), Naive Bayes (NB),
Random Forests (RF), Support
Vector Machine with RBF kernel
(SVM), and XGBoost (XGB)

They obtain the accuracy of
XGB-81%.
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1. METHODOLOGY

We can find many datasets for fake news detection on Kaggle or many other sites. We downloaded these datasets from
Kaggle. There are two datasets one for fake news and one for true news. In true news, there is 21417 news, and in fake
news, there is 23481 news. Both datasets have a label column in which O for fake news and 1 for true news. We are
combined both datasets using panda’s built-in function. Then from data set few data are removed for manual testing which
is used for predicting the accuracy of the system. Data set consists of subject, title, text, date so to predict it as fake or
true title and date are not required hence, we drop those two columns.

We can’t use text data directly because it has some unusable words and special symbols and many more things. If we
used it directly without cleaning, then it is very hard for the ML algorithm to detect patterns in that text and sometimes it
will also generate an error. So that we must always first clean text data.

Then we must pre-process our data which includes stemming stop words removal and punctuation removal, then we do
train test split training data consists of 80% of the data set and testing data consists of 20% of the data set then they are
converted into vectorized form using the TF IDF vectorizer and then they are fed to the machine learning models.

In our project we have used decision tree classifier, logistic regression, random forest and gradient boosting algorithms
all these machine learning models are supervised learning methods that is it maps the input data to output data. after this
process we evaluate the models using the testing dataset and we train our model using training datasets and then predicts
its accuracy accordingly and if the label is zero it predicts as fake news and if the label is one then it predicts as true news.

DATA
DATA SETS || PREPROCESSING | | ' TRAIN TEST
SPLIT

PREDICTION| | | EVALUATION MACHINE
| | |LEARNING MODELS

Block Diagram

V. CONCLUSION

Fake news research has in no way been more crucial than it is now. The concept of fake news detection in social media
is particularly new and there is many research going on to accurately detect the fake news. So, in our paper we have
proposed a method which may be used by other researchers to discover which combination of methods should be used to
correctly predict it as fake or true. It also helps the people to take accurate decision and not believe in fake news and stop
advertisers take the advantages of Fake News and stops the people from sharing links of money-making apps etc.,
Incidents like riots or videos that incite communal disharmony are trends that easily get millions of views within minutes
such spread of false videos can also be stopped.
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