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Abstract: Phishing has been a constant issue across the global community. The approach has primarily been related to 

most attackers gaining access to sensitive information about users. Lack of awareness is among the main factors that 

result in successful phishing attacks. There are different types of phishing attacks available. However, cybersecurity 

specialists have developed algorithms that have effectively prevented phishing attacks. The report below includes 

information on anti-phishing algorithms that can detect phishing attacks. The algorithms include different technologies 

and capabilities that promote safety for most individuals. The paper focuses on describing each of these concepts and how 

they promote cybersecurity across the globe. 
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I.INTRODUCTION 

 

Studies have indicated an increase in the number of attacks associated with phishing. Phishing attacks have been 

increasing for the past decade. Lack of awareness and technical abilities to avoid the attacks has been a critical factor in 

the majority of the public being vulnerable to the attacks [1]. Most company breaches have also been successful due to 

the phishing attack technique. The impacts associated with successful breaches were among the key factors promoting 

the development of anti-phishing attacks. See figure.1, which illustrates the 12 months of large-scale phishing data from 

its security cloud to detect key developments, industries, and characteristics at risk and develop strategies. Anti-phishing 

attacks are systems and browsers designed to protect users from phishing attacks [2]. There has also been an increase in 

software systems created to protect users from phishing attacks. The anti-phishing software always includes modules and 

programs that can detect any types of attacks and prevent them [3]. 

 

 
Figure 1: 12 months of global phishing data from its security cloud to identify key trends, industries and geographies at 

risk, and emerging tactics [5].  

 

This software can also include a warning system that ensures users are not doped into providing sensitive information [4, 

5]. Companies with effective anti-phishing technologies have even succeeded in avoiding these attacks. Users who've 

implemented the anti-phishing browsers have also recorded increased security from phishing attacks, suggesting the 

algorithms' effectiveness. 
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II.BACKGROUND ON PHISHING ATTACKS 

 

Phishing is a type of cyberattack which engages special tools and steps to obtain sensitive information from users. By 

definition, phishing is a social engineering attack that attackers apply to receive sensitive information from users [6]. The 

attacker could masquerade as a trusted entity, duping a user into offering their login information. There are different ways 

through which these attacks are achieved. Each of these approaches is described to be a type of phishing attack [6]. The 

main methods included duping clients and users include emails, instant messages, and social media.  

An excellent example of a phishing attack (see figure.2) includes the user receiving an email masquerading to be from a 

trusted website [6]. The email could also have a link requiring users to retain their login and other sensitive information. 

When the user inputs their information, the action will provide the attacker with the information for them to use as they 

would like [6]. Users are therefore always unable to understand when a phishing attack has occurred. Not being aware of 

the attack results in critical consequences for the user, who could permanently lose valuable information [7]. The inclusion 

of an anti-phishing algorithm in detecting these attacks could therefore be described as the only solution. 

 

 
Figure 2: How does phishing work? 

 

The two main types of phishing attacks include email and spear phishing techniques. Email phishing attacks have an 

attacker sending many fraudulent messages and waiting for vulnerable users to fall for the trap [7]. The doped individuals 

could send small user sums of money, which accumulate to be huge. The phishing emails are always well-created to look 

like that of an organization. Spear phishing attack, on the other hand, is continually developed to target an individual or 

enterprise [7]. The attacker engages this approach after finding a specific user to the target. The approach involves 

researching the individual and manipulating them into providing their sensitive information [8]. This type of phishing 

attack is mainly included when targeting an employee of a large company to acquire their login information to the 

company. 

The need for anti-phishing algorithms is associated with the need to detect phishing attacks. The description shows that 

phishing attacks could take valuable time [9]. Including an algorithm to detect when the attack has commenced is 

significant in providing a user with the knowledge required to stop the attack [8]. The user would be educated to 

understand his requirements to avoid the attack [10]. Therefore, this factor shows that the anti-phishing algorithms 

effectively ensure safety against phishing attacks. 

 

III.DETECTING PHISHING WITH ANTI-PHISHING TECHNIQUES 

 

Spotting phishing emails and communication is a practical approach to securing oneself from these attacks. Spotting 

phishing attacks has long been described as a practical approach to being safe from such attacks [1]. Cybersecurity experts 

expressed the need for developing anti-phishing software by focusing on detecting these attacks. Understanding how 

phishing is achieved remains the first step in detecting these attacks [1]. A user should be able to understand the 

characteristics associated with phishing emails and messages. The social engineering techniques should remain 

understood, therefore being safe from the attacks.  

There are significant websites that educate users to avoid phishing attacks. The websites and blogs ensure that people are 

educated on the proper ways to prevent most attacks [3]. One of the main methods of understanding a bogus attacker 
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would be using a public email domain. The domain "@gmail.com" is broadly used by most attackers when trying to 

engage in an attack against the users [2]. Emails and messages that require one to click a link should also be approached 

with care [2]. Most links associated with emails result in users placing their sensitive information and obtaining significant 

losses [11]. Detecting phishing emails requires the user to be more alert and focus on weaknesses across these emails. 

Detecting phishing attacks should always be a concern for the user. Some attackers are, however, always one step ahead, 

making their attacks impossible to detect [2]. Spear phishing attacks are always more advanced and more challenging to 

detect for regular users see figure.3. These attackers, therefore, make most users vulnerable despite knowing phishing 

attacks [4]. The anti-phishing algorithms are the leading solutions for preventing these attacks [11]. These algorithms are 

always more effective in detecting well-designed phishing scams than user knowledge.  

 
Figure 3: Steps involved in spear phishing  

 

Anti-phishing algorithms are included in any piece of software or system which protects against phishing attacks [12]. 

The development of these types of systems has been on the rise, especially from the significant increase in phishing 

attacks across the globe. Phishing is considered adequate as a result of the deceit included towards users. The deceit 

ensures that a victim does not become aware of the attack until it is too late. The algorithms are effective in the fact that 

they detect the attack while it is happening. AI and machine learning technologies have contributed to the success of anti-

phishing algorithms [12]. The technologies can detect phishing since machine learning focuses on machines reasoning 

like humans. The learning ability ensures that the systems can learn from before and detect phishing attacks in advance.  

AI technology in phishing prevention has proven to be very effective. One of the key benefits of using AI in detecting 

phishing attacks has been its effectiveness in being fast and effective [13]. Most security defenses are recently engaging 

the use of AI as a result of its responsiveness. The high-end responsiveness of AI can be seen in the development of 

technology in recent years. The technology has accumulated great results over the past couple of years. Over the past few 

years, the overall capability and protection required to promote a defined type of security have increased. Therefore, the 

technology's growth and development show the potential associated with anti-phishing algorithms.  
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 Figure 4: Lifecycle of technology-enabled phishing campaign [16] 

 

Cybercrime has adopted AI technology to achieve its key attacks [14]. The interest in completing successful attacks has 

seen more creative ways of promoting cybercrime [14]. Some phishing attacks have been seen to engage social 
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engineering through AI technology. These attacks also showcase the need for AI in the anti-phishing algorithms. It ensures 

that systems can defend against attacks with a similar or more effective approach. This also showcases the capabilities of 

anti-phishing algorithms. 

AI technologies such as machine learning technologies are increasingly influential in fending off such attacks [14]. The 

technology is increasingly effective in promoting a higher level of security (see Fig. 4) against phishing attacks. Machine 

learning is a technology in AI where it promotes learning by machines [14]. The technology ensures a machine can learn 

from previous experiences [14]. This means that machine learning can enable a machine to learn from the last phishing 

attacks and understand which protective measures should be included [14]. The machine would be able to engage in a 

practical prevention approach to similar phishing attacks in the future [14]. Anti-phishing technology, including machine 

learning, is effective in detecting phishing attacks. 

The analysis presented, therefore, concludes with anti-phishing AI techniques being more effective in detecting phishing 

attacks [3]. The technologies described are showcased to influence the capabilities of anti-phishing algorithms. Machine 

learning ensures that similar attacks have not succeeded [3]. These attacks are avoided by detecting them before they are 

successful. The technologies present are, therefore, very effective in ensuring that phishing attacks can be detected and 

prevented [14]. Because of the effect of these anti-phishing algorithms, these techniques should be incorporated into the 

first line of defense against any form of phishing assault against a user or an individual. 

Cybersecurity specialists have indicated vital benefits associated with using algorithms to detect any attack associated 

with phishing [15, 16]. Understanding phishing was the first step in preventing such attacks. Most reports have described 

phishing to be best resolved through detection and prevention. Including technologies that can detect such attacks 

effectively prevents each type of attack. The overall focus on avoiding every attack ensures no successful attacks are 

achieved.  

Several phishing algorithms have been developed over the years. The different types of technologies developed include 

various rules for detecting phishing attacks. Most companies avoid phishing attacks by providing access to specific 

machines [15]. Providing computers with certificates has also been a practical approach to detecting phishing attacks. 

The company's server, therefore, understands to give access to specific machines. If a hacker has gained access to an 

employee's logins, trying to access the server through these logins and without a certificate becomes impossible [17]. The 

server may also limit login in through this login information [16]. The use of such defense and algorithms ensures a 

company's sensitive data. Therefore, this algorithm ensures a company remains protected from any phishing attack. 

Regarding attack accuracy, there are four different states for any action detected by Intrusion Detection (IDS). A genuine 

positive condition occurs when an activity is identified as an attack by the IDS, and the step is indeed an assault. A true 

positive is a successful assault identification. A real negative condition is comparable. This occurs when the IDS classifies 

a behavior as acceptable, and the action is genuinely acceptable. Ignoring appropriate conduct effectively is a real 

negative. Neither of these conditions is hazardous since the IDS is functioning normally. A false positive condition occurs 

when an IDS recognizes an action as an attack even if the activity is normal behavior. A false positive is the same as a 

false alarm. 

  Actual 

  Positive Negative 

Predicted 

Positive 

True Positive  

Rule matched and 

did attack present 

False Positive       

Rule matched, but no 

attack present 

Negative 

False Negative        

No rule matched and 

no attack present 

True Negative        

No rule matched, but 

attack present 

 

Figure 5: Chart explaining ruled-based logic of actual vs. predicted phishing outcomes 

 

The most severe and deadly state is a false negative state. IDS classifies an action as acceptable when it is actually an 

attack. A false negative occurs when the IDS fails to detect an attack. This is the riskiest situation since the security expert 

is unaware that an assault has occurred. False positives, on the other hand, are at best inconvenient and might create 

serious problems. Conversely, false positives may be successfully adjudicated with the correct amount of overhead; false 

negatives cannot (see fig. 5). 
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Another type of algorithm that ensures phishing attacks can be detected is the two-factor authentication algorithm [17]. 

These algorithms provide two levels of security that they must pass before accessing sensitive information. The employee 

could have a USB disk and their login information to access the sensitive information. These precautions and technologies 

ensure that attackers cannot complete their attacks (see fig. 6). When engaging in such an attack, the attacker will remain 

locked out of the system until they provide the second key to the second level of security present. 

 

 
Figure 6: Two-Factor Authentication 

 

The technologies above are some of the most adopted by different organizations today. Below fig. 7 demonstrates 

different types of 2FA. The technologies ensure that phishing attacks have been detected and prevented [18]. The approach 

has been relevant in avoiding most technologies in recent years. It has been found to have relevant results over the past 

few years. Adopting such measures has been found to ensure that such technologies cannot be achieved. Including such 

measures ensures one cannot complete the attacks by accessing users' passwords. 

 

 
Figure 7: Multiple types of 2FA [17] 

 

Companies like Google have also become increasingly concerned with detecting and preventing potential phishing 

attacks. Google's G-mail service has high-level anti-phishing algorithms which aid in detecting phishing attacks [4, 18]. 

The technologies ensure that insecure website links have been flagged for the user. Users are therefore advised not to 

access any website that is flagged to be dangerous [19, 20]. The company's spamming algorithm is also very effective in 

spamming sites that seem very dangerous. Below fig.8 indicates how Gmail ensures a spam-free inbox. Spamming email 

messages from suspected senders is found to be very effective in protecting users from any risks of phishing. The 

spammed messages get deleted after some time [2, 18]. The spamming and flagging technologies are, therefore, very 

effective in protecting users from phishing attacks [21]. The anti-phishing algorithms from Google and other companies 
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ensure that users have remained protected in the long run by ensuring all phishing attacks have been detected and 

prevented [21]. 

 
Figure 8: Gmail-ensuring a spam-free inbox with Machine Learning 

 

Each phishing technology described above is very effective in detecting phishing attacks. The anti-phishing algorithms 

can protect the users by preventing these attacks [21]. Technologies that implement anti-phishing algorithms are also 

being developed at an increased rate in recent years [21, 22]. Developing these technologies has been found to ensure that 

people remain protected. The technologies should therefore continue to be created and implemented across different 

websites and social media pages [23, 24]. This factor will ensure that the number of phishing attacks has been reduced. 

Security analytics and visualization operations are now causing a revolution in security management, identity and access 

management, fraud prevention and governance, and risk and compliance [25]. For example, security analytics is managed 

through a threat data consolidation and alert management system, with hundreds of thousands of alerts and network events 

per second and constant real-time risk assessment with proper hazard prioritization. 

 

IV.CONCLUSION 

 

Anti-phishing algorithms have proven very effective in detecting phishing attacks. Technologies developed from these 

algorithms have proven to be effective in preventing phishing attacks and constantly changing. The prevention is 

associated with ensuring that the user has been notified of such attacks. The paper describes how phishing attacks have 

been rising for a long time. Detecting phishing attacks through anti-phishing algorithms is an effective approach to 

protecting most users. Companies are therefore required to focus on including similar technologies in their companies. 

This action will ensure that people have remained protected from similar attacks. Such activities will ensure that 

companies and individual users are protected from similar attacks. Adopting the anti-phishing algorithms across different 

sectors and technologies will also ensure that the number of phishing attacks has been reduced significantly.  
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