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Abstract: Artificial intelligence is opening up new avenues for value generation in enterprises, industries, communities, 

and society as a whole. Technology has been researched to be relevant in many aspects of the world. This factor has made 

it to be included mainly in different businesses and industries. The applications of AI are endless to discuss. The research 

below examines the applications of artificial intelligence (AI) in cybersecurity. Cybersecurity has also been a growing 

concept in the technological industry. Many companies have included information technology in their businesses. This 

factor has required companies and organizations to demand more security measures. The attempt to protect the available 

data and information has resulted in the growth of cybersecurity, and AI has been seen to influence cybersecurity heavily 

on a large scale. This factor has made machine learning to be significantly induced in recent technologies supporting 

cybersecurity. The research paper performs a literature review and examines the overall impacts of artificial intelligence 

on cybersecurity. 
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I. INTRODUCTION 

 

Artificial intelligence was developed in the 20th century. This development resulted from trying to create a structure that 

would not require the help of a human brain. The discovery led to more research being conducted on the matter [1]. More 

people have tried to create intelligent systems and robots. The developments all attempted to include an object that mimics 

human behavior and acts without significant impact on humans. The research was also included in mathematics, where 

several mathematicians tried to develop formulas to help with the aspect. Organizations poured much money to ensure 

these research studies were successful. The entire history of AI showcases the growth that the technology has come. AI 

platforms assist enterprises in the development, management, and deployment of machine learning and deep learning 

models at scale. Decreasing software development tasks such as data management and deployment make AI technology 

more accessible and economical [2]. With the increase in cyber risks, artificial intelligence (AI) is increasingly widely 

employed to monitor and restrict cybercrime. 

 

II. BACKGROUND 

The development of computers and processing units ensured that the growth of AI was to continue incredibly. Looking 

at the graph above, it is clear that people were finding the use of the technology [3]. Other people have seen the potential 

of AI since its early years. Algorithms were developed and continued to grow with the generations of computers. 

Countries were now in competition over who would set the technology first. This aspect led to the factor of the technology 

extensively growing. As shown above, the end of the 20th century saw a remarkable rise in AI technology [4]. During 

this period, the true power of AI and its significance had been noticed. The continued research ensured that more 

applications were being discovered for the technology. Below Fig.1 shows an AI life cycle in detail. 

 
 Fig.1 Graphical life-cycle of AI [5] 
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Looking at the situation today, it is clear that artificial intelligence has dramatically grown. Over the years, vast amounts 

of information have been collected to provide correct analysis and predictions [6]. These attributes have greatly 

influenced the applications of AI in different industries and organizations. Technology has dramatically benefited 

initiatives such as banking, marketing, and entertainment. Modeling human actions and reactions has shown fruitful when 

done by computers. Robots mimicking human behavior have also been developed. Personal assistant applications and 

devices have also been on the rise based on artificial intelligence technology. Key examples of such devices include 

Alexa and Siri. Applications such as Google assistant have also proven efficient in helping people. Below fig.2 showcases 

some of the applications of AI. The figure below showcases the overall impact of AI on different technologies. 

 
 

Fig 2. Possible Applications of Artificial Intelligence. 

 

As mentioned above, artificial intelligence has many applications in different sectors and industries. One of the sectors 

that have continued to benefit from artificial intelligence has been cyber security. This has resulted in specific impacts 

that are discussed in the study below. The aspect has resulted in different challenges and benefits, which are discussed 

below. Cyber security is the aspect of protecting computers and other devices from attacks. Most of these attacks are over 

the Internet [7, 8]. Based on these attacks, organizations always lose many resources. Stevens [9] showcases those cyber-

attacks will become the new forms of terrorism attacks on countries. Recent developments in the technological universe 

have shown that businesses and companies could be destroyed based on a single attack. Trappe and Straub [10] define 

cyber security as protecting computers from attacks that could be performed through the Internet. Organizations need to 

include strategies that will ensure the protection of their information. Competitors may attack an organization to gain an 

advantage against the company. These factors all require the aspects of cyber security. Confidential and private 

information always requires more measures to ensure people cannot access this information. This factor ensures that 

people and organizations have been made safer. 

 

 
 

Fig.3: Types of Cybersecurity Threats 

 

Cyber security, in general, has been divided into different sections. The essential parts and units in cybersecurity ensure 

privacy and security by companies and individuals [11]. These categories include application, network, information, and 
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operational security. Achieving these factors ensures that all the benefits of cybersecurity have been experienced. This 

factor thus allows for business continuity and development. Fig.3, showcased below, explains the types of threats 

affecting cybersecurity. Based on the discussions above, it is clear that individuals must protect their information. There 

are a few ways through which this is achieved. The different methods are being improved daily. Artificial intelligence is 

one of the applications of AI to ensure more security. Stoianov and Ivanov [12] detailed that significant data advantages 

result from the recent successes of artificial intelligence in cybersecurity. The threats available are avoided using machine 

learning technology. This factor has included more security on the company's data and information. Based on this factor, 

artificial intelligence has enormously impacted cybersecurity. Below are other impacts as a result of artificial intelligence 

on cyber security. 

 

III.    IMPACT OF AI ON CYBERSECURITY 
 

Different impacts result from including AI technology worldwide. The effects resulting from the technology are both 

positive and negative. Technology has showcased massive development in different industries [13]. All industries have, 

however, benefited from the impact it has had on cybersecurity. Perols and Murthy [14] showcase that artificial 

intelligence has influenced businesses and companies. However, the overall implications of artificial intelligence on 

cybersecurity are both positive and negative. Attacks on companies have proven to become more and more dangerous. 

Attackers have neem found to increase their knowledge to find weaknesses in cybersecurity technologies. The automation 

resulting from machine learning algorithms has ensured that attackers cannot use the same ways to attack systems with 

artificial intelligence. The technology has showcased that machine learning algorithms are better at providing security 

than humans. Integrating artificial intelligence into cybersecurity ensures that errors are avoided. This factor is among 

the different benefits of AI on cybersecurity discussed below. 

 

The different artificial intelligence technologies have all obtained different roles in ensuring cyber security [15, 16]. The 

technologies are continuing research to ensure maximum efficiency in avoiding attacks. As mentioned above, other 

organizations across the world have information that they need confidential. The technologies have to ensure that nobody 

can access this information. The future has also been seen to incorporate artificial intelligence on a larger scale. This 

factor will mean artificial intelligence will be highly developed to ensure maximum security in organizations. Having 

systems that could protect themselves and detect any attempt is one of the visions of most companies. The aspect of 

security is a dream that researchers and IT companies are fighting to achieve. The first key attribute of artificial 

intelligence being significantly embedded in systems is learning from their experiences. This is one of the essential 

characteristics of AI in general. It has been proven that systems could learn from the different aspects that have made the 

technology highly relevant in cybersecurity. AI has been regarded as t come and rescue technology in cybersecurity [17]. 

Learning from experiences is an attribute of artificial intelligence algorithms where systems can learn from factors that 

have happened before [18]. The algorithms have been used in cyber security technologies and algorithms to ensure that 

a mistake cannot happen again. Attacks are thus embedded in a system where the artificial intelligence algorithm will 

detect and learn from the attack. 

 

AI technology is one of the most sophisticated technologies in the modern world. Technology has perfected everything 

the machine works and wishes to achieve. Man has an insatiable need to create gadgets that can conduct flawless 

computations and carry out activities without constraints. AI technology is one of man's best works, even beyond most 

of our understanding. Every organization implementing the technology guarantees they have improved their services and 

efficiency [19]. AI technology has also contributed to ensuring that it has helped reduce the cybercrimes we experience, 

as this is one of the challenges in the world today [18]. AI technology has confirmed that these activities are detected and 

dealt with. AI technology has ensured faster detection of malfunctioning in the system as their monitoring stills are much 

greater than those of man [19]. This aspect dramatically impacts ensuring that there are no crimes or penetration into the 

system by unauthorized individuals [17]. And therefore, technology has contributed to having excellent technological 

security in the world today. Real-time traffic monitoring allows AI technology to identify any activity without the correct 

measurements or protocols and act on the actions [3].  Upon placing the move, the system must ensure it has worked on 

the matter [18]. This factor allows the technology to deal with the situation before it's too late. The system will be safe 

and not corrupt at this stage, helping the organization better its security protocols and protect its data and information. 

 

In data security measures and protocols, AI technology has been one of the best technologies in ensuring that they have 

improved them. Data is critical to business organizations, so it needs to be secured [20]. With the help of multiple data 

encryption protocols, the system can facilitate great encryption and guarantee the security of the data involved. The great 

protocol significantly impacts the technology in the cybersecurity sector of technology [21]. 

 

AI technology has also resulted in unemployment in some cyber security posts it replaced. The computer has better 

efficiency in whatever it does makes it a priority for individuals with skills in the field [10]. The introduction affected the 
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employment of cybersecurity specialists as they had less contribution to an organization since the AI technology has done 

it all well and efficiently. It also resulted in the organization reducing the system's maintenance and check-up rate. How 

AI technology secures the security protocols is incredibly efficient compared to where an individual does it. Organizations 

with this technology are guaranteed to secure their data as the technology in their system ensures greater efficiency as it 

continues to understand its system and operations. 

 

Mengidis et al. [22] also state that including artificial intelligence learning systems in cybersecurity helps prevent attacks 

in a system. The learning-based system learns from the attackers' actions ad adjusts to protect the information. This factor 

makes it impossible for attackers to gain access to the data. Having a system that keeps adjusting and learning is one of 

the attributes that has made the technology very efficient. AI has been able to avoid cyber-attacks using the approaches 

discussed below. The different techniques ensure the efficiency of AI in cybersecurity. 

 

A. Signature Based Techniques 

The subsequent impact of AI on cybersecurity is through signature-based techniques. Understanding signature codes has 

been a critical attribute of AI technology in cybersecurity. The method involves AI detecting cyberattacks and malware 

through the available codes [29]. These codes in the malware or attacks are detected using an AI algorithm [21]. Matching 

the signature from recent attacks or a database thus gives the cyber security team an advantage in stopping the attack. 

The signatures must be compared quickly to detect the attack. The type of attack being understood thus provides the time 

and resources required to stop the attack [30]. Before AI technology impacted cybersecurity, these detections would be 

conducted a lot of time, leading to massive failures and losses.  

 

The database mentioned above, where malware signatures are stored, is called the blacklist. The system detects the attack 

by comparing the available signatures in the blacklists to the known signature caught in the attack. The signatures are 

sometimes referred to as the patterns present in the attack, and this could be said to be another form of machine-based 

learning [31]. Although the method has proven very efficient over the years, it has been seen to be useless in the case of 

a new attack. The technique fails since the database has no record of the attack. The technology, however, has been seen 

to be very efficient and stopped many attacks over the years. The above technique has been seen to be evaded using 

specific techniques. A key example is how attackers have understood the different ways of avoiding attacks by altering 

their patterns. Hackers understand the aspects susceptible to AI and change these values completely [10]. Changing their 

patterns ensures they can access the data and information before they are detected. As mentioned above, the technique 

has shown huge impacts on cybersecurity. Research shows that most attacks have been stopped and avoided using the 

method. Below fig.4 shows applications of AI in cybersecurity. 

 

 
Fig. 4 Application of AI in Cybersecurity 

 

B. Machine Learning Approach 

As mentioned above, machine-based learning has dramatically influenced cybersecurity. Mengidis et al. [22] discovered 

that humans always make mistakes when analyzing data or information. A considerable advantage of AI technology is 

that they are system. The system has the advantage of avoiding errors or missing details of attacks. Using AI to analyze 

logs and network packets has ensured that attacks are quickly detected [11]. The AI technology detects systems, analyses 

the available records, and detects logs included in the system. This factor ensures that system administrators can change 

the information accessed to avoid further loss. This factor has led to the analogy that AI closely replaces human analysts  
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The main advantage of AI in cybersecurity is the attribute of being able to analyze enormous data. Extensive data is 

always tiring to investigate, being a human analyst. This attribute was significantly changed after the information of AI 

technology. AI can analyze large pieces of information and not make an error. Human analysts are also efficient in 

detection since they can operate AI technology [23]. The efforts between the systems and analysts ensure that all the data 

available has been analyzed and compared. This factor has proven efficient in stopping attacks. Before preventing attacks 

and protecting the available data, malware identification is always the first step. Classification and clustering are thus 

great attributes of machine learning systems. They compare the available information and how it should be in the logs. 

This factor provides detection if there are errors in the system. The regular records are compared to the current ones to 

identify the infected logs. After an attack has been detected, necessary steps are taken to ensure the attack has been 

stopped. Clustering involves grouping the available records or information from the system and detecting anomalies. 

Both of these techniques used in machine learning have proven effective since it is impossible for humans. 

 

C. Network Intrusion Detection 

Network attacks are one of cyber security's most used forms of aggression. The raids are conducted through the networks 

that the organizations or companies use. It is always important to detect attacks through networks. This factor gives the 

system the advantage of stopping the attack from the web. Through AI, this attribute has been made very easy. Network 

firewalls being embedded with AI technology have also been found to be very efficient. Accessing the network has been 

made very hard without the proper authorization. Stopping attacks from the web is the first step in protecting the 

information available. This approach has thus been very efficient in preventing future attacks. The above guidelines are 

also embedded in the networks to ensure maximum security. The main key attribute and advantage of network intrusion 

detection systems are that they have five elements that support the full security of such networks. The first key element 

is how AI systems acquire large sums of information from the network. This factor can be achieved through the AI 

system's ability to analyze large amounts of data [23]. All the factors help ensure the security of the network has been 

completed. Stopping an attack from the network gives the organization a higher chance of protecting the information. All 

the way a network may be compromised is avoided using the AI techniques available. 

  

The above discussions showcase that AI has influenced cyber security on a large scale. The way mentioned above is from 

an impact of artificial intelligence on cyber security at a network level. The systems are taught the different forms of 

avoiding any possible attack to ensure the network is uncompromised [24]. This factor of artificial intelligence learning 

also played a massive part in ensuring network security [25]. This factor and many others have increased the benefits of 

artificial intelligence to AI impacting cybersecurity. 

 

D. Vulnerability Management 

Vulnerability management is the attribute of artificial intelligence machines managing the possible vulnerabilities that 

organizations may have in their systems. Research showcases that in 2019, around 20,362 vulnerabilities were reported. 

There was an 18% increase compared to 2018 [24]. This factor showcases that organizations are continuing to experience 

threats daily. The management of these vulnerabilities is becoming exhausting for the personnel present. This factor 

required the inclusion of AI systems to manage recorded exposures. This factor has made it hard for hackers to gain 

access to systems. Vulnerability management is thus one of the benefits resulting from the impact of AI on cyber security. 

According to IBM research on AI in cybersecurity market dynamics that considers all disclosed vulnerabilities, spending 

on cyberspace globally is increasing despite the COVID-19 pandemic (see Table 1) [26]. 

 

                       Table I Artificial Intelligence Valuation in Cybersecurity market prediction 

 

Market Artificial Intelligence in Cybersecurity Market 

Market size 2018 USD 9.8 Billion 

Market size 2021 USD 14.9 Billion 

Market size 2025 USD 36.6 Billion 

Market size 2030 USD 133.8 Billion 

                  

Most hackers used to exploit the slow reaction of the available vulnerability management. Artificial intelligent systems 

managing the vulnerability database ensure that attack attempts are re4ported in real-time, thus ensuring safer systems 

[27]. Another critical aspect is how machine learning algorithms detect user account anomalies [23]. This factor ensures 

that the systems are protected if a user in the system proves to be a threat. The aspect of vulnerability management by AI 

systems has provided servers are safer, and information stored in these machines is safer. 
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E. Data Centers Security 

Cyber security involves the protection of data from any attacks. The use of AI, as mentioned above, has ensured that 

these ways are more efficient and secure. Data centers are one of the most critical aspects that require cybersecurity [28]. 

The main advantage of AI has been found to ensure that processes included in these centers have been automated. Power 

consumption, bandwidth usage, and temperatures are vital aspects significantly controlled in data centers. Since humans 

sometimes make errors, using AI to manage such canters ensures maximum efficiency. 

 

Another critical factor in data centers is that the cost of hardware maintenance is always observed when using AI systems 

to manage the entire center. The data centers always require protection from environmental factors since they hold 

essential information for the customers or organizations [28]. Based on this factor, it is always necessary for AI to ensure 

that machines are safe. Over the years, more companies and organizations have included AI systems in their data centers 

for more security and efficiency [23]. This factor showcases the impact of AI on cyber security. Although Artificial 

intelligence is beneficial in cybersecurity, there are other limitations resulting from AI in cyber security. 

 

IV.   LIMITATION OF AI IN CYBERSECURITY 

 

From Charles Darwin's theory about Man's devolution, we can learn that man has always tried to ensure that they have 

perfected how nature treats them. The ability to change what nature offers to favor their activities and survival has always 

been the objective of humanity in ensuring that they have a better environment to stay in. Getting to the industrial stage 

of the human revolution, we can see that they have contributed to ensuring that they extensively utilize the knowledge of 

machinery that will help them in their day-to-day activities [32]. The idea of physics knowledge and how to use and 

advance machinery helped humanity entirely replace the animals allowing them in their activities. With the help of the 

machinery, there were able to ensure that they have improved their product and efficiency in their work. A man comes 

to learn that machinery is better than humans. Therefore, the goal was to entirely replan making with a machine to have 

more excellent production and avoid any inconvenience brought by human actions. And by developing the machinery, 

they could get to the computer technology we have today. 

 

Computer technology has become one of the most widely used technologies today, resulting in many essential elements 

in life being supported by technology. Therefore, some standards must be implemented in the technology to ensure that 

the efficiency and the security of the services offered are of concern [32]. The technology is entitled to financial 

institutions and other sectors that hold essential information about our lives. Also, the technology contains information 

about our organization, which other organizations can use to create a competitive advantage. Considering how vital 

information is to the current world, computer technicians and developers must ensure that they have included all the 

security protocols to ensure the security of the data involved in the system. Computer scientists had to develop a way of 

ensuring data security; therefore, they had to encrypt their data before sending it [33]. The encrypting protocol will ensure 

that if the data falls to the wrong people, they will still be unable to use it. One must have the decryption code to decode 

the data involved, making it difficult to use [34]. Data encryption generation continued, so people understood the 

principles used in the process. The below fig.5 explains how data encryption and business process barriers are the huddles 

to use AI in all organizational challenges, including cyber threats to generate value. 

  

 

 
Fig. 5 Barriers to implementing AI against cyber threats on delivering business value [5] 

 

People learning and understanding the process resulted in another challenge catered for [35]. People learning the protocols 

used by the encryption systems and programs made it easy to reverse engineer the process. The ability to obtain the data 

being transmitted by having the protocol of identifying the encryption key significantly puts the entire process of securing 
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data in a hot soup [35]. Computer scientists had to develop more complicated protocols and methods for encrypting data 

and ensuring it operates correctly. The ultimate goal of securing the data is achieved. With the idea that machines are 

better than humans in everything they have been programmed to do, it is logical to say that they will be best at ensuring 

their security [36]. This results in introducing Artificial Intelligence technology that ensures the machine's security is 

excellent. There is no instance where the information can get unintended [22]. The AI system works to ensure that they 

have assigned all the protocols they are programmed to follow to guarantee the security of the data involved. 

 

The AI feeds into different protocols of data encryption and uses other methods. It can generate a more complex way to 

solve or encrypt the data. With these different data encryption protocols, the system can ensure that it is difficult enough 

to ensure that nobody can decode the data involved in the transaction. AI has served networking companies and other 

organizations efficiently as data security is more advanced and guaranteed. However, considering that man created the 

technology, they have faults even though they were designed to reprogram and develop themselves in case of any 

responsibility. The fact that man created the program gives him a chance to study it and reverse engineer the process 

involved, thereby putting the security problem at risk of getting into the wrong hands [35]. As an individual, has indeed 

created the AI technology involved in data security. 

 

One of the most significant limitations of AI is that it is just a computer code programmed to ensure that they have 

followed the protocols and developed themselves in case of anything. This instance may sound okay as they can develop 

themselves in case of anything. However, the system is entirely programmed; therefore, anybody can take control of 

them, and they can be manipulated and used as a weapon. Few lines of code are required to be edited, and then the long 

work hours may be turned into a weapon that will be used against itself. Therefore, with the appropriate ability and 

knowledge, AI technology can be used as a weapon that will be used to destroy what it was made to protect. This factor 

is one of AI's most significant limitations to cyber security [26]. Developers and computer scientists should consider this 

as they understand the capability of AI technology. 

 

AI systems can also be trained to detect cyber threats and malicious malware, thus making them more effective in cyber 

security. The increasing number of cyber security attacks has led to AI adoption in cybersecurity. The entire process is 

to ensure that there is efficiency and accuracy. However, AI is limited and cannot replace humans since it is only 

instructed to perform a specific task. At times, it cannot detect virtually indistinguishable threats and hence gets into 

trouble since it looks like the actual message. AI may also find it difficult to detect threats due to evolving cyber threats. 

Viruses and malware improve at any given time, and so should the AI system need an improvement for efficiency. Also, 

the practice of cybersecurity is many compared to cybercriminals, who tend to acquire more information on hacking. 

Therefore, cybercriminals can create a better threat that artificial intelligence would not detect easily [9]. Although AI 

saves time for the security team, it also requires human experts for creativity, thus making work easier for them. The 

limitation calls for the developers to ensure they have equipped the technology with multiple capabilities to handle any 

crime resulting from their restraints. 

 

On the other hand, we can identify that AI technology is not entirely being used to protect data and ensure data security. 

We can also have the AI technology that is developed to have it generate and create computer viruses. The complexity 

included in the technology makes it difficult for an individual to compete with the machine, leading to the bridging of 

data. With as many powers generated in the AI-generated codes, which are used to develop a computer virus, it makes it 

entirely possible for it to be super easy to corrupt a database and manipulate data in it. This is another limitation that is  

essentially not to AI technology as a watchdog of cybercrime but as a participant in cybercrime. This limitation showcases 

another massive impact of AI in cybersecurity. The complexity of the technology is a limitation of AI technology as not 

everyone in society knows technology. There is also the fact that it is not a simple task to understand the different models 

involved in the technology. Technology being so challenging to use and implement to the total capacity can give criminals 

a chance to get the system as we cannot operate the approach to the maximum capability. The technology requires much 

information about its operation, which many individuals do not have. Therefore, organizations are still at risk as they 

cannot get the system to operate to its best. 

 

Also, because we have complexity in the system, we understand that the technology will cost a lot [34]. Therefore, the 

cost of implementing the technology is much more expensive. Therefore, not all organizations in the world will be able 

to access the technology and ensure the security of the data. Therefore, the cost of the technology is also a limitation to 

the implementation [38, 39]. Even though the organization's information is essential to any organization, the cost of 

implementing AI technology is much higher, limiting the number of individuals who will use the technology for the 

safety of their data and information. The system's cost results in few members and organizations using the technology, 

making it hard to appreciate the technology's ability. 
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V. CONCLUSION 

 

There are many impacts resulting from AI technology in different industries. These impacts include both the benefits and 

limitations of this technology. Looking at the discussion above, it is clear that AI has proven more beneficial to cyber 

security than its limitations. Artificial intelligence is still growing, and more research is being done on the technology. 

This factor showcases huge advancements underway in the technology—the approaches used to ensure cybersecurity 

support. The procedures showcase the technological impact of the technology on cybersecurity measures. The above 

research also focuses on some limitations of AI impacting cyber security. The limits showcase how people have managed 

to use AI for their gains. This factor has led to constraints in cybersecurity. Researchers and innovators should work to 

ensure that the limitations discussed above have been avoided. Systems should be made more secure through the use of 

AI systems. Increasing cybersecurity measures will ensure that attackers cannot exploit organizations. This factor will 

ensure more growth and development of organizations and companies. Based on the research above, the conclusion is 

that artificial intelligence has dramatically impacted cyber security. 
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