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Abstract - The increased cybersecurity threats are highly associated with the high technological level in the modern
world. Due to the contemporary transformation of institutions, it is vital to concentrate on cybersecurity mat matters and
how to improve them. Since traditional computer algorithms may sometimes be unable to handle all cyber threats,
implementing artificial intelligence in cybersecurity is vital to enhance data protection. Thus, this research paper
emphasizes artificial intelligence and its concepts that can be applied in cybersecurity to improve data protection. A
descriptive-analytical method from past research on implementing artificial intelligence in cybersecurity is used. The
investigation continues to offer some recommendations on how to improve cybersecurity.
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I INTRODUCTION

In the modern world, there are numerous problems that human intelligence is expected to solve. However, in most cases,
individuals lack the relevant intelligence to understand some issues and identify the best remedies. Thus, individuals opt
to use artificial intelligence, which is proven to minimize errors in operational work and determining anomalies since
human intelligence is behind artificial intelligence in terms of capability and competence. Soni[1] defines artificial
intelligence as a vital tool for evaluating errors that humans are prone to create. Research shows that artificial intelligence
is instrumental in solving cybersecurity issues rising with technological advancements. Currently, most organizations
face internet threats and malware practices; thus, implementing artificial intelligence in cybersecurity will help develop
practical security standards to establish improved prevention and recovery measures [2]. Therefore, this research paper
aims to create awareness of how artificial intelligence technologies and implementations can back to cyber security.

1. BACKGROUND INFORMATION

The thought of Artificial Intelligence has been in existence for decades. However, the geneses of modern Artificial
Intelligence can be tracked down to the classical theorists’ trials to explain human thinking as a representative scheme.
Nevertheless, the idea of Artificial Intelligence was entirely founded in 1956 at a conference at Dartmouth College in
Hanover, where the term artificial intelligence was developed [3]. The members present during the meeting were
optimistic about the future of Artificial Intelligence. It wasn’t easy to attain an artificially intelligent being since the
process was highly criticized. However, with the British government’s funding effort, artificial intelligence seemed to
be possible. Artificial Intelligence was developed after the development of computing machine learning while scientists
tried to answer if a machine can think.

On the other hand, cybersecurity was developed in the 1940s. However, since its development, cybersecurity has evolved
to become what is currently known as cybersecurity. Due to technological advancement, as cybersecurity evolves,
criminal and bad players intending to abuse the system's weaknesses also develop. Since the 1950s, there has been stiff
competition between cyber-attacks and security remedies to improve security within the system [4,5]. The main aim of
developing cybersecurity is to guard the data and integrity of computing tools in an organization's network. The system
protects valuable data and information from cyber-attacks and malicious activities. Artificial Intelligence is slowly being
incorporated into the business industry and applied in specific cases. Although not all departments are equally advanced,
Artificial Intelligence is highly implemented in the information technology and telecommunication sector and least
implemented in the automotive industry. According to Kane et al. [6], beyond 4500 technology decision-makers in
various industries, 45 percent of huge organizations and 29 percent of small enterprises have implemented Artificial
Intelligence (Al).

Artificial Intelligence will soon become indispensable to addressing cyber threats in the cybersecurity industry. Thus,

the Artificial Intelligence market is predicted to rise at a Compound Yearly Growth Rate of 23.6 percent between 2020
to 2027 to achieve 46.3 billion dollars by 2027 [7]. Moreover, the implementation of Artificial Intelligence is
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accompanied by various risks. Beyond 60 percent of the companies using Artificial Intelligence identify cybersecurity
as among the leading risks produced by Artificial Intelligence. Advantages and disadvantages, therefore, accompany the
practical implementation of Artificial Intelligence in cybersecurity. The paybacks and drawbacks of Artificial Intellect
in cybersecurity are affirmed by the fact that Artificial Intelligence can support malicious actions and prevent
cybersecurity risks. Another complication is that implementing Artificial Intelligence in cybersecurity is faced with
several constraints [8]. Such conditions are that different governments are starting to regulate high-risk implementation
and encourage the responsible application of Artificial Intelligence [9]. When it comes to the attack side, numerous
pernicious deployments are increasing, the price of developing applications is reducing, and the attack ground is
increasing daily, causing an uphill battle.

Deep learning and machine learning methods are vital because they will simplify complex cyber-attacks to ensure quick,
better-targeted, and highly destructive attacks. Implementing Artificial Intelligence in cybersecurity will increase the
threat landscape, bring in new threats, and interfere with the standard features of threats [10]. Apart from bringing in
new and robust vectors to execute attacks, Artificial Intelligence systems will be highly subjected to manipulation. There
is a close relationship between artificial intelligence and cybersecurity because they make human life better and more
straightforward. Additionally, there are numerous benefits to implementing artificial intelligence in cybersecurity [11].
With the rapid increase in cyber-attacks, artificial intelligence is vital in addressing cybercriminals, automatically
detecting threats, and replying more effectively than manual or conventional software-driven methods.

Cybersecurity executives propose strengthening cybersecurity defenses with artificial intelligence is critical for modern
organizations. The executives suggest that a fake intelligence-enabled response is vital since cyberpunks are now
leveraging artificial intelligence technology to implement cyberattacks. In the contemporary world, networks are
increasing and becoming more complex; hence artificial intelligence is essential in offering remedies to the security
requirements of an organization [12, 13]. Artificial intelligence is implemented because humans cannot deal with
increasing network complexities without the intervention of artificial intelligence.
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Fig 1: Artificial Intelligence in Cybersecurity
1. Research Objectives and Methodology

The main objective of this research paper is to bring more understanding to various ideas of artificial intelligence,
determine the crucial areas of artificial intelligence that can be implemented in cyber security, and identify the
importance of implementing artificial intelligence in cyber security. This research uses an expressive analytical
methodology founded on studying past literature in an essential hypothetical and analytical manner.

Application:

Artificial intelligence was introduced to identify whether machines can replace humans and if it’s possible to
do all the activities that human beings are doing. The arrival of machine learning could correct some of the errors caused
by humans, such as problem-solving, providing a more expansive room for reasoning and collecting more ideas [14,
15]. The artificial intelligence machine cannot perform all the activities done by the human, for instance, the cognitive
ability, which was term as weak artificial intelligence. Artificial intelligence combines many ideas in computer science
and creates systems that can perform duties like human brains, working independently and intelligently. To understand
human cognitive ability and put it into artificial intelligence, makers must identify the background duties and knowledge
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performed by the human being naturally without too much struggle and the presence of self-awareness. The artificial
intelligence machine should process a large amount of data, ready to interpret all information depending on how it has
been put or programmed. The system should be strong enough to withstand any challenges that hackers cannot interfere
with and detect any suspicious activities. Artificial intelligence contains various connected areas and technologies that
make the system function correctly. In cyber security machines, numerous sectors ensure the artificial intelligence
machine achieves its purpose, including natural language processing, computer neural networks, deep learning, and
machine learning.

Faster Detection Phishing Detection Behavioral Analytics

Network Segurity Secure T Preventing T
Authentication Online Frauds

Fig 2: Application of Artificial Intelligence

Natural language:

As stated by Atlam [16], Natural language processing is whereby the machine can analyze the language that
locals use to communicate and recognize any speech spoken. In cyber security, safety is understood as protecting
machine harm by humans and protecting humans from being harmed by the same machines. Communication among
computers and humans improves the interaction and language skills they use to communicate in cyber security. Artificial
intelligence can analyze and generate capabilities for the language and text, and this provides a tool that makes it easier
to deter actors and hackers around cyber security and can maintain thorough communication, where a human can
communicate with machines by constructing the languages such as programming languages and must be natural
language that is feed into the machine for instance virtual assistants or Chabot’s [17]. The use of automation efficiency,
which may be considered via the implementation of the technologies such as artificial intelligence workers and robotic
process automation of the machine, can detect fake identities, and the hackers are trying to interrupt with information.
Phishing can occur when scammers can produce emails or text messages to lure the victim. Therefore, artificial
intelligence can obtain staid information from scammers and the target. After that, analyze all reports and defend the
correct information fed. Natural language processing depends on the information experts' knowledge that ensures legal
communication is available in machine and provides hints in case of any risk. Natural language processing intensifier
cyber security is bringing new ways to support attackers and defenders.

V. NEURAL NETWORK

Neural networks are a perfect pattern recognition system in which deep learning and implement machine learning may
provide details and identifier faces and handwriting that direct the users to the exact point the artificial neural network
is playing a vital role in network management; most of the research areas in intrusion detection system protecting
intellectual property or digital assets is becoming more challenging, due to increasing connectivity of the internet in
various place [18]. The research specifies that the interruption detection system fails to protect the organizational data
and information since it does not reach an adequate level.

Artificial neural networks provide a reasonable idea to resolve several problems that other measures cannot do since
they can recognize and identify hackers from all corners, even where rules are unknown. Also, it can adapt to different
constraints to match the recent activities and compare various actions without involving human energy and proving
specific solutions. Kingston [19] states that the system can provide a direct output depending on the input information;
thus, the outcome is more accurate. It can work without much supervision, such as without a specified required result of
the learning system.

Deep learning:
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Deep learning works uniquely. It represents the subsequent development of machine learning; this machine operates by
categorizing various tasks directly from pictures, sound, and text. This contains a layer that can analyze data collected
in the device.

Poor disaggregated data is the main challenge in cyber security; various factors explain why the data in the organization
should be protected from external attacks to boost the confidentiality of the information [20]. However, such information
faces many threats because of large and unbalanced data stored in multiple files. The limited to arrange and categorize
such information in the required order or the lack of communication between the expertise and statistical modeling [21].
There should be coordination efforts to try to pull different sides to strengthen achievement rules that protect the data in
the organization. Which empirical methods are employed to provide maximum security to the data rather than using
investigative techniques or verifying the factual information in the organization? This workable method can be
introduced in cyber security research because it requires minimum supervision.

V. MACHINE LEARNING

Machine learning combines technologies that allow the computer to go through mathematical algorithms using the
collected information and specific instructions. This method enables the laptop to feed on information on its own without
the need for an instructor. The computer can load such information by learning through the steps it has been programmed
into. This approach provides clear guidance in which the computer should operate, for example, Google, which assists
the user in finding information about various tasks, or video surveillance, which can track all unusual behaviors that lead
to the leaking of information or expose the organization to external attackers. People may continue learning in the
company during the workplace [22]. In this sector, the computer can learn from just a few data to provide the required
solution; machine learning operates in two ways, managed education and unconfirmed learning.

Supervised learning in artificial intelligence is applied when the dataset is available to solve clarification problems [23].
The main objective of supervised learning is to provide enough time and allows computers to predict and learn values,
classify those values, and provide accurate information. While unsupervised knowledge is only used when the dataset is
not existing, the technique employed is clustering. Which is the grouping of similar data; this is applied in classifying
the unbalanced dataset and using the collected information to supervise the learning [24]. Today, an immediate response
is required since cyber security threats keep evolving and advancing to the more elevated stage. Machine learning
methods such as deep learning do not require skills from the previous class to classify information.

Applying machine learning
to security domains

Unsupervised

Continuous

Batch

Fig 3: Machine Learning Steps in Cyber detection

The method creates modern security solutions. They are self-generated machine solution that depends on the
rules which are created by the information experts that prevent attacks such as:

e  Security operation and incident response
This method was developed by a computer science and artificial intelligence laboratory to deter attackers and
identifier suspicious activities. This method uses clustering algorithms in the collected data and utilizes the unsupervised
technique, and after that, the results will be released for further analysis to compare the actual attacker [25]. The method
can produce new models that can be done within an hour, improving detection speed and preventing cyber attackers.
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e Cylance protects
Cylance is an approach that combines the benefits of artificial intelligence and information security controls,
which can later be used to prevent malware infections, such as script-based external devices and memory-targeted attacks
[26]. The Cylance protects a security threat prevention tool that can prevent known and unknown attacks, protect the
devices without interrupting the users, and can identify and stop any mischievous software running on terminal devices.

e Darktrace

Provide information security solution that contributes to detecting and identifying emerging cyber threats. This
approach borrows some ideas from the enterprise immune system, which utilizes machine algorithms to detect suspicious
behaviors within the organization of the information network. As Vahékainu and Lehto [27]. This system can detect new
threats the organization has never experienced before and respond to those threats in a proficient manner. This approach
can see all the dangers hidden in the information networks; through machine learning, the device can adapt significantly
easier the how the user is operating the system. Dark trace has a self-learning technology that can refer information to
an organization with detailed data visibility and respond on time to threats to ‘minimize the risk.

o Web security

Which contains a cybernetic profiler; the tool is used to detect website threats and use artificial intelligence to
find out the most targeted website depending on the nature of the data. The profile analyses all the servers and requests
for the response by generating a comprehensive ad details risk assessment; some of the risk assessments can be displayed
on the dashboard. This method reduces human intervention since it can identify sophisticated cyber threats [28, 29].
Amazon Macie uses machine learning, which provides many tools for Macie to protect and classify data on amazon
websites. Macie can identify and recognize sensitive information and monitor such documents; this approach can detect
any risk automatically when outsiders interrupt data without legal authority [30]. Amazon goes the extra mile by
searching for the most critical file formats, such as excel and Microsoft, and can evaluate data security levels.

VI. DEEP INSTINCT

This software was generated to protect mobile devices in various organizations against known and unknown attacks.
This idea uses deep learning algorithms to recognize the attacks. Such implementation enables the identification of the
different structures used in the software. Artificial intelligence can teach the software to identify combinations and
operations concerning attacks [31]. Spark deep cognition armor is used to prevent and detect threats such as viruses and
worms using mathematical methods, including machine learning and natural language processing [32]. This approach
protects all clients, mobile, and servers, ensuring the integrated information is more secure in any organization.

Mobile security ensures a secure environment for prospective organizations with top commercial secrets. This ensures
those employees can work without interfering with information and data security [1]. While threat intelligence is
designed for information security analysts to provide hidden threats, this system is developed to investigate and provide
solutions to information security threats. The procedure leads to collecting the most relevant network data, which
provides enough time for the management to examine the priority risk [33]. Human security as the organization is coming
up with mechanisms to protect itself from external attacks; there is to be keener on the internal threats that may arise
from the employees [34]. Machine learning can be introduced to detect suspicious behaviors by identifying the users
and monitoring behaviors. The system generates data and provides related activities performed by the users, then sends
information to the concerned authority for further investigation.

VII. RESEARCH GAP

This research section attempts to clarify how the enormous probability of cybersecurity technologies can be implemented
to improve cybersecurity in different sectors. More data continues to be produced in the modern world due to increased
activities and technological advancements, increasing the need for secure and safe data storage to guarantee that the data
is available by authorized individuals. The Internet is vital in data storage, both directly and indirectly. Additionally,
data needs to be moved via a network to get it to the intended destination because the appropriate movement of data is
vital in addressing cybercrimes [35]. The high rate of technological development in Information Technology is
associated with the evolution of criminals, who use cyberspace to conduct cyber-crimes, interrupting cyber-society [36].
Thus, it is vital to establish strategies to address cybercrimes to ensure organizations can store and transmit data to
relevant bodies without fear of cyber-attacks. Artificial Intelligence is among the methods that are being implemented
to improve cyber-security. Due to the numerous benefits of artificial intelligence, most organizations implement the
system to improve data, information safety, and security.
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Cybersecurity and artificial intelligence are comprehensive concepts that can be implemented in organizations to prevent
risks. Implementing artificial intelligence and cybersecurity increases an organization's revenue by detecting and
preventing cyber threats and fraud, which could otherwise result in huge losses. For instance, if an organization employs
artificial intelligence to conduct auditing, the process will be efficient; hence the organization can detect or prevent any
potential attack, preventing losses. Dilek [37] states that organizations report experiencing new viruses and malware
practices, which are hard to address. Thus, cybersecurity employs artificial intelligence technologies to help identify and
respond to cyber threats and malware practices by using past cyber-attack data to determine the finest cause of action
[38]. Thus, artificial intelligence ensures that an organization implements the best solution to address cyber-attacks and
malware practices to improve cybersecurity.

Most organizations prefer artificial intelligence because it is more efficient and effective than human intelligence,
vulnerable to human errors in spotting malicious malware practices. In different organizations, artificial intelligence is
implemented with numerous security remedies such as security material and event administration to aid security
forecasters in detecting any potential threats within the organizational network to advance threat uncovering systems
[39]. Organizations that see and address threats faster are likely to incur lesser costs because they will evade the damages
that could have been brought by the attacks or malicious activities [40]. In 2020, the cumulative time to address a breach
was mainly because of the rising severity of numerous organizations' malicious activities and criminal attacks. Security
automation and intelligent composition abilities, which issue visibility within the security operations midpoint, can help
develop a company's ability to cover the destruction from a breach.

VIIl.  ADVANTAGES OF ARTIFICIAL INTELLIGENCE IN CYBERSECURITY

According to Das et al. [41], companies globally are encouraged to implement Artificial Intelligence in their operations
due to its numerous benefits. Such benefits are that artificial intelligence learns over time. Artificial Intelligence is a
technological intelligence that can understand and improve network security over time. The system employs deep
knowledge and machine learning to study the conduct of business networks over time to determine the pattern of the
networks and group them according to their similarities. Artificial intelligence continues to identify any variation or
security circumstances from the norm before reacting to it [42]. The patterns learned by artificial neural networks help
to develop cybersecurity to prevent cyber-attacks. Thus, it becomes hard for hackers to defeat artificial intelligence
because it continues to learn.

Acrtificial Intelligence can determine unknown threats. Individuals fail to identify all the threats an organization faces
due to inadequate intelligence. However, with the implementation of Artificial Intelligence, an organization can mitigate
unknown threats introduced by attackers and hackers who continue to develop new attacks Calderon, (2019). Another
benefit is that Artificial Intelligence can accommodate massive amounts of data. Numerous activities are occurring in a
company's network, increasing the amount of data in the organization. For instance, much data is transferred between
the business and its customers or between the business and the supplies, which must be protected from unauthorized
individuals. Since cybersecurity personnel cannot identify possible threats, Artificial Intelligence is employed to detect
any activity masked as usual [43]. Artificial intelligence, such as residential proxy, helps a company transfer data while
detecting and identifying threats buried in the chaotic traffic.

Vulnerability management is critical in cybersecurity to protect an organization's network. Since an organization faces
new threats daily, artificial intelligence should be implemented to detect, determine, and mitigate the threats to keep the
organization safe and secure. Artificial intelligence research helps analyze and assess security strategies to manage
vulnerability [44]. For instance, the system determines weak points in company networks and computer systems to
address vital security tasks, managing vulnerability on time. Improved overall security is another advantage associated
with implementing Artificial Intelligence in cybersecurity. Due to technological changes, cyber security threats keep
changing from time to time [45]. Attackers and hackers improve their tactics, making it challenging to attain a high-
security level. Artificial intelligence identifies all types of errors and prioritizes the mistakes that should be addressed
first to improve security and prevent losses.

There are minimal duplicative in cybersecurity when Artificial Intelligence is employed. Zope and Ingle [47] state that
since hackers continually improve their hacking tactics, artificial intelligence mimics human features to ensure no
shortcomings by eliminating duplicative cybersecurity procedures. The system identifies primary security threats and
mitigates them frequently. Moreover, artificial intelligence analyzes the organizational network depth to identify security
gaps that can destroy the network system (Chan et al., 2019). Implementation of Artificial Intelligence quickens detection
and response times. The first step towards guarding a company’s network is threat identification. Thus, organizations
should quickly identify threats such as untrusted threats fast; hence saving the organization from permanent destruction
to their networks. Implementing Artificial Intelligence in cybersecurity is the best strategy to identify and respond to
threats on time. The system is recommended because it scans the whole system and tracks any potential hazards to
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simplify security tasks. Moreover, Artificial Intelligence secures authentication to ensure authorized individuals can only
access data. An organization should develop an extra security level to collect personal data and sensitive information
[48]. The additional security level will ensure that the company users are safe while browsing the company’s network.
The employment of Artificial Intelligence in cybersecurity will secure authentication when a user is logging in to their
accounts. Instruments such as CAPTCHA, facial recognition, and fingerprint scanners help identify. Moreover, the
information gathered by the tools helps to determine whether the log-in trial was sincere.

IX. RECOMMENDATIONS

This research study was conducted through a systematic and descriptive study organization of works and past studies.
The outcomes showed the probability of employing machine learning, data mining, and deep learning approaches for
cybersecurity devotions in three major fields: intrusion detection, spam detection, and malware exploration. The
outcomes also indicated that numerous flaws limit the efficiency of machine-learning approaches for cybersecurity
resolutions [49-52]. For instance, all the entries applied are expected to defeat attacks and need regular regarding and
improving parameters that are difficult to automate. Additionally, when a similar task is used to determine different
threats, the performance is exceptionally minimal, which may be defeated through various machine-based task books to
determine specific threats. However, no conclusion can be attained concerning the efficiency of machine learning for
cybersecurity. Thus, significant development should be made, mainly those considering temporary and promising
improvement of argumentative education.

The primary part of deep learning, mainly unattended, is substantially becoming among the most renowned machine
learning method supporting machine learning. There are numerous advantages to cybersecurity structures centered on
deep learning algorithms. The benefits include lowering the manual effort quantity to determine patterns in
untrustworthy behavior and advance cybersecurity performance [53-54]. Data mining has approaches and algorithms to
spot malware. Therefore, there is a need to identify the most effective strategy to identify malware from a massive group
of information relying on comparable.

Every data mining method has a different need, such as anomaly detection, hybrid detection, and misuse detection. Data
removal algorithms can also execute every strategy, although some of the algorithms have strengths and weaknesses
[55]. Algorithms applied in malware detection include Choice Tree Learning, K-Nearest Neighbor, Naive Bayes
Classifier, and Support Vector Machine. The main limitations of the algorithms have complexity, extensive memory
needs, and high computational energy. Although malware technologies improve now and then, and mining algorithms
can detect and group malware, there is a need to set up new mining algorithms to be speedy and scalable to spot and
group malware.

X. CONCLUSION

Cybersecurity is a significant concept in protecting different types of data in organizations. However, effective
implementation is enhanced by using Artificial Intelligence to improve security. For instance, the research shows that
implementing deep learning, machine learning, expert system, and data mining improves cybersecurity significantly.
Data mining algorithms can be employed to future support cybersecurity. Time-proving arch should focus on improving
efficiency and effectiveness in detecting and preventing cyber threats.
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