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Abstract: Phishing is one amongst the foremost common social engineering attacks that users over the web fall for.  

Associate degree example is balloting systems, and since such systems ought to be correct and error free, phishing 

interference techniques square measure crucial. Visual Cryptography (VC) is employed for economical electoral 

system authentication to solid votes. VC is one amongst the foremost secure approaches for privacy protection because 

it ensures the confidentiality of the electoral system. This paper discusses planned phishing interference strategies and 

compares totally different proposed strategies. 
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I. INTRODUCTION 

 

Elections are control round the world, voters in democratic countries have the power to elect a representative for his or 

her party to settle things in an exceedingly democratic way. However, voters should solid their ballots at a polling 

location. This might weaken citizen support, so, web-based ballot makes this process easier. Electronic ballot systems 

supply numerous options that build them different from ancient ballot strategies, as they conjointly increased legal 

system features over ancient ballot strategies as well as quality, privacy, simplicity, accuracy, and flexibility. On the 

opposite hand, ballot systems may be exposed to a fresh threat like phishing that affects the system security. When 

fraudsters gain your personal info, they will use it to commit numerous varieties of identity fraud, jeopardizing voters, 

and name. Having a secure and reliable choice system, crypto graphical and steganographic techniques ought to be 

applied. One among the suggested solutions is VC. Systems square measure won’t to safeguard into from hackers. It’s a 

mechanism for encrypting visual knowledge that may be decrypted by the human sensory system while not the 

utilization of computers.  

 

II. LITRATURE SURVEY 

 

2.1) Online voting system using biometric verification 

 

2.1.1) Features:  

 

This paper offers the info concerning the system that's wholly automatic, unbiased and on-line forecasting the 

tactic of choice, increasing security and reducing the count time. The system is split into a pair of sections those area 

unit elector registration section and actual choice section. At intervals the elector registration technique the data of the 

elector area unit saved at intervals the repository beside the voter’s distinctive identification and finger 

prints knowledge. Throughout actual choice the user area unit verified with the help of a biometric device.  

 

The biometric device checks the info of the user saved in repository by local area network communication and if the 

user is documented the user is approved to vote. This technique is straightforward to implement and straightforward to 

use. 
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2.1.2) Disadvantages: 
 

1) In gift day situation, EVM results may be tampered by the program keep in EVM and by putting in a glance alike 

part which may be taught to tamper results. 

2) Errors square measure a part of all human beings; it's impossible for humans to be 100% economical in knowledge 

entry. 

3) The obscurity of the citizen is preserved and there are no thanks to link the citizen to the vote casted by the voter. 

 

2.2) An efficient and securable online voting system  
 

2.2.1) Features:  
 

An online electoral system that involves the procedures like registration of voters, polling, vote count and declaring the 

results would represent a decent answer to switch current system and also the planned system during this provides the 

knowledge concerning their own system or organized by government the system contains totally different ways for 

ballot like electronic ballot that helps the voters to solid votes in AN electronic approach means that in computerized 

instrumentality. The system additionally includes the pc within which electronic ballot machines trying like ATM or 

personal computers wont to solid the votes by bit screen or a pointer. 

 

2.2.2) Disadvantages: 
 

1) The process of collecting data and entering the data into database takes too much time and is expensive to conduct.  

2) The process involves too much paper work and paper storage.  

3) The system is totally insecure as malicious user can easily attack by doing any changes throughout the system.  

 

2.3) Title: Online voting system using mobile  
 

2.3.1) Features: 
 

The traditional electoral system will be modified to a more modern and effective approach termed as mobile option.The 

mobile electoral system provides the convenient, simple and economical thanks to vote eliminating the defect a 

conventional approach. during this paper the planned to create the E- electoral system that is essentially an internet 

electoral system through the good phones or web site. to attain the protection they're victimization just the one time 

password (OTP) principle. The system will be used anytime and from anyplace by the voters. nobody will forged votes 

on behalf of others and multiple votes. It saves time and having distinctive identification by victimization aadhar card 

or elector id. 

  

2.3.2) Advantages: 
 

1) There's no documentary proof and tangible results for election. 

2) It's potential for hackers to access and modify the results once obtaining any user id. 

 

III. TYPES OF SECURITY ATTACK 

 

Before planning this technique we have a tendency to studied completely different attacks which may be done on the 

legal system. The attacks area unit as follows 

 

A. Phishing Attack 
 

Phishing attack could be a technique during which the malicious user will produce a pretend web site as kind of like the 

first web site to get info of elector. 
 

B. Pharming Attack 
 

In pharming attack malicious user can send the first web site. 
 

C. SQL injection 
 

In this malicious user can destroy all the information of original web site by mistreatment sql question. 
 

D. Password Attack 
 

Password attacks are often enforced mistreatment many ways, as well as brute-force attacks, worm programs, 

IP spoofing, key loggers, packet sniffers, and wordbook attacks. Though packet sniffers and informatics spoofing will 

yield user accounts and passwords, word attacks sometimes check with continual makes an attempt to spot a user 

account, password, or both. These continual makes an attempt area unit referred to as brute force attacks. 
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E. Man in the middle Attack 
 

A complex sort of informatics spoofing is named man-in-the middle attack, wherever the hacker monitors the 

traffic that comes across the network and introduces himself as a stealing intermediator between the sender and also the 

receiver 
 

 

IV. PROPOSED ONLINE VOTING SYSTEM 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

In this system, first off the phishing detection are going to be done as explained in section three. The hindrance are 

going to be exhausted the system as show within the figure. The choice method are going to be divided into 2 parts. 

Initial the registration part then the particular choice part. In the registration part, the image can divided into 2 halves 

and shared between the user and therefore the server. Throughout choice part, the user can enter its username. The a 

part of the image unbroken with the user are going to be sent to server. This user's half are going to be superimposed 

with server's image and generated captcha image are going to be displayed. If the text is visible in captcha then the user 

is AN documented user and he/she is allowed to enter the system by coming into the text in captcha. Else if the text 

isn't visible then the text in captcha cannot be entered and user cannot enter the system. 

 

V. CONCLUSION 
 

Voting plays a vital role for any democratic country. If this planned system is enforced, then the citizen doesn't got to 

go to the choice center. this method is extremely helpful for those peoples World Health Organization live in other 

countries conjointly for the peoples World Health Organization square measure physically disabled. Since Visual 

Cryptography Technique is employed, user will ready to conclude whether or not he's in phishing web site or original 

web site simply. planned on-line legal system is extremely effective and it'll helpful for voters and organization in some 

ways and it will scale back the price and time. 
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