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Abstract: A steganography is the science of sending secrete messages between the sender and receiver. It is such a
technique that makes the exchange of covert messages possible. Each time a carrier plays a major role in establishing
covert communication channel. This survey paper has more about network protocols to be used as a carrier. There are a
number of protocols available to do so in the networks. TCP/IP protocol suite has been a potential target for network
steganography from the very beginning. It has a lot of possibilities for creation of hidden channel that can be used to
communicate covertly. This paper depicts the technique that creates a covert channel using the Overflow filed of
Timestamp option of Internet protocol, version 4, over a Local Area Network. This technique implements a storage area
network steganography that uses the timestamp option which is used to hide information by modifying protocol header
fields, such as unused bits of a header, or the data field of a packet.
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l. INTRODUCTION

Information security is the need of every industry today. No organization would want their data to be hacked or
intercepted by anyone. One way to secure the data over the networks is through information hiding using steganography.
Steganography is the art and science of communicating in a way, which hides the existence of the communication
Nowadays almost all people exchange information online, whether Facebook, WhatsApp, mailing, video calling,
voice calling, everything is on network each and every information is exchanged on networks, whether P2P, TCP/IP,
HTTP everything it is handy though, but intruders always keep an eye on the information exchange, but the best part of
network steganography is that we can use any network protocol to transmit message by concealing it in the
Headers, packets etc. depends which method we use

« In storage type of covert channel, the storage location for the bits is altered while in timing-based type of covert channel
the bits timing is varied. Hybrid covert channel combines the features of both storage and timing based covert channels.
Network steganography is categorized into two categories on the basis of Open System Interconnection System Model
(OSI RM)

1) Intra Protocol Network Steganography: In this method only single network protocol is used.
2) Inter Protocol Network Steganography: In this method multiple network protocol is used

1.1Attributes of Network Steganography

The three main attributes f network steganography that are namely-

. Bandwidth
. Undetectability
. Robustness

Bandwidth deals with amount of information that a link could handle at a time. Undetectability is the important feature
that marks for the fact that the hidden message should go untraceable by the attacker. A good steganographic approach
has to have this one.

Robustness marks for the conformity to the error free condition where the secret should not be prone to any kind of failure
or error

1.2 Advantages of Network Steganography

It is one of the best suitable methods as the covert channel could be implemented on the layers of the protocol suite. It is
better than other media coverts where the stego object is limited by the size of the covert object. Also, extra files are
needed to be sent to and from in media steganography.
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The short life span of steganography is a plus point as compared to other steganographic approaches which have long
life span. Steganogram is destroyed after IDS (Intrusion Detection System) discards the embedded steganogram (however
exceptions exist).

1. STEGANOGRAPHY

Steganography is a technique of hiding secrete data inside a cover. The most popularly used cover media include images,
videos, audios, documents and network protocols. Network Steganography is implemented by creating covert channels
as means of communication between a covert sender and a covert receiver.
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Fig 1: Basic Model of Steganography

2.1 Steganographic Techniques Using Network Protocol

Network steganography is a technique implement steganography using available network protocols. The concept of
covert channels was first introduced by Lampson. The OSI RM (Open System Interconnection Reference Model) has 7
layers in it. The 7 layers have different protocols freely available for carrying out steganography.

Network steganography is done by using covert channels. Covert channels could be Storage channels: the channels which
use the reserved or unused bits of the packet header and payload are called storage channels.

Timing channels: the channels which use the time synchronization of the packets for sending secret bits are called timing
channels. Hybrid channels: the channels which use the strategies of storage as well as timing are called hybrid channels.

2.2 Covert Channels

There are a number of covert channel techniques in computer network protocols.

They are described as follows

Unused Header Bits Secret message could be encoded in unused or reserved bits of frame or packet headers. IP header’s
Type of Service (TOS) field, TCP header’s Flags field, IP header’s Don’t Fragment (DF) bit, TCP Urgent Pointer, TCP
Reset segments (RST) and IPv6 header fields could be used to hide secret bits of data.

Checksum Field IP header Checksum field could be used to encode secret information. IP header extension is added
with the content such that the modified checksum is correct again. Same technique could be used for TCP Checksum.
UDP Checksum is used for providing a signal if any secret information is sent.

Wireless LAN(WLAN) There are various protocols in the IJIRT101379 for applying network steganography. The RC4

initialization vector can be used. Retry bit and More Fragments bit of the Frame Control field and the Duration/ID header
fields can also be used for this purpose. The ACK frames or invalid frames are also available.
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Modulating Address Fields and Packet Lengths Any communication protocol uses address fields to identify the address
of senders and receivers. The number of bits transmitted depends on the number of different addresses. Also, the packet
length fields indicate the length of headers, header extensions or messages (frames, packets). This packet length could
be used to send secret bits of data.

2.2.3Structure of IP Timestamp option

The structure of the Timestamp option is shown in Figure 2. The Option Type value for Timestamp option is 68 in
decimal (copy flag = 0, option class = 2 and option number = 4). Option Length specifies the number of octets used by
the current option including the type, length, pointer, overflow and flag fields

Opl;olr;i;l;ype Option Length Pointer Overflow Flag
(01000100) 8 Bits 8 Bits 4 Bits 4 Bits
Internet Address
32 Bits
Timestamp
32 Bits

Fig 2: Structure of IP Timestamp option

* Modulating Timestamp Fields IP timestamp header extension can be used to transmit covert data. But it limits a packet
to only 24 hops and is no longer used. TCP timestamp header options can also be used to transfer secret information over
the network.

I11. STEGANOGRAPHIC METHODS
3.1.1 HICCUPS (Hidden Communication System For Corrupted Networks)

In this method a station sends corrupted frame and rest of the stations change their mode as per the corrupted frame here
corrupted frame means a frame having incorrect checksum. This method comes under protocol data unit where
modification of payload is done as per the requirement.

The primary data is sent with the intentionally corrupted frames to the receiver depicting your secret message which after
receipt is fixed to get the message because of the introduction of the corrupted frames an error is introduced in this process
known by the name of frame error rate (FER)

3.1.2 Steg Torrent

Steg Torrent is based on peer-to-peer data exchange protocol where a single client shares a file with multiple clients at
same time using IP networks. In case of Steg Torrent both sender and receiver of secret information uses IP addresses
known to each other.

The sender uses modified bit torrent client for sending the information which is then received by using Steg Torrent
client.

3.1.3 Steg Suggest

This method is based on hiding the secret message in the Google suggestions. Whenever we search online for something
on Google, Google provides us with suggestions itself the secret message is hidden by inserting a letter suffixed with
each word present in the suggestion.

As the google suggestion feature works on Ajax so the data retrieval is asynchronous.

Table 1 Comparison among different methods of network steganography
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S.NO METHOD CARRIER/COVER TYPE

L. Hidden Communication System Corrupted Frames Intra Protocol / WLAN
For Corrupted Networks

2. Lost Audio Packets Delayed Audio Packets Hybrid Intra Protocol
Steganography

3. Retransmission Steganography Intentionally Retransmitted Hybrid Intra Protocol

Packet

4. Stream Control Transmission Multiple Streams Modifies PDU’s time
Protocol relation

5. Padding Steganography Bits Of Ethernet Inter Protocol

6. Transcoding Steganography Space After Overt Data IP telephony

Compression

7 Skype Hide Silent Packets P2P
8. StegTorrent IP address Inter Protocol
9. StegSuggest Word Suffixing Intra Protocol

IV. CONCLUSION

These Network Steganography techniques are versatile and are really reliable as compared to that of other steganography
techniques that is the reason network steganography is in more practice as compared to others day by day many new
network steganography techniques are coming in to influence which clarifies that this is very wide field for concealing
and sending secret information safely. Steganography could be done using various carriers in which using network
protocols is the latest and newest approach. Numerous protocols and the unused bits are available to attain steganography.
It is been said that if 1 bit per packet data is used to transfer secret messages, a genuine website could lose 26 GB of data
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