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Abstract: Low-power and lossy networks (LLNs) are critical components of the IoT ecosystem. These networks are 

distinguished by common characteristics such as low resources and a high rate of packet loss. In 2012, the Routing 

Protocol for Low-Power and Lossy Networks (RPL) was suggested as a routing protocol for such networks. Even 

though RPL is now standardized and widely acknowledged, there are still areas for improvement, such as load 

balancing, stability, routing, and mobility support. This review work focuses the limitations and open challenge in RPL. 

Many researchers are attempted to address this issue in the literature by developing various routing measures that 

address various aims. This review work makes assessment of the RPL works, their strengths and shortcomings, and 

provides future directions on the issues. 
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I.  INTRODUCTION 

In recent years, the Internet of Things (IoT), a system of interconnected and integrated objects with computational 

capacity, has become a popular and rapidly increasing idea. However, it is no longer just a theoretical notion; IoT is 

now being employed in a variety of applications ranging from smart homes and autonomous driving systems to linked 

cities and smart grids. By 2025, the number of IoT devices is estimated to reach over 75 billion, reflecting a five-fold 

growth over the previous decade. While home automation apps account for over half of all IoT device connections, 

linked work and connected city applications have grown in popularity in recent years [1,2]. 

Due to the restricted resources of a high number of IoT devices, studies recommended for such networks should take 

into account numerous limits such as computational power, storage space, and energy. These networks are known as 

Low-Power and Lossy Networks (LLNs) in the literature [3]. Because LLNs make up a substantial portion of IoT 

systems, addressing their limitations is critical for both industries and research. In this area, research has mostly 

concentrated on enhancing LLNs stability and lowering energy usage [4]. The Routing System for Low-Power and 

Lossy Networks (RPL) is a well-known routing protocol for such resource-constrained devices [5] that tries to offer 

bidirectional communication between LLNs topology nodes. Although it is designed primarily for multipoint-to-point 

(MP2P) communication, it also supports point-to-point (P2P) and point-to-multipoint (P2MP) network traffic. While 

research work agrees that RPL has the potential to progress and prosper, it also has some flaws, such as a proclivity for 

load imbalance,  stability, multi path selection, and a lack of attention on mobility, all of which must be addressed. 

These flaws impede widespread acceptance of RPL as a routing standard, which is critical given the expected 

exponential rise in the number of IoT devices over the next decade [6]. Furthermore, the benefits and shortcomings of 

the RPL protocol were investigated, as well as future research directions to improve load balancing and routing. The 

examined works were determined to be largely unsalable and network/domain-specific, with a notable lack of 

consideration for mobility [7-9]. 

This review work is organized with six sections. The current section introduces IoT part, Section 2 and 3 summarizes 

the generic information on LLNs and RPL based on the existing surveys, Section 4 explains the limitations of RPL. In 

section 5 shows the simulators experience from reviewed works and finally in section 6, state the conclusion and 

findings of this review study.  

II. LOW-POWER AND LOSSY NETWORKS 

LLNs are made up of nodes with limited memory, power, and computational capabilities. Another restriction in such 

networks is communication. Low data speeds, restricted frame sizes, substantial packet losses, limited communication 

ranges, and changing network topologies are typical LLN communication features [10]. LLNs are proposed for use in a 

variety of application domains, including smart homes, smart industries, smart cities, and smart military systems, each 

with its own set of limitations and needs in terms of energy, routing, overhead, reliability, and performance [11,12]. 
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Figure 1 depicts an example LLNs network structure. The network's resource-constrained nodes link to the Internet 

through the LLN Border Router, which does not have the same resource limitations [13]. While all nodes in such 

networks can interact with one another, traffic in such networks typically flows from sensor nodes to a sink node (LLN 

border router), as in normal data gathering applications. 

 

Fig. 1  LLNs Network Structure 

Several technologies and standards have been suggested and developed by both standardization working groups and 

researchers to enable the effective and efficient use of LLNs in IoT. IETF 6TiSCH [14] is charged with resolving MAC 

layer issues, whereas IEEE 802.15.4 [15] is concerned with the MAC layer and the physical layer of the protocol stack. 

6LoWPAN [16] is a well-known technology that provides adaption between the IEEE 802.15.4 standard and upper-

layer protocols such as RPL or IPv6. Other technologies used in LLNs include Power-Line Communications (PLC) 

[17], Bluetooth Low Energy (BLE) [18], and Wi-Fi HaLow [19]. 

2.1. LLNs Routing 

Different LLN features should be taken into account while creating a routing system for these networks. To begin, 

routing protocols for LLNs should be capable of meeting various features for various application areas. Furthermore, 

because nodes in LLNs are resource-constrained by nature, developing an effective routing protocol is hampered by 

various constraints. For example, while energy is one of the scarcest resources for nodes [20], it should not be used by 

frequent routing of control messages. Different sorts of communication patterns are supported by LLNs. The most 

typical use is for MP2P traffic, in which sensor nodes collect and report data to a LLNs Border Router (LBR). As with 

P2MP traffic, communication might also downstream, from the LBR node to sensor nodes. Finally, P2P traffic allows 

for direct connection between sensor nodes. Distinct requirements, such as centralized or distributed topology, security 

requirements, and mobility, need different communication modes in LLNs. This complicates the design of efficient 

routing protocols for LLNs [21,22]. 

 In LLN sensor-based applications, three data interchange types are commonly used: event-based, time-based, and 

query-based. Sensor nodes in event-based models communicate their results whenever they notice a significant change 

in their area of responsibility. Sensor nodes in time-based models communicate their data at regular intervals or at a 

predetermined time. In query-based models, sensor node findings are presented when the nodes receive a specific 

query. These data exchange models, however, can be combined, resulting in hybrid models. As a result, the selected 

data exchange architecture is intimately related to node energy consumption, and the stability of routing pathways in the 

network might impact the frequency of route updates. 

Even while sensor nodes are projected to be stationary in most circumstances, real-world examples and future forecasts 

show that a large percentage of nodes will be mobile. Nodes in healthcare related applications, for example, that gather 

data from individuals are inherently mobile. As a result, mobility is an important limitation of a potential routing 

algorithm. Finally, a good protocol for LLNs should be scalable, as they are designed to manage various topologies 
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ranging from a few nodes to thousands in various application domains such as home automation , urban, and industrial 

[23-26]. 

III. RPL SUMMARY  

The IETF tasked the ROLL working group (WG) with publishing an RFC for RPL in 2012 [27]. Since then, the WG 

has issued further RFCs that describe the core components of RPL, including routing metrics [28], Trickle timer [29], 

and Objective Function (OF) [30,31]. The fundamental functions and essential components of RPL are covered and 

summarized in this section.  

RPL is a proactive source and distance vector routing method. To depict the network topology, it generates Directed 

Acyclic Graphs (DAG). In RPL terms, each DAG connected with a single root destination is referred to as a Destination 

Oriented DAG (DODAG). A network may contain several DODAGs and instances. An RPL instance is a single or 

more DODAGs that have the same OF. 

The path is selected by the OF. As a result, RPL instances play an important role in offering alternative routes, even for 

the same destination, to achieve different aspects such as lowering energy, ETX, or latency. While a node can be a 

member of many DODAGs in various RPL instances, it can only join a single DODAG (root) in a single RPL instance. 

Figure 2, depicts an example RPL network with a single DODAG. 

 

Fig. 2 Example DODAG 

 

Hosts, routers, and LBRs (LLN Border Routers) are the three types of RPL network nodes [10]. Hosts are nodes that 

can generate data traffic but cannot forward it, whereas routers are nodes that can do both. Finally, LBRs are the roots 

of a DODAG and may be thought of as a network traffic gathering point. LBRs can build a DAG and serve as edge 

routers between the LLN and the Internet [32-38]. A single DODAG may include numerous LBRs. 

3.1. DODAG Construction 

RPL is primarily intended for MP2P traffic by identifying upward routes to a DODAG's root. It does, however, enable 

P2P and P2MP traffic by building downward pathways. It uses four different sorts of communications to build the 

network architecture and identify routes. DODAG Information Object (DIO), DODAG Information Solicitation (DIS), 

Destination Advertisement Object (DAO), and Destination Advertisement Acknowledgement are the message types 

described in the ICMPv6 protocol (DAO ACK). First, the DODAG root sends DIO signals to construct routes in the 

upward direction (from child to parent).  Then route creation, child nodes send unicast DAO messages to the DODAGs 

root. When a new node joins the network, DIS messages are sent. In order to join the DODAG, the node requests 

topological information from its neighbors. DIO messages are generally broadcast messages that are transmitted from 

the root to its children using the Trickle timer. They might, however, be provided upon request in conjunction with the 

receipt of a DIS message. A node announces its rank and the goal function to be utilized in a DIO message. The 

location of a node with relation to the root node is represented by rank. The objective function computes a node's rank 

based on routing metrics and optimization goals. For example, one of the default OF for RPL routers is OF Zero (OF0) 

[30], which identifies the node adjacent to the DODAG root as the desired parent. Rank rises in the DODAG's 

downward direction and falls in the opposite way. The fact that a root node's rank should be lower than that of its child 

nodes prevents routing loops from forming in the network. 

When a node gets a DIO message, it updates its parent candidate set and selects a parent based on the nodes in the set's 

rank values. It then computes the rank value. If the computed rank is greater than the node's parents (i.e., the node is on 
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a downhill path from the parents), the DIO message is updated with the new rank information. Finally, it sends the DIO 

message to the nodes that are nearby. As a consequence, each network node constructs its upward routes using DIO 

messages. DAO messages allow a node to send its destination information upwards through the DODAG, enabling for 

the development of downward routes between the DODAG root and the connected nodes [10]. 

3.2. Trickle Timer Algorithm 

The Trickle timer controls the rate at which DIO messages are sent. When a change in routing information or 

discrepancy is discovered, the Trickle timer raises the rate of transmission in order to re-circulate updated information. 

When the network approaches stability, the Trickle timer exponentially slows the rate of transmission to limit the 

amount of transmissions because there is nothing new to broadcast. In addition, if a node detects that its neighbors are 

broadcasting the identical control packet that it wants to send, the node suppresses the transmission to decrease network 

redundancy. RFC 6206 [29] defines the Trickle algorithm.  The Trickle algorithm employs four distinct values, where I 

is the  interval time size in milliseconds, which determines the algorithm's running time and real-time; k is an integer 

used as a redundancy constant; t represents a time within the current interval; and c is the counter value. Transmission 

can be classified as consistent or erratic depending on the implementation. 

First, the algorithm selects an I value from the predefined Imin and Imax values. The second step is to set c =0 and t to a 

random value between I/2 and I. Trickle begins listening, and if a balanced signal is detected, the c value is increased. 

Trickle only allows transmissions when c is smaller than the redundancy constant k, implying that a specific amount of 

time must elapse before initiating another communication. This is referred to as the Trickle algorithm's suppression 

mechanism. When I irritated Imax, the method doubles the duration of the interval and begins over. If Trickle detects an 

inconsistent transmission and I is higher than Imin, the timer is reset by setting I to Imin, and the process resumes from 

the second step. The phrases consistent and inconsistent have different meanings depending on the application that 

employs Trickle. 

3.3. Objective Functions (OFs) 

RPL is provided with two standard objective functions: Objective Function Zero (OF0) [30] and Minimum Rank with 

Hysteresis Objective Function (MRHOF) [31]. OF0 selects the node adjacent to the DODAG root as the preferred 

parent, with no consideration for load balancing. In addition, one additional parent is identified as an option in the case 

that communication with the preferred parent is lost. MRHOF was designed to minimize frequent changes in preferred 

parents, which affects network stability. The cost of a path for passing among the surrounding nodes that form a path 

between the origin and destination nodes is calculated using MRHOF. The computation is conducted by adding two 

values: the cost of the metric of the prospective neighbor node or connection and the cost of the metric broadcast in the 

sent message. Following this calculation, the node with the lowest route cost is chosen as the desired parent. 

IV.  LIMITATIONS, DRAWBACKS, AND OPEN CHALLENGES OF RPL 

RPL, while established as the standard routing protocol of LLNs, has significant shortcomings, as revealed by a slew of 

recent research [8-10]. Load imbalance is one of RPL's drawbacks, as large scale LLNs are usually always distributed 

non-uniformly [33]. Load imbalance in a network can develop for a variety of reasons. One such cause is the hotspot 

issue [34]. This issue arises when the parent node or a node forwarding a message encounters network congestion, 

causing this node to expend its resources to handle excessive message flow. Hotspots are more common when a node is 

close to the root. This issue eventually depletes that node's and system's resources, reducing network lifespan. The 

authors of [35] noted two more issues that might contribute to load imbalance. The first issue is known as "thundering 

herd," and it arises when a node with a superior transmission line enters the RPL-based network. This may cause 

changes in a large number of nodes, thereby affecting network stability. The second issue, known as a "randomly 

imbalanced network," happens when two parent candidates have the same rank value, resulting in random selection of 

the parent. By chance, this method has the potential to generate load imbalance.  The reset of this subsection will 

explain noteworthy limitations, drawbacks, and open challenging factors of RPL in more detail, as well as their issue of 

load balancing. 

4.1. Energy consumption 

Given the restricted resources of the nodes in an LLN, one of the key limitations for creating an effective routing 

algorithm is energy consumption. As a result, the primary goal of any RPL study is to reduce energy usage and increase 

network longevity. RPL is designed to reduce energy usage with the use of a Trickle timer. However, according to [36], 

the efficacy of Trickle timer reduces in mobile situations. Energy usage is inextricably tied to load balancing, and an 

unbalanced network would almost likely result in higher energy consumption. 
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4.2. Reliability 

The frequency of dropped packets and the average latency of sending packets between end-points are used to assess 

reliability in the context of RPL. Greater dependability, as a rule, comes at the expense of increased energy 

consumption, often in the form of retransmissions or acknowledgments. Finding a suitable balance is thus one of the 

aims of RPL improvement. Load imbalance can also contribute to network dependability issues. 

4.3. Congestion  

Network congestion, like in real-world instances, is one of the primary causes of increased energy consumption, 

increased latency, and poor dependability in LLNs [37]. Congestion and load balancing are also connected topics, as an 

unbalanced network will inevitably lead to congestion. 

4.4. Objective Functions (OFS) 

One of the key constraints of RPL's parent selection process is that it always uses the same parent when forwarding a 

packet to the root. Because this single-path forwarding disregards the load balancing factor [38], it would result in 

power depletion or the demise of overburdened parent nodes, perhaps leading in network disconnections. RPL allows 

utilizing both single and multiple routing metrics. While using a single metric may satisfy one condition, it may result 

in additional inefficiencies inside the network. For example, while the Expected Transmission Count (ETX) allows RPL 

to select the most trustworthy channel [39], it may also result in early network segmentation owing to the lack of any 

load-balancing method that would prevent energy-constrained nodes from depleting node power. As a result, 

recommendations for improving load balancing in the literature tend to employ various indicators. However, the RFC 

not defined the usage of multiple metrics, with the exception of multiple instances [46], in which distinct instances with 

various routing objectives are implemented with different routing metrics to meet those objectives. The cost of routing a 

path in RPL is computed by adding the costs of the links that make up the path. As a result, a road with a high number 

of hops seems to have a high cost compared to a route with fewer hops, even when the former path may include higher-

quality linkages. This may lead the protocol to selects routes that appear to be low values (e.g. LQL) yet consist of 

lower-quality connections when making routing decisions [40]. 

4.5. Stability 

In RPL terminology, stability might have two separate meanings: route stability and node stability. The validity lifetime 

of a routing path is linked to route stability. Because movement is largely dismissed in the literature, most investigations 

merely refer to node stability, or the validity period of the favored parents [42]. Please keep in mind that node stability 

and route stability are closely connected concepts, as node depletion may result in route alterations. In general, reduced 

network stability leads to increased overhead and energy usage. Current systems that attempt to address load balancing 

in RPL often induce network instability, which is an undesirable side effect [43]. As a result, an effective solution must 

include both stability and mobility, as real-world conditions require. In order to balance the load and increase RPL 

performance in general, the solutions invariably include parent selection techniques or multipath routing. Due to the 

constant change of parents, great stability may not always be accomplished, and finding a compromise between stability 

and load balancing may be a more realistic objective. The incidence of control messages such as DIO, DAO, and DIS 

messages that flow through the node can be used to calculate node stability. This may not always signify low stability, 

because nodes with a greater number of offspring will often have a higher amount of messages travelling through. 

Another frequent way for calculating the ratio is to use the same transmission path between nodes. 

4.6. Mobility 

While RPL protocol is not intended to be mobile, real-world applications might incorporate mobile nodes. However, in 

its current aspect, RPL does not distinguish between mobile and non-mobile nodes, limiting its adaptation to dynamic 

networks. For example, if a mobile parent moves the network, the child nodes may experience unexpected packet loss 

since they are unaware that their chosen parent has departed the topology. The Trickle timer algorithm itself has some 

mobility concerns, since it may respond slowly to a rapidly changing mobile network, or it may not respond at all at the 

appropriate moment. RPL might be designed to meet mobility needs, such as situating mobile nodes in leaves or using 

Trickle timers to transmit control messages often; however, these solutions may result in enormous quantities of routing 

control message traffic [44]. 

V. SIMULATION EXPERIENCE 

Many of the studies described were not evaluated in a real-world setting, instead relying on network simulators. Figure 

3 depicts the distribution of simulators used in the reviewed studies. As can be seen, COOJA is the most popular of the 

simulations. The key reason for its popularity is because COOJA runs on Contiki-OS, an open-source operating system 
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aimed at IoT devices in general. While this makes COOJA accessible and simple to use, it also has certain performance 

limitations, such as low performance or crashes when modeling an environment with a large number of nodes. 

5.1. Evaluations 

While simulations are important for proof-of-concept research, they may not fully reflect all features of real-world 

settings. Almost a 25% of the works assessed tested their ideas on genuine testbeds, with fewer than 30 nodes employed 

in these testbeds, as in home automation applications. Even simulator studies were carried out with a small number of 

nodes. In order to evaluate the performance of each research more reliably, a standard testbed for assessment is also 

required. While the RPL standard is intended to run on LLNs with a few dozen to thousands of sensor nodes [27], some 

of the studies [44-47] employed tiny networks (consisting of less than 50 nodes). The low number of nodes in the 

assessed networks cannot be regarded appropriate, as at least 20 nodes are required to see the multi-hop properties of 

RPL [8]. Furthermore, the scalability of the offered systems is rarely addressed. 

5.2. Reliability 

While several research [48,49-50] offer load-balancing increases by dispersing the energy load across the nodes, they 

do not comment on their outcomes, particularly in the context of network dependability, which is an essential 

performance requirement. As a result, the majority of the assessed publications were only focused with energy and its 

ensuing implications on routing. PDR and throughput are two metrics that may be used to assess network reliability and 

inform route selection. Lack of reliability performance may result in rapid energy depletion and excessive overhead, 

and also connected to instability. Using more objective optimization techniques to determine a trade-off between 

reliability and a balanced network might be a promising future research path. 

 

 

Fig. 3 Simulator Utilization on Exiting Works 

5.3. Choice Performance Metrics 

The identification of a load-balanced network was not consistent among the studies considered. Several performance 

measures were used in the works to evaluate their suggested techniques or schemes, and a common set of evaluation 

metrics would be required to efficiently and effectively evaluate and compare the works. Most works evaluated their 

approaches using network longevity, residual energy, and PDR, rather than more complex and precise criteria like load 

distribution and load homogeneity. 

5.4.  Selection of Quality Paths 

If the metrics are not properly analysed (for example, merely using hop-count or latency), a road that appears to be a 

better choice may in reality perform worse (in terms of energy consumption or delay) when compared to a path with a 

larger number of hops. Furthermore, several of the works [51] that only evaluated the immediate nodes while choosing 

routes tended to be unaware of the overall network. In [43], for example, this resulted on worse performance in 

uncongested networks since the approach primarily sought for congestion avoidance within its area. 
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5.5. Understanding of Environment 

All of the metric-based research examined in this study used artificial measures. However, because of their unique 

properties, including as low-power nodes and lossy connections, LLNs are complicated ecosystems. Furthermore, 

numerous trade-offs, such as dependability and/or stability, should be addressed while creating a routing protocol for 

this complicated context. When complicated trade-offs must be weighed, humans are not very effective at making smart 

decisions. When there is motion, it may be much more difficult to comprehend the surroundings. Techniques based on 

artificial intelligence may be more adapted to such complicated and/or dynamic challenges. However, only a few 

methods [52-53] studied the application of AI-based algorithms for load balancing optimization. 

VI. CONCLUSION 

The difficulty of load balance and routing path selection in RPL was recognized in this study, and actions targeted at 

improving RPL were then reviewed. The papers studied were divided into two groups:   The review revealed how each 

of these efforts intended to enhance load balancing and improve the routing methods  in RPL, The evaluation also 

revealed that no optimal approach to enhance load balancing and path selection in RPL has yet been discovered. Further 

modification and tweaking of routing metrics and OFs would most likely result in minor increases that would be offset 

by other disadvantages. As a result, fresh strategies are required to further the work in this RPL protocol performance 

improvement in IoT field. Techniques such as employing numerous instances, leveraging additive method for 

composite metric creation, and threshold determination have yet to be completely investigated. 
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