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Abstract: The personal information which we post/share online is called a Digital Footprint. Most of us have a digital
footprint over the internet be it knowingly or unknowingly. Technology and our personal information are getting
intertwined as we become more and more dependent on technology for everyday activities. With basic information such
as names, addresses, and phone numbers; personal information also includes one’s demographic location, interests,
relationship status, and social media accounts that can be tracked easily. Teenagers nowadays are so engrossed with
technology that they spend most of their time on social media. Relationship status, personal images, and videos are shared
on an everyday basis. With a such wide variety of personal information being captured and exposed online, private life is
not so “private”. This study proposes how digital footprints can impact an individual by measuring the discoverability of
various types of personal information.
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l. INTRODUCTION

Digital footprint is the data that is left behind when users have been online over the internet. Media, social media posts,
and words are the digital footprints that have been shared on the net. It also includes passwords, demographic data, online
purchases, and IP addresses associated with one’s digital profile.

At times it’s not obvious that you are contributing to your digital footprint. For example, many websites can track your
online activity by installing cookies on your device, and apps on smartphones can collect your personal data without you
knowing it. Organizations can access your information, they could sell or share your data with third parties. Worse still,
your personal information could be compromised as part of a data breach.

Whatever we are doing on the internet can leave a trail of information behind us that people can use to determine our
likes and dislikes, or for other less condemning purposes such as trying to hack into online accounts or trying to access
passwords.

Digital footprints can be both beneficial and detrimental to your privacy. Therefore, to protect yourself from the dangers
of a digital footprint, it's important to be aware of the types and take steps to limit or erase them as needed.

Types of Digital Footprints:

Based on how you imprint the digital footprint, it can be categorized into two major types: Active digital footprints and
Passive digital footprints.
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Active Digital Footprints: These footprints are created by you and are more visible. If a user is logged into a website
through a registered username or profile, any posts they make form part of their active digital footprint. Other activities
that contribute to active digital footprints include completing an online form — such as subscribing to a newsletter — or
agreeing to accept cookies on your browser. Some types of active digital footprints can be:

Social Media Footprints
Email Footprints

Blog posts and comments
Download Files

Photo and videos footprints
Online purchases

Web search footprints

Passive Digital Footprints: A passive footprint would be defined as the unintentional traces that an individual creates
on the internet, For example, this occurs when websites collect information about how many times users visit, where they
come from, and their IP address. This is a hidden process, which users may not realize is taking place. Other examples of
passive footprints include social networking sites and advertisers using your likes, shares, and comments to profile you
and target you with specific content, such as:

. IP addresses
. Location data
. Data collected through cookies.
. Surveillance footprints
o Biometric data
o Telecommunication footprint
How Data can be used by Hackers
Passive digital footprint Active digital footprint Dark web

social security number social media posts Data breaches

tax records photos & videos

Phishing attacks

medical records online comments

IP address location data Illegal collections
browsing history shopping preferences of data

pictures of you friends & family post phone calls R R
Social media

impersonators

device information (type, model, etc.) text messages & chats

favorite websites emails, etc.

Why do Digital Footprints matter in the 215 century?

e Digital Footprint determine a person’s digital reputation, which is now considered as important as their offline
reputation.

e Words and photos which you post online can be misinterpreted or altered, causing unintentional offense.

e Cybercriminals can exploit your digital footprint — using it for purposes such as phishing for account access or
creating false identities based on your data.

e Employers can check their potential employees’ digital footprints, particularly their social media, before making
hiring decisions.

How Hackers use your Digital Footprints:
. Residence address - A rogue Wi-Fi access point (AP) can be placed outside of your residence impersonating a

legitimate Wi-Fi network. Once your personal devices are connected to the AP, your network traffic can be seen by the
hacker.
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. Family members’ personal information - Your family members’ personal information (for example your
mother’s name) may be the answer to the security questions. A hacker can use this information together with other
information to get access to your account in some cases.

. Breached Passwords - A hacker could easily reuse the breached password to gain access to your other accounts.

. Hobbies - Your hobbies can be used to tailor a targeted phishing attack scenario to compromise your laptop or
even your company’s network.

The proliferation of Digital Footprint into Everyday Practice
Behavioral Advertising

An excellent example of the above-mentioned collection of a user’s digital footprint for marketing purposes is behavioral
advertising. Behavioral advertising is a technique based on tracking users when they use the Internet. Digital service
providers collect and process personal data to provide users with advertising matching their interests. This topic was
comprehensively researched by the Working Party set up under Article 29 of Directive 95/46/EC in its Opinion 2/2010
on online behavioral advertising. Behavioral advertising comprises many different methods that all have a common
feature - observation of the characteristics of a user’s behavior over time through their actions. This data tracking is
possible usually due to cookies or similar technology and it results in detailed user profiles.

The reason behind behavioral advertising is to compensate for the free content of the website in return for precisely
targeted advertisements. The efficiency of this business model has been measured in several papers (Scott, 2013). One
study has shown that behavioral targeting increases the efficiency of an advertisement by 242 % - non-targeted ads
generated 2.8 percent buyer-yield efficiency whilst targeted ads attracted 6.8 percent of users to purchase a product from
a merchant’s website (Network Advertising Initiative, 2010). By collecting an enormous volume of personal data from a
significant portfolio of users (data mining) the effect of ad targeting is even amplified by using predictive software4
(Article 29 Working Party, 2014). Therefore, it can be concluded that the more complete a personal profile containing a
user’s preferences is available to advertising companies, the harder it is to resist the offer.

Smart Household Appliances and Wearable Computing

To provide the most complete picture of how a digital footprint is rendered into everyday life, let’s look at the new-born
concept of the “Internet of Things” (IoT). The IoT has been receiving a lot of attention in recent years and was also
researched in Article 29 Opinion 8/2014 on Recent Developments on the Internet of Things. As described here, the
concept of 10T is based on an infrastructure of sensors, cameras, microphones, or transmitting chips embedded in
common, everyday things. This does not mean users cannot trust their toasters anymore, but more likely it sets a brand-
new challenge with respect to possible intrusions into their private lives.

Risks

The leaking of personal data could hardly be considered harmless. Regulation 2016/679 enumerates a long list, with
varying likelihood and severity, of possible consequences of misuse of personal data. The list begins with “physical,
material or non-material damage, in particular: where the processing may give rise to discrimination, identity theft or
fraud, financial loss, damage to the reputation, loss of confidentiality of personal data protected by professional secrecy,
unauthorized reversal of pseudonymization, or any other significant economic or social disadvantage (...)”. Unfortunately,
the common denominator of these categories is their abstractness. The precise calculation of total economic losses made
to an individual’s rights is almost unquantifiable. Nevertheless, Acquits deduced that the estimated economic losses of
consumers reached billions of dollars. Acquits also concluded that the total net effect on privacy remains an open question
because many breaches of personal data were not subsequently abused to gain profit (Acquits et al., 2006: 1565).

Protecting your Digital Footprints: Because employers, colleges, and others can look up your online identity, it’s a
good idea to be mindful of your digital footprint. Here are some tips for protecting your personal data and managing your
online reputation. Following are some remedies:

Use search engines to check your digital footprint.

Reduce the number of information sources that mention you.
Limit the amount of data your share.

Double-check your privacy settings.

Avoid oversharing on social media.
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Avoid unsafe websites.

Avoid disclosing private data on public Wi-Fi.

Delete old accounts.

Create strong passwords and use a password manager.
Keep an eye on your medical records.

Don’t log in with Facebook.

Keep software up to date.

Review your mobile use.

Think before you post.

Use a VPN.

Tips For Students
To Manage Their
Digital Footprints

. Be kind, helpful, and understanding

. Use privacy settings

. Keep a list of accounts

. Don’t overshare

- Use a password keeper

. Google yvourself

. Monitor linking accounts

. Consider using an anonymous secondary email

. AL least skim the terms and conditions
10. Know that sending is like publishing—forever
11. Understand that searches are social

12. Use digital tools to manage your digital footprint

Steps parents should take for youngsters’ digital safety:

e Explain the dangers of posting content that you feel might be inappropriate or controversial and the trail that can be
left behind.

e Ensure that they know the dangers of posting content and personal details including pictures.

e Encourage them not to divulge any personal details such as age, address, or contact details to anyone online.

o If they feel they might have put themselves in danger, or feel in danger remember to reassure them that you are
always there to support them.

e Many people want to share the fact that they are going on holiday and how long they are going for — think about the
impact and danger this could be placing your family in.

e Itisa criminal offense to use the internet to threaten or harass people.

1. CONCLUSION

In this article, we looked at the concept of Digital Footprint and the mechanism behind it. Steps were also discussed on
how teenagers should surf safely over the web without being tracked. Digital footprints as an emerging dimension of
digital inequality connect to the broader societal and academic discourse on the mutual dependency of society and
technology. While digital inequality scholarship has addressed this nexus by analyzing the mechanisms between life
chances and the purposeful use of ICTs, we have argued for the inclusion of digital footprints in the analysis of what
ultimately concerns informational and social justice.

Disregarding the result of the initiative mentioned above, future proposals will have to find a balance in the matter of
protecting and empowering users. As a proximate to the consumer protection idea, there is an ongoing trend to switch to
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user protection. This approach follows the traditional objection that it should not be the user’s responsibility to protect
his or her privacy. It should be the responsibility of commercial subjects not to violate users’ rights (Albert, 2002).
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