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Abstract: Inthe world, internet users’ numbers are increasing at the same time cybercrime is also increasing. Now, these
days cyber-attack rate is high. There are various types of cybercrime. Steal the victim’s personal information like a
username, password, credit details, users’ sensitive data, personal information, etc. Attacks by phishing emails, phishing
messages, phishing URLs, and websites are the popular ways of the phishing attack. Social media and online gaming
popularity increasing nowadays attackers are targeting these platforms for phishing- attacks.
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l. INTRODUCTION

The phishing attack is a way of hacking. Usually, it is done through SMS or email. The phishing attack is used to steal
anybody's sensitive information i.e., password, bank details, social media, and login information. Install malware in the
target's machine. In a phishing attack, an attacker uses a trick to hack any machine. There is the most common type of
phishing attacks: 1) Email phishing 2) Spear phishing 3) Smishing and vishing 4) Whaling 5) Angler phishing. Because
of lack of security awareness phishing attacks are done. For phishing first step is building a fake or spoof website and
then sending that website to the target. After sending the website collect the victim's all information. In India, the phishing
case is Panjab National Bank Scam. To save ourselves from phishing attacks, we should use antivirus and never share
our details with anybody.

1. LITERATURE SURVEY

The attacker sends a fraud massage ( e.g., fake, deceptive, or spoofed ) for getting the target’s sensitive information it is
called a phishing attack and it is a type of social engineering[1]. Like ransomware on the weak team’s infrastructure to
deploy malicious software. Phishing attacks often transparently mirror the site being targeted and it is increasingly
sophisticated, while the victim is navigating the site it allows the attacker to observe everything, and transverse any
additional security boundaries with the victim[2]. Phishing is the most common attack performed by cybercriminals, with
the center recording over twice as many incidents of the FBL internet crime complaint than any other computer crime[3].
Some kinds of social engineering are involved in most types of phishing in which victims are psychologically manipulated
into acting like clicking on the link, opening, and attaching, disclose confidential information. The entity, the creation of
a sense of urgency attackers claims that user accounts will be shut down unless the victim takes an action to involve in
most phishing [4]. It occurs most often with target bank or insurance accounts[5]. By email spam most phishing mass
messages delivered and it is not targeted are by the personalized specific company — it is termed “bulk” phishing [6]. The
fast internet connectivity smartphone is now saturated, sending email malicious links can yield the same result as it would
if sent via SMS in a strange or unexpected format the telephone numbers may get smishing messages [7].

Smishing attacks usually invite the user to call a phone number or contact or email address provided by the attacker via
an SMS or click a link . the target is invited to provide their private data often, credentials to other services or websites .
as well, due to the URLs may not be fully displayed, nature of mobile browsers it makes more complicated to identify an
illegal login page [8].

I11. PROPOSED SYSTEM
a. Fake Message:
Firstly, the hackers send links or messages to the target. To make the user fool and get the information.
b. Homepage:
When the user clicks the link the homepage of the project is open. For the first operation, the user needs to enter an
account or login (sensitive data) there.
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3 Log in with Facebook

Forgot password?

Get the app.

2 Download on the o GETITON
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3. Database:
In the database when the user enters the data or logs in. At that time all the data is stored in the database which is
running in the background of the project.

4. Thank you Page:
The user logs in to the page that time displays the thank you message on the user's screen. To pretend that log is
successful.

Thank you !

FTharks for geur isbrmaiise.
poE sheeld meeine @ coplirmafion zezil sewe

Email not received? Click here to send again

1V. SOFTWARE REQUIRED
HTML
CSS
Database
Node js

o E

V. MERITS
You will be able to get all the details of the users.
Easy to use.
Well-fair scheme.
Intelligence department.
Monitoring elements.
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VI. DEMERITS

If the user changes the password, it will automatically log out.
The link can also use for the wrong purpose.

VIl. FUTURE SCOPE

Future phishing attacks may take a variety of shapes and become unrecognisable. We will break into the other application
with the aid of a phishing assault. for the correct reason. Enterprises currently require phishing protection. like email
security to stop phishing attempts. Additionally, SIEM solutions include user and entity behaviour analysis (UEBA), a
feature that can assist in identifying hackers who impersonate legitimate users by stealing their credentials.

VIIl. CONCLUSION

We are going to do this project through social engineering. With this project, we will get users’ information. This project
“Phishing Attack” is developed using HTML, CSS as the front end, and Node js, database in the backend. In this project,
we also show how phishing attack works.
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