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Abstract: The proposed point Keylogger which is likewise called as keystroke logger is a product that tracks orlogs the
key struck on your console, regularly in a mystery way that you have no clue about that youractivities are being observed.
Most of the people tend to see only bad side of this particular software but it also has legitimate use. Aside from being
utilized for vindictive purpose like gathering account data, Visa numbers, client names, passwords, and other private
information, it can be used in office tocheck on your employees, at home to monitor your children’s activities and by law
enforcement to examine and follow occurrences connected to the utilization of PCs. The project will be completely based
on Python where | will make use of pynput module which is not a standard python module andneeds to be installed. The
software that I am going to build should monitor the keyboard movement and stores the output in a file. To elevate the
project | will also add a feature where the logs will be directly sent to the e-mail.
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1. INTRODUCTION

Key logging program also known as keyloggers is a kind of malware that has capability to maliciously track input of the
user from the keyboard in aim to retrieve private information. Keyloggers thus cause a major threat to business and personal
activities of kind like transactions, online banking, email and chat. The keyboard is the prime target as it allows keyloggers
to retrieve user input to the system as it is the most common wayuser interacts with a computer. There are two types of
keyloggers that exists in market, a software keylogger and a hardware keylogger among which software keylogger are
widely used and are easy to plant and cause substantial damage. Keyloggers essentially performs two tasks that is guiding
into client input stream to get keystrokes and movingthe information to a distant area (for example- mail). The fundamental
goal of keyloggers is to meddle in the chain of occasions that happen when a key is squeezed and when the information is
shown on the screen because of a keystroke. Keylogger can be used for legitimate as well as illegitimate purposes, it
basically depends on user who is using it. System administrators can use keyloggers for systems, i.e. for detecting
suspicious users. Keyloggers can effectively assist a computer forensics analyst in the examination of digital media.
Keyloggers are especially effective in monitoring ongoing crimes. Keystroke loggers can be used to capture and compile
a record of all typed keys. Keyloggers can at times be utilized as a spying instrument to bargain business and state-
possessed organization's information. Attackers can utilize keylogger to gain admittanceto the clients' private and delicate
data, they can exploit the separated information to perform online cash exchange record or different vindictive stuff.

1. METHODOLOGY
L. Research Design: Describe the design of your research, including the approach used to collect data, the methods
used to analyze data, and the type of data collected.
I1. Data Analysis: Describe the methods used to analyze data, including the statistical tests used, the software used

to analyze data, and any other tools used to analyze data.

II1. Ethical Considerations: Describe the ethical considerations that were taken into account duringthe study,
including obtaining informed consent from parents or legal guardians and protectingthe privacy and confidentiality of the
participants.

IV. Data Collection: Describe the methods used to collect data, including the software used tomonitor keystrokes
and any other data collected during the study.
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Fig 1: Sample output of Keylogger
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In this output we can see how keylogger sent the IP address ,state ,country and keyboard and mouse event of the hacked
device .The solution to the above existing problem is that we can build a software keyloggers instead of hardware
keyloggers. The proposed model provides the solution that reduces the difficulties while installing the keylogger in the
target system. Since, software keylogger can be installed remotely and does not need any physical access of the target
system. Proposed software is efficient enough to get installed in targeted system by itself when the user for example clicks
the malicious link sent to him through mail or any social media and finally captures all the keystrokes of the user while he
is logged into the system, saves the logs in a folder or sends the log directly to the mail address of the third party. In the
output we can see that the actions taken by the suspect can be measured and we can also get the data of the suspected
person. This keylogger can also help the parents to keep an eye of theirChildrens .And also can be used by the police to
trace the mobiles of thieves .

V. CONCLUSION

The product can play out the proposed work like a fundamental keylogger does to get all secret data from client of the
framework by getting their keystrokes occasions and mouse clicks without the information on the client. So client of the
framework is ignorant of things occurring in foundation. The software is able to monitor data and store the data in a specific
folder or send the data to the owner’s mail id. The software is also able to hide itself from the owner if the system while it
runs in background. Thus, | accept that my methodology extensively increases current standards for observing the
information and gathering it for either lawful or unlawful reason.
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