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Abstract: Any large-scale data sharing system needs this quality more than others because if a user accidentally 

discloses sensitive information, the owner of the data will find it harder to keep the information secure. For data owners, 

sharing their data on servers or in the cloud presents many difficulties. These methods are crucial for managing keys 

shared by the data owner. The trustworthy authority will be introduced in this article in order to authenticate users who 

have access to cloud data. The trustworthy authority generates the key using the SHA algorithm, and both the owner and 

the user will have access to it. The trusted authority module computes a hash value using the MD-5 method after 

receiving an AES-encrypted file from the data owner. a file is sent to the CSP module by a trusted authority for cloud 

storage. 
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1. INTRODUCTION 

 

Currently, public clouds offer primary sequence comparison algorithms as a universal outsourcing service. However at 

the same time, more and more security and privacy concerns are being raised. Individual private information carried by 

character sequences could more or less be divulged or misused, and the outsourced data saved as plaintext could readily 

be made available to malevolent internal and external attackers in the CSP. In order to preserve the confidentiality of 

character sequences and to guarantee that the planned computing requests are typically handled by cloud servers, 

secure outsourcing was developed. 

 

2.RELATED WORKS 

 

Our strategy is straightforward to implement, effective to process, and overhead- controllable.The contributions of this 

paper mainly in the following four aspects. Based on the universal model of a public cloud outsourcing, we propose an 

overall architecture for E-SC. This architecture is built on the end user and the un modified CSP. Its overall system 

model, which has been demonstrated to be secure under the threat model, is user-friendly and implementation-friendly. 

To protect against statistical attacks, a salted hash technique is developed to hash character sequences and the indexes 

of cost matrices. An additive order preserving encryption algorithm is designed to encrypt the elements of cost 

matrices. Moreover, this approach can accomplish a linear time complexity additive ordered chosen-plaintext attack 

indistinguishability. For the first time, a single cloud server can deliver a privacy- preserving compute outsourcing 

service to successfully fend off cloud collusion attacks. In the non-interactive sequence comparison stage, there is no 

need to decrypt any outsourced data thanks to per-processing modules for padding, partitioning, and expansion. 

Simulation results show that the overall execution performance of our E-SC is negatively correlated with its security. 

 

3.EXISTING SYSTEM 

 

Internet computing technologies, such grid computing, which enable the vast cooperative sharing of computational 

resources, are revolutionising the way that large-scale issues in the physical and life sciences are currently solved.power, 

bandwidth, storage, and data. Once connected to one of these grids, a poor computational device is no longer 

constrained by its slow speed, scant local storage, and constrained bandwidth since it can access the wealth of these 

resources that are available elsewhere on the network. either one's own data or the result of a computation using one's 

own data. 
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4.PROPOSED SYSTEM 

 

We suggest a safe data sharing strategy that can ensure safe crucial sharing and data sharing for a dynamic group. We 

give a secure way for crucial distribution without any secure communication channels. The druggies can securely gain 

their private keys from group director without any Certificate Authorities due to the verification for the public key of 

the stoner.We propose a secure data participating scheme which can be defended from conspiracy attack. The 

abandoned druggies can't be suitable to get the original data lines once they're abandoned indeed if they conspire with 

the un trusted pall. 

 

1. IMPLEMEMTATION 

 

5.1 ADVANCE ENCRYPTION ALGORITHM(AES) 

The new encryption standard proposed by NIST to replace DES is called Advanced Encryption Standard. The only 

known attack that successfully breaks the encryption is a brute force attack, in which the attacker tries every possible 

character combination. Both AES and DES are block ciphers. A 128, 192, or 256 bit variable key length is available. 

Depending on the key size, it encrypts data blocks of 128 bits in 10, 12, and 14 rounds. Fast and adaptable AES 

encryption is available. It can be used on many platforms, particularly small smartphones. AES has also undergone 

thorough testing for a variety of security applications. 

 

 Major advanatges of AES over DES are 

 1. Data block size is 128 bit 

   2.Depending on the version, key size is 128/192/256 bits 

   3.AES is now generally supported by hardware, which makes it extremely quick  

   4. It uses substitution and permutations.  

   5. Among the potential keys are 2128, 2192, and 2256 [10  

   6.More secure than DES.  

   7.Most adopted symmetric encryption algorithm. 

 

5.2 MD5 ALGORITHM: The MD5 function is a  cryptographic  technique that generates a message digest that is 128 

bits long from an input of any length. The digest may alternatively be referred to as the input's "hash" or "fingerprint." 

In many circumstances when a potentially lengthy message needs to be swiftly processed and/or compared, MD5 is 

employed. The production of digital signatures and their verification is the most widespread application. Ronald Rivest, 

a renowned cryptographer, created MD5 in 1991. MD5 was revealed to have some significant weakness in 

 2004. It is still unknown how these problem would affect everything.      

 

5.3  MODULES 

 

 Login Module   

             

5.3.2 USER REGISTRATION 
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DATA  FLOW  DIAGRAM 

A data flow diagram (DFD) models the process elements of an information system by graphically representing 

the "flow" of data through it. They frequently serve as an initial step in the creation of an overview of the system that 

can then be developed. DFDs can be used to visualise data processing as well. 
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DFD –Level  1: 

                                                       

 
6.RESULTS AND CONCLUSION 
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7.CONCLUSION 

 

Through the problems about the collusion attacks that are widespread in the secure outsourcing of sequence  comparison 

algorithms, this content will introduce the trusted authority to authenticate user those who have the access to the data 

on cloud. SHA algorithm is used by the trusted authority to generate the key and that key will get share to user as well 

as the owner. The trusted  authority module receives encrypted file using AES Algorithm from the data owner and 

computes hash value using MD-5 algorithm. It stores key in its database which will be used during the dynamic 

operations and to determine the cheating party in the system. Trusted authority send file to CSP module to store on 

cloud. The resulting key sets are shown to have a number of desirable properties that ensure the confidentiality of 

communication sessions against collusion attacks by other network nodes. 

 

FUTURE ENHANCEMENT 

 

It is somewhat hard to extend the work in our paper to certain applications with multi- data source. Firstly, two 

character sequences from different sources should be encrypted respectively with different keys. Secondly, three cost 
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matrices should be encrypted together after being constructed by the negotiation between both sides. The security target 

is to complete sequence comparison on a single cloud server in the way of privacy preservation and to ensure that the 

string typed data of the end user on any side will not be arbitrarily stolen by the other user or the CSP. 
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