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Abstract: Due of an upward trend in browsing habits and time spent online, the number of phishing attacks on online
users has spiked. Phishers use fake websites, phone calls, emails, and text messages in phishing attacks to deceive people
into passing up their personal information or sensitive data, downloading malware, or making themselves or the
organization they work for vulnerable to cybercrime. This paper looks at how a person’s online spending habits and the
amount of time they spend browsing the internet affect their awareness of phishing. By looking at the relationship between
the amounts of time they spend on the web, their online browsing habits, and how they are aware of phishing attacks, the
research also intends to raise cybersecurity awareness and reduce the risks of phishing attacks. The research findings
demonstrate that individuals with longer online spending hours tend to have a higher susceptibility to phishing attacks,
often falling victim to deceptive tactics employed by phishers. Conversely, those who exhibit more responsible online
spending habits and depict security-conscious behaviours are better equipped to detect and thwart phishing attempts
effectively. By shedding light on this relationship between online spending habits and security awareness, this study
contributes to the collective efforts to enhance online safety and reduce the incidence of successful phishing attacks. The
results presented in this paper offer valuable insights for individuals, organizations, and cybersecurity professionals
seeking to bolster defences against phishing threats.
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. INTRODUCTION

Phishing is a sort of social engineering method that attackers use to get sensitive information, like personal data,
passwords, usernames, and credit card numbers, by pretending to be trustworthy people or companies on websites or in
emails. They lure consumers into clicking on their malicious links by making themselves look like legitimate online
services, social networking platforms, or banks [1]. Security awareness in the online environment plays a crucial role in
a person’s understanding of possible threats on phishing attempts. Equally, Security awareness enables individuals who
spend their time online to recognize phishing attempts, like personal information requests, grammatical errors, or
suspicious links and email addresses, and avoid such phishing scams [2]. As the online environment contains a variety of
personal information, including private communications, passwords, and financial information, security awareness
enlightens online users on safeguarding their information and any consequences of unauthorized disclosure.

Since phishing attacks aims on stealing people’s personal information with an objective of perpetrating identity theft,
security awareness educates online users to not only protect their personal information but also safeguard their financial
assets [3]. As well, security awareness warns online users from clicking on malicious links and downloading suspicious
emails and files, thus preventing malware infections. The amount of time that people spend online significantly influence
their security awareness on phishing [4]. This is because the duration of browsing and online spending hours plays a
crucial role in enabling an individual identify phishing attempts and understand their potential threats [5]. However, online
users are more exposed to phishing attempts and attacks the more they spend time engaging with numerous online
platforms.

The landscape of cybersecurity is continually evolving, with phishing attacks remaining a persistent and dynamic threat
in the digital realm. Over the years, phishers have adapted and become more sophisticated in their techniques, making it
increasingly challenging for individuals to identify and protect themselves from these threats [6]. With the rise of social
engineering tactics, where attackers manipulate human psychology, emotions, and trust, phishing has grown into a
multifaceted menace that targets not only personal data but also exploits organizational vulnerabilities. The evolution in
phishing tactics includes spear-phishing, where attackers craft highly personalized and convincing messages, and vishing,
a form of phishing carried out through voice calls, further blurring the lines between legitimate communication and
malicious intent [7]. Understanding the nuances of this evolving landscape is crucial for comprehending the complex

© 1JARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 34


https://ijarcce.com/

IJ A RCCE ISSN (O) 2278-1021, ISSN (P) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering

Impact Factor 8.102 :< Peer-reviewed journal 2 Vol. 12, Issue 10, October 2023
DOI: 10.17148/IJARCCE.2023.121005

interplay between online habits, awareness, and susceptibility to phishing attacks [8]. As technology advances, and
phishing becomes increasingly sophisticated, it is imperative to explore the factors that influence individuals' vulnerability
to these threats, which is a central focus of this study [9].

The significance of contextualizing an individual's online spending habits within the broader context of cybersecurity
awareness cannot be overstated. People's online behavior is hugely influenced by a multitude of factors, which incorporate
their personal interests, professional requirements, and most essentially, social connections. As users traverse various
online platforms and engage in diverse activities, their exposure to potential phishing attacks differs and increases as they
stay online for longer. For instance, a person who spends extended hours on social media may encounter phishing attempts
embedded in fake friend requests or enticing social content, whereas the one immersed in online shopping may face
threats through counterfeit e-commerce sites or bogus promotional emails [10]. Consequently, examining online spending
hours is not solely about quantifying time but understanding the unique digital environments and risk factors associated
with different online activities [11]. This nuanced perspective is vital for tailoring effective cybersecurity education and
countermeasures to suit various user profiles and activities, ultimately reducing the impact of phishing attacks in an
increasingly interconnected world.

1. BACKGROUND ON PHISHING

Phishing, traditionally referred to as brand spoofing or carding, was coined in 1996 after hackers utilized an algorithm,
made randomized credit cards, and stole the passwords of users at America Online [12]. Afterwards, phishers utilized
emails or instant messages to reach their targeted users by masquerading as America Online employees and convincing
them to disclose their passwords [12]. After successfully stealing customers sensitive information by tricking them into
updating their accounts, they began targeting larger fiscal institutions. Although the growth of internet usage has led to
increased online presence as it has modernized people’s ways of accessing information, communicating, interacting, and
shopping, it has also exposed online users to phishing attacks, which are executable through malicious websites, links,
emails, and online platforms.

The study posits those online habits influence people’s vulnerability to phishing, particularly the habitual use of Facebook
leading to increased vulnerability to social media related phishing attacks [13]. Users with increased online spending,
mainly those that are extremely active on social platforms are additionally vulnerable to social engineering attacks
compared to those who partake on social platforms less often. Furthermore, study conducted states that a people’s online
habits determine how they process inaccurate social engineering techniques on platforms like social media sites [13].
Therefore, poor online spending habits increase people’s vulnerability to phishing attacks because they open links and
reply messages without paying attention or engaging enough cognitive resource to their behaviour of spending time
online. Banking credential stealing with Malware’s like Emotet observed and noticed on users with online browsing and
banking [14]. A study determined that people who habitually utilize Facebook are highly likely to be deceived by phishers
who use phoney profiles and are highly prove to disclose sensitive information requested by attackers [15]. Hence, online
spending habits influence user’s vulnerability to fall victim of phishers on social media through causing them trail
ritualized or blind patterns of using social media that involve less cognitive engagement during use of the platform.

The use of social platforms like Facebook with less cognitive engagement increases the likelihood that user’s
inconsiderately click malevolent links in messages and unknowingly accepts friend requests originating from fake profiles
without contemplating on the possible consequences of their actions [13]. Behaviours like scrolling posts, liking and
sharing posts, and clicking links regularly lead to users not paying enough attention to misleading information on social
platforms. A supplementary study by Albladi & Weir, (2020) explains that Facebook spending hours results in increased
susceptibility to phishing attacks because that habit negatively influences the risk perception and trust of users.

The dependency and usage of the internet increased exponentially during Covid-19 pandemic’s period as people’s
necessity to do online activities like online shopping, remote working, and e-learning increased. This increased online
spending resulted in increased susceptibility to cyber security attacks like denial-of-service, identity theft, ransomware,
malware, and phishing. Phishing attacks are predominant among social media users because they are lured into accepting
friend requests from phishers using fake profiles and subsequently clicking on their malicious links and as a result losing
their passwords, credential information, and worst cases, losing control of their social media accounts.

A study conducted during the Covid-19 period on phishing by indicates that the ethical risk-taking, anxiety and stress
levels caused by reassurance-seeking and compulsive checking could influence the success of phishing attacks on social
platform users during Covid-19 [16]. Precisely, study posits that users with stress because of the fear of coming into
contact with potentially contaminated surfaces or objects opened or clicked Covid-19 phishing attachments and links
respectively while users exhibiting reassurance checking and compulsive checking related stress are vulnerable to Covid-
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19 phishing scams [17]. Stress plays a crucial role in users falling victims of phishers because users with reassurance
seeking and compulsive checking related stress became victims of phishing attacks through clicking on Covid phishing
attachments and links while finding additional information on Covid-19, such as the current status of Covid-19 infected
people and Covid-19 vaccination [17].

Additionally, study posits that the level of education of users engaging in social media platforms determine the success
of phishing attacks executed through common phishing tries during Covid-19, with the more educated users having high
willingness to click on phishing links and respond to phishing emails [17]. While a study done prior covid-19 showed
that individuals with lower level of education are more likely to fall victim to phishing attacks, considering the study’s
partakers were university students, the research showed that more educated social media users are at higher risk of falling
victim of phishers during the pandemic [18]. However, the research suggests that further studies should be conducted on
the positive association of education level with becoming a victim of phishing attacks. Due to significant increase in
phishing attacks ChatGPT are used to spot patterns related to anomalies and potential cyber threats [19]

The choice of the information processing method to be utilized by people who spend hours browsing on the internet
depends on the person’s perception of sufficiency of available information [20]. Hence, individuals either use heuristic
processing, which involves utilizing less cognitive resources in order to make decisions and judgements, or systematic
processing that entails carefully assessing information to make decisions and judgements. Technology affordances expose
social media users to information overloads that encourages them to process the easily available information heuristically
to make effortless and quick judgements [20]. Consequently, this significantly increases user’s vulnerability to phishing
attempts and attacks because they overlook cues that may indicate malicious messages when processing information
heuristically. Users experiencing information overloads regularly trust phishing attachments and messages due to
heuristics information processing relying on judging information’s credibility based on seeming or phony cues.

1. PROBLEM STATEMENT

Online spending habits or activities like commenting, liking photos, posts, posting videos, and sending photos can seem
rewarding for individuals and therefore encourage further social media platforms usage. This gratification results in the
repetitive, frequent, and increased online spending that together with user’s inability to regulate and control these online
activities, leads to users getting unconscious habits during their engagement on online platforms. The increase in people’s
necessity to spend time in online platforms, like social media and e-commerce, engaging and browsing online exposes
them to numerous security risks like phishing attacks. Notably, the habitual utilization of social medial make users highly
vulnerable to phishing attacks since they do not carefully process links and messages with caution. Users and people who
frequently engage in online platforms tend to be additionally vulnerable to phishing attempts and attacks and this
correlation to factors such as high online interaction, potential contentment to security measures, and high exposure to
social engineering attacks. This study aims on exploring how online spending and browsing hours determine and shape
an individual’s security awareness about phishing. Understanding the relationship between online spending habits and
browsing hours and online user’s security awareness will be crucial in defending against phishing attacks.

V. SIGNIFICANCE OF STUDY

This study is important for various reasons. The first one is because phishing is a major online threat that involves tricking
people in revealing their sensitive information and therefore, understanding how user’s browsing hours and online
spending habits influence their security awareness can help in mitigating risks related to phishing attacks. Secondly, the
study can help online users assess their involvement and subsequent exposure to the internet and social platforms through
their online spending behaviour. Thirdly, the study will enlighten online users that their browsing hours show the time
they spend online and hence likelihood of coming across phishing attempts. This will enable users identify susceptible
periods when they can be more vulnerable to phishing attempts, such as when they have information overload and when
tired. The study is also important because it can help to tailor cybersecurity awareness programs.

Fundamentally, this study’s findings can inform advancement of targeted phishing awareness programs. By understanding
precise behaviour and complacency that cause them to fall victim of phishers while spending time online, users can be
equipped to identify and effectively respond to phishing attacks [21]. Additionally, this study can help users increase their
security awareness on phishing attacks through identifying correlations and patterns amid security awareness, browsing
hours and online spending, to enhance security strategies and measures to mitigate risks related to phishing. Due to
phishing attacks resulting in negative consequences like identity theft and financial loss for individuals, the study can
help users exercise safe browsing, thus enabling them to safeguard themselves and their financial, as well as personal
information while conducting their activities online. The phishing attacks study is more important due to increase in
attacks on social media users because they are enticing into accepting unknown friend requests from fake profiles [22].
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V. METHODOLOGY

This quantitative study methodology examined how online browsing hours and spending habits affect security awareness
of phishing identification patterns. Participants were anonymously surveyed using Qualtrics online service. This study
targeted US workers between the ages of 18 and 34. The survey questionnaire was distributed via the professional network
LinkedIn. Additionally, the following two demographic questions were added to PhishingBox’s quiz: 1). How old are
you? 2). How many hours per day do you spend online with 3 options such as 1-4 Hours, 5-8 Hours, and More than 9
Hours? The president of PhishingBox additionally granted authorization for this study to use an online phishing IQ test
at https://www.phishingbox.com/phishing-ig-test. The survey included an online quiz that participants could use to test
how well they could spot phishing. The ten screenshots of emails that were either phishing efforts or real messages from
big companies were shown to the people who took the test. After looking at each screenshot, participants had to say
whether the email was "legitimate” or "phishing." After answering a question, the quiz would show in a different color
whether the answer was right (Green Color) or wrong (Red Color). After answering all 10 questions, participants received
their scores. In the "Results" part, the data collection will be looked at and explained in detail.

VI. RESULTS

This section summarizes the study's findings and analyses the collected data. The purpose of this section is to examine
how the participant's online activity and spending habits shaped their vulnerability to phishing attacks. 83 participants
accurate survey responses have been collected. 17 participants reported that they spend between one and four hours every
day using the internet. The results of recognizing phishing patterns showed that out of seventeen participants, only one
earned a perfect 100 on identifying phishing. The average phishing recognition score among them is 57.5, which is
significantly lower when compared to the score for recognizing attacks utilizing phishing through the use of email
communication.

Table 1: 1- 4 Hours Online — Phishing Score

Stats Value
Mean 57.5
Standard Error 3.92640633
Median 60

Mode 40

Standard deviation ~ 15.7056253

[Phishing |dentification Patterns ]

Phishing Score

1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours
1-4 Hours

Figure 1: Dot Plot: 1-4 Hours Online vs Phishing Score

© 1JARCCE This work is licensed under a Creative Commons Attribution 4.0 International License 37


https://ijarcce.com/
https://www.phishingbox.com/phishing-iq-test

IJ A RCCE ISSN (O) 2278-1021, ISSN (P) 2319-5940

International Journal of Advanced Research in Computer and Communication Engineering

Impact Factor 8.102 :< Peer-reviewed journal 2 Vol. 12, Issue 10, October 2023
DOI: 10.17148/IJARCCE.2023.121005

29 participants said that they spend 5-8 hours online per day. Phishing pattern results revealed that no one scored 100.
The mean phishing identification score among them is 58.92, which is considerably less than identifying phishing attacks
through email communication.

Table 2: 5-8 Hours Online — Phishing Score

Stats Value

Mean 58.92857143
Standard Error 3.100575374
Median 60

Mode 60

Standard deviation  16.40670272

[Phishing lIdentification Patterns ]

i Phishing Score

5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
A FHours
5-8 Hours
5-8 Hours
5-8 Hours

SRR R R

5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours
5-8 Hours

Figure 2: Dot Plot: 5-8 Hours Online vs Phishing Score

37 of the participants reported that they spend more than nine hours each day using the internet. The results of the phishing
method revealed that no one earned a perfect 100. The average phishing identification score among them is 61.94, which
is a level that is significantly lower than that required to identify a phishing attack through the use of email communication.

Table 3: More than 9 Hours Online — Phishing Score

Stats Value

Mean 61.944444
Standard Error 2.545442377
Median 60

Mode 60

Standard deviation  15.27265426
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[Phishing Identification Patterns |

Phishing Score

More than 9 Hours
More than 8 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
Mora than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours
More than 9 Hours

Figure 3: Dot Plot: More than 9 Hours Online vs Phishing Score

The overall responses of the respondents helped in determining how the online browsing hours and spending habits of
users influence their security awareness of phishing identification patterns.

VII. DISCUSSION

Although users spend more time browsing the internet and engaging in online activities like email communication, the
exposure enlightens them on phishing attack channels like fake websites, social media messages, and emails, enabling
them to protect their personal and financial assets and become more resilient to such attacks. Equally, frequent online
users who spend a considerable amount of time interacting with and browsing on different online platforms and websites
are likely to familiarize themselves with phishing tactics like fraudulent URLs, attachments, email spoofing, and
deceptively designed websites, which can enable them to develop an intensified sense of consciousness regarding phishing
attempts, thus understanding warning signs and phisher’s flaws linked to phishing attacks. As people develop poor online
spending habits as they process inaccurate information on platforms, thus increasing their vulnerability to phishing attacks
as they open links and reply to messages without paying attention or engaging enough cognitive resources to their
behavior of spending time online, they need to hone their security education and security awareness through training
programs, articles, and resources, utilizing tools and features that cybersecurity experts offer on online platforms, such as
warning banners and spam filters to identify potential phishing emails.
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VIll. CONCLUSION

Results revealed that online browsing and spending hours online considerably influence users’ security awareness of
phishing. Moreover, the mean phishing identification score among participants is considerably lower, making it very
inefficient to identify phishing email attacks through email communication, regardless of the number of hours they spent
online. Hence, it is very important to do more research on online browsing spending habits, and provide solid security
awareness. Notably, prolonged exposure to the internet, online activities, and platforms increases a user’s probability of
coming across phishing attempts, resulting in increased familiarity with the characteristics of phishing attacks.
Nevertheless, it is important for online users to enthusiastically seek cybersecurity awareness, stay informed of evolving
phishing tactics, and adopt security best and not clicking unknown links or opening unknown attachments, to effectively
mitigate risks related to phishing attacks.
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